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DOI 10.15622/ia.21.2.1

F. Mercaldo, F. Martinelli, A. Santone
MODEL CHECKING FOR REAL-TIME ATTACK DETECTION IN
WATER DISTRIBUTION SYSTEMS

F. Mercaldo, F. Martinelli, A. Santone Model Checking for Real-Time Attack Detection in
Water Distribution Systems.

Abstract. Water distribution systems represent critical infrastructures. These architectures
are really critical, and irregular behaviour can be reflected in human safety. As a matter of fact,
an attacker obtaining control of such an architecture is able to perpetrate a plethora of damages,
both to the infrastructure and people. In this paper, we propose an approach to identify irregular
behaviours focused on water distribution systems. The designed approach considers a formal
verification environment. The logs retrieved from water distribution systems are parsed into a
formal model and, by exploiting timed temporal logic, we characterize the behaviour of a water
distribution system while an attack is happening. The evaluation, referred to a water distribution
system, confirmed the effectiveness of the designed approach in the identification of three different
irregular behaviours.

Keywords: critical infrastructure, SCADA, formal verification environment, formal methods,
timed automaton, safety, security.

1. Introduction. The networks of many critical infrastructures in coun-
tries depend strategically on SCADA systems. To provide some examples,
energy generation and transport, gas and oil pipelines, communication systems
and aqueducts are now largely managed through industrial automation technolo-
gies. [1]. The acronym SCADA (Supervisory Control And Data Acquisition)
indicates a computer system for electronic monitoring and control of industrial
systems. In a nutshell, with the term SCADA, we are referring to a system for
the critical infrastructure management consisting of computers and networked
data [2]. Typically, these architectures exploit peripheral devices, for instance,
programmable logic controller [3]. The attendant is able to control the critical
architectures through the critical infrastructure management system [4]. Sen-
sors and computers cooperate with the aim to guarantee the service provided
by the critical infrastructure: the problem is that sensors and computers expose
the critical infrastructure to potential irregular behaviours [5].

An attack targeting a SCADA system can easily generate significant
physical damage; for this reason attackers are increasingly interested in SCADA
systems [6]. For example, in 2003, the Davis-Besse nuclear power plant and
the CSX company in the US were victims of the Slammer and Sobig worms
respectively. Another attack, Slammer, caused a denial of service that slowed
the network down, while Sobig sent spam via email [7]. At the same time,
the Sobig malware has infected a computer at CSX headquarters by blocking
among other reporting and delivery systems, thus causing train delays [8].

Informatics and Automation. 2022. Vol. 21 No. 2. ISSN 2713-3192 (print) 219
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NHPOPMALIMOHHAA BE3OMNACHOCTb

SCADA attack can also afflict damages in airplane passengers. In fact,
in 2004, transport companies, such as British Airways, Railcorp and Delta
Airlines, were hit by the Sasser worm, which exploited a buffer overflow
vulnerability to spread to other systems [9]. Some aggressive variants may
have caused network overcrowding. The consequences were delays of trains
and planes, in some cases, cancellation of flights [10].

Another critical infrastructure is represented by the oil companies,
which have been attack targets. In fact, in 2009, companies operating in the Oil
& gas and petrochemical sectors, such as Exxon, Shell and BP, were affected by
the Night Dragon malware, distributed using spearphishing technologies. This
malware allowed criminals to take remote control of infected computers [11].

Attacks on SCADA systems can also offer to attackers the opportunity
not only to perpetrate harm to the population, but also to extract sensitive
information. The case of the Stuxnet worm, appeared in 2010; it was a worm
engaged in espionage and reprogramming of industrial systems at the Natanz
nuclear plant in Iran. The virus intercepted and modified data within a Pro-
grammable Logic Controller (PLC). As a consequence, sensible data were
gathered, and a fifth of Iranian nuclear centrifuges were destroyed [12].

The most common attacks are aimed at silencing safety warnings or
alarms, muting attacks. The typical attack scenario is when the verification
of the pressure inside a joint of a gas pipeline is silenced [13]. Much more
complex are the attacks that modify the behavior of a SCADA system, for
example, altering the pressure levels that the system of a pipeline considers
normal [14].

Moreover, considering the obsolete architecture of many systems, it is
possible to search through specific scanning tools, systems exposed on the web
knowingly or not.

In the identification of cyber-attacks in critical infrastructure are cur-
rently exploited features gathered from network protocols: in this context,
high-level features for cyber-attacks identification are not explored. For these
reasons, in this paper, we design an approach to identify irregular behaviours
targeting SCADA systems (with particular regard to water distribution systems),
by considering features that we retrieve from a water distribution systems.

We consider a formal verification environment [15-18] to check if
properties are satisfied on the modeled water distribution system. Clearly,
when a property representing an irregular behaviour is verified, the irregular
behaviour is in progress on the considered model.

This paper represents an extension of a preliminary work [19] presented
at the 28th International Conference on Enabling Technologies: Infrastructure

220 WHopmaTrka 1 aBToMaTusaums. 2022. Tom 21 Ne 2. ISSN 2713-3192 (neuv.)
ISSN 2713-3206 (oHnarH) www.ia.spcras.ru
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for Collaborative Enterprises (WETICE). With respect to the paper in [19]
below, we depict the contributions of this paper:

— we propose a property to identify the reply irregular behaviour;

— we extend the experiment to validate better the underflow and the
overflow properties presented in [19];

— we introduce a new property for the identification of a new anomaly,
i.e., the reply irregular behaviour.

The work proceeds as follows: the next section presents background con-
cepts about model checking timed automata, Section 3 describes the designed
approach, Section 4 discusses the performed experiment aimed to evaluate the
approach and, finally, in Section 5 conclusions and future research directions
are drawn.

2. Background. In this section, fundamental concepts related to the
formal methods technique adopted by the proposed method are provided, i.e.,
the model checking timed automata.

The toolchain to apply the model-checking technique is composed of a
formal model and a temporal logic: both of them are described in this section.

We consider timed automata, proposed by Alur and Dill [20, 21], as
a formal verification technique for real-time systems as, for instance, the wa-
ter distribution systems. In a nutshell, a timed automaton is composed of a
classical finite automaton able to manage clocks, evolving continuously and
synchronously with respect to absolute time. Each transition of a timed automa-
ton is labelled by a guard or constraint overclock values, indicating the time
in which the transition can be fired, and a set of clocks to be reset when the
transition is fired. Each location is constrained by an invariant, which restricts
the possible values of the clocks for being in the state, which can then enforce
a transition to be taken [22-24].

In this paper, we model a sequence of logs gathered from a water
distribution systems as a network of timed automata, i.e., a finite-state machine
extended with clock variables [21]. The model is extended with bounded
discrete variables that are part of the state. The state of the system is defined
by the location of all automata, the clock values and the values of the discrete
variables. Automaton may fire an edge (i.e., perform a transition) separately or
synchronise with another automaton with the aim to lead a new state.

Below we provide the definition of the syntax and semantics for the
basic timed automata. We exploit the following notation: C'is a set of clocks
and B(C) is the set of conjunctions over simple conditions of the form z p<
corz —yic,wherez,y € C,ceNandx e { <, <, =, >, > }. A timed
automaton is a finite directed graph annotated with conditions over and resets
of non-negative real-valued clocks [21].

Informatics and Automation. 2022. Vol. 21 No. 2. ISSN 2713-3192 (print) 221
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Definition 1. Timed Automaton. A timed automaton is a tuple (L, lo,
C, A, E, I) where L is a set of locations, ly € L is the initial location, C'is
the set of clocks, A is a set of actions, co-actions and internal T-action, E C
L x Ax B(C) x 2° x L is a set of edges between locations with an action, a
guard and a set of clocks to be reset, and I : L — B(C) assigns invariants to
locations.

In the following, we define the semantics of a timed automaton. A clock
valuation is a function u : C' = R from the set of clocks to the non-negative
reals. Let R” be the set of all clock valuation. Let ug(x) = 0 forall 2 € C. We
will abuse the notation by considering guards and invariants as sets of clock
valuations, writing v € I(l) to mean that  satisfies I(l).

Definition 2. Semantics of Timed Automaton. Let = (L, 1y, C, A, E, I)
be a timed automaton. The semantics is defined as a labelled transition system
(S, 50, ), where S C L x R is the set of states, so = (lo, uo) is the initial
state, and —+C S x (Rxo U A) x S is the transition relation such that:

o (Lbu)d(Lbu+d)ifvd :0<d <£d =
u+d € I(l), and

o (lyu)a (I',u) if there exists e = (I,a,g,7,l') € E
st.u € g,u =[r— Olu, and v € I(l'),

where for d € R, u + d maps each clock x in C to the value u(x) + d, and
[r — Olu denotes the clock valuation which maps each clock in r to 0 and
agrees with u over C\r.

Timed automata are often composed into a network of timed automata
over a common set of clocks and actions, consisting of n timed automata ; =
(Li,19,C, A, E;, 1;), 1 < i < n. Alocation vector is a vector [ = (19,...,19).
We compose the invariant functions into a common function over location
vectors (1) = Ay1;(1;). We write  [I;/;] to denote the vector where the i-th
element [; of [ is replaced by [;.

In the following, we define the semantics of a network of timed au-
tomata.

Definition 3. Semantics of a network of Timed Automata: Let = (L,
19, C, A, E;, I,) be a network of n timed automata. Let lo = (19,...,19)
be the initial location vector. The semantics is defined as a transition system
(S, 50, ), where S = (Lyx...xL,) x RY is the set of states, sg = (lo,uo)
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is the initial state, and —C S x S is the transition relation defined by:

o (Lu)— (Lu+d)ifvd :0<d <d =
u—+d €1I(l), and
o (Lu) = (I[l;/1;), ) if there exists l;Tgrli s.t.
u€g,uw =[r—0uandu € I(l").
o (l,u)— (Z[l;/lj, 1 /1), u') if there exists l;c?g;rili and
ljc!gjrjlgs.t.u € (9: Ngj),
v =[r;Ur; — Oluandu’ € I(l').

Modelling languages usually extend timed automata with the following
additional features:

— binary synchronisation: channels are declared as chan c. An edge
labelled with c! synchronises with another labelled c?. A synchronisation pair
is chosen non-deterministically if several combinations are enabled;

— broadcast channels: are declared as broadcast chan c. In a broadcast
synchronisation one sender ¢! can synchronise with an arbitrary number of
receivers c?. Any receiver that can synchronise in the current state must do
so. If there are no receivers, then the sender can still execute the ¢! action, i.e.
broadcast sending is never blocking;

— initialisers: are used to initialise integer variables and arrays of integer
variables. For instance, int i := 2; or int i[3] := {1, 2, 3}.

Once defined the formal model, we need to verify the model with
regard to a requirement specification. Similarly to the model, the requirement
specification must be expressed in a formally well-defined language. Several
such logics exist in the scientific literature. In this paper, we consider the Timed
Computational Temporal Logic (TCTL) [21,25], which extends the classical
untimed branching-time logic CTL [26] with time constraints on modalities.

The TCTL syntax is defined by the following grammar:

¢ = al|=¢[oVe[EQUrp|ApUso,

where a € AP (we denote with AP a set of atomic propositions), and [ is an
interval of R with integral bounds.

There are two possible semantics for TCTL, one which is said con-
tinuous, and the other one which is more discrete and is said pointwise. We
consider the second one, i.e., the pointwise semantic (Table 1).

Where g[n] is the state of g at position 7, and duration ¢ <, is the
prefix of p ending at position 7, and duration(o <, ) is the sum of all delays
along o up to position 7.

Informatics and Automation. 2022. Vol. 21 No. 2. ISSN 2713-3192 (print) 223
ISSN 2713-3206 (online) www.ia.spcras.ru



NHPOPMALIMOHHAA BE3OMNACHOCTb

Table 1. Timed temporal logic semantics

ae(l)

T
S
_|
S‘/

S
<

such that o = ¢ Uryp

(l,u) E Ap Uy < anyinfinite run gin from (I,u)
is such that o = oUy

ok ¢ Uy <= there exists a position m > 0 along o such that
varrho[r] = ¢, for every position 0 < 7’ < m, o[7'] = ¥,
andduration(o <) € I.

In the pointwise semantics, a position in a run:
Q0 = 5071, €15172,€252 ... Sn—1Tn, EnSn,

is an integer ¢ and the corresponding state s;. In this semantics, formulas
are checked only right after a discrete action has been done. Sometimes, the
pointwise semantics is given in terms of actions and timed words, but it does
not change anything.

As usually in CTL, TCTL: = a V — a standing for true, = — standing
for false, the implication ¢ ~~ ¥ = (— ¢ V 1), the eventual operator Fy¢ = tt
U;¢ and the global operator G;¢ = — (F; — ¢).

Formulae can be classified into reachability, safety and liveness. Figures
1, 2, 3 and 4 shows examples of different path formulae.

Reachability properties: they are looking if whether a given state for-
mula, ¢, possibly can be satisfied by any reachable state. Reachability prop-
erties are often used while designing a model to perform sanity checks. We
express that some state satisfying ¢ should be reachable using the path formula
E .

Safety properties are expressed in the following form: “something bad
will never happen”. These properties are usually formulated positively, for
example, something good is invariantly true. For instance, let  a state formula,
we express that ¢ should be true in all states that are reachable with the path
formulae A[ ] ¢

Liveness properties are of the following form: something will eventu-
ally happen. Liveness is expressed with the path formula A ¢ meaning ¢ is
eventually satisfied. A useful form is the leads to or response property, written
1) ~  which is read as whenever 1 is satisfied, then eventually ¢ will be
satisfied.
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Once the model and temporal logic properties are defined, we need
something enabling us to check whether the timed automata network (i.e., the
formal model) satisfies the defined properties. To this aim, we consider formal
verification, a system process exploiting mathematical reasoning to verify
whether a system under analysis (i.e., the model) satisfies some requirements
(i.e., the timed temporal properties).

Several verification techniques have been proposed in the last years. In
this paper, we resort to model checking [24,27].

In the model checking technique the properties are formulated in tem-
poral logic: each property is evaluated against the system. The model checker
accepts as input a model and a property, it returns “true” whether the system
satisfies the formula and “false” otherwise. The performed check is an ex-
haustive state space search that is guaranteed to terminate since the model
is finite. In this paper, we consider as model checker UPPAAL! [22,23,28],
an integrated tool environment for modeling, validation and verification of
real-time systems modeled as timed automata networks. Thus, the syntax of
UPPAAL expression is given in Table 2.

Table 2. Syntax of expressions in BNF

Expression — 1D | NAT
| Expression’[' Expression’]’
| '(! Expression’)’
| Expression’ ++'|' + +' Expression
| Expression’ — =" |' — =" Expression
| Expression AssignOp Expression
| UnaryOp Expression
| Expression BinaryOp Expression
| Expression’? Expression’: Expression
| Expression’. ID

UnaryOp — ' =" |V |'not'

B/LnaryOp — / </ | / g/ | !/ ::/ | /! :/ | /! 2/ ‘ /! >/
|I+/|/7/|/*/|///‘/%I|/&/
|/|/|/"/|/<</|/>>/‘/%%/|/||/
|/<?I|/>?I|//\l‘/\//|/'v-)l

Asszgnop% /::/ |/+:/ |/_ :/ |/*:/ |//:/ ‘/%:/
|/| :/ |/%:/ |/’\:/ |/<<:/ ‘/>>:/

Uhttp://www.uppaal.org/
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Expressions are used with the following labels:

— guard: a particular expression satisfying the following conditions:
(1) it is side-effect free; (ii) it evaluates to a boolean; (iii) only clocks, integer
variables, and constants are referenced (or arrays of these types); (iv) clocks
and clock differences are only compared to integer expressions; (v) guards
overclocks are essentially conjunctions (disjunctions are allowed over integer
conditions);

— synchronisation: a synchronisation label is either on the form
Expression! or Expression? or is an empty label. The expression must be
side-effect free, evaluate to a channel, and only refer to integers, constants and
channels;

— assignment: an assignment label is a comma-separated list of expres-
sions with a side-effect; expressions must only refer to clocks, integer variables,
and constants and only assign integer values to clocks. invariant: an expression
that satisfies the following conditions: it is a side-effect free; only clock, integer
variables, and constants are referenced; it is a conjunction of conditions of the
form x < e or x < e where x is a clock reference and e evaluates to an integer.

3. The Designed approach. In the designed approach, we consider
the cistern level gauging as features. In details, if the water distribution system
is formed by two cisterns, i.e., two features describing the water gauging in
the two cisterns are considered.

The designed approach consists of two main steps: the Formal Model
Creation (Figure 5) and the Formal Model Verification (Figure 8).

From the water distribution system under analysis and the technical
report, a technician marks the specific day log as irregular. The features
gathered from the cistern levels and the label to mark a specific trace as irregular
are the input for the one day log stored in CSV files, containing the cistern
gauging for one day at a fixed range time (1 hour).

The Discretisation is aimed to discretise each cistern level feature. The
numeric values are split into 3 different ranges [29]. Furthermore, each dis-
cretised feature previously gathered is converted into a timed model. The
discretisation process is aimed to convert continuous values into discrete ones.
A plethora of methods were proposed by the research community for numeric
values discretisation: in our approach, we exploit one discussed by researchers
in [29]. The idea behind this method divides the numeric features into three
intervals by exploiting the equal-width partitioning that basically divides the
values of a certain numeric value into three equal-size intervals. In our case,
the cistern level continuous values are divided into one of three different classes
(Up, Basal, and Low).
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warer
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discretisation

legitimate anomalous

legitimare / anomalous
behaviour formal /behaviour formal/
model i’ model

Fig. 5. Formal model generation

We compute the interval width in the following way: W = (Max —
Min)/3, where Max and Min indicate the maximum and the minimum
values. The partitioning is applied to all features (i.e., the cisterns). Moreover,
once obtained the discrete values from the discretisation process, from each
feature is generated a timed automaton (i.e., formal model in Figure 5).

With the aim to better explain how the timed automaton is built, let
us consider the following example. In particular, in Table 3 we represent a
fragment of a discretised feature.

With the first column (i.e., Time in Table 3) we are referring to the
interval time (in the fragment 1 < ¢ < 6), while with the F} and F5 columns,
we are referring to the two considered features (i.e., the cistern levels). By
considering the fragment in Table 3, in the t3 time interval, the F; reaches
the Up value, while the F5 feature reaches the Low value. Once obtained the
discretised values for the features (i.e., the cistern values), it is possible to
generate the formal model. In detail, we build a timed automata network: in a
nutshell, for each discretised feature, we generated an automaton.
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Table 3. A fragment related to the feature discretisation
Time F 1 F: 2
t1 Up Up
to Up Low
t3 Up Low
ty Basal Up
ts Low Basal
te Up Basal

By considering the discretised fragment, we shown in Table 3 the timed
automata network that is built in the following way: if the same discrete value
is repeated in a consecutive time interval, the automaton related to the feature
under analysis exhibits a loop: for instance, the automaton built from the F}
discretised feature contains a loop related to the ¢1, t2 and 3 time intervals
(because the Up discretised values are repeated three times). Moreover, the
resulting automaton for the F; feature shows two loops: the first loop is related
to the ¢t and t3 time intervals (Low is the repeated discrete value), while the
second loop is related to the ¢5 and t¢ time intervals, and in this last case the
repeated discrete value is Basal).

In order to exit from the loops, a guard is exploited. Differently, with
regard to the entering condition, an invariant is considered. Moreover, for each
automaton, we consider a number of clocks equal to two: the first clock (z) to
ensure the entering condition into the loop and the second one (y) to ensure
the exit condition. Moreover, each automaton is responsible for storing the
count related to the respective Up, Basal and Low values.

The values for the Fy, automaton are labelled with a subscript z € {1, 2}
(we consider two features). The s channel permits the automata synchronisation
and, for this reason, is not stored locally. The aim of the channels is to ensure
the automata network progression. This mechanism basically is a hand-shaking
synchronization: two processes take a transition at the same time, the first one
will have an s!, while the other an s?, in order to ensure the synchronization.
As a matter of fact, one sender event s! is able to synchronise with a number of
s? receiver events. We resort to channels in order to avert incoherence from the
discretised feature values and the interval times. For instance, the automaton
related to the first feature is indicated with F and its variables are w1, by and [;
respectively for Up, Basal and Low values. As a consequence, the automaton
for the second variable is F}, and its variables are us, bo and ls, respectively
for Up, Basal and Low values of this second automaton.
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Figures 6 and 7 indicate the model, respectively, gathered from the F}
and F5 discretisation. In both the figures, we indicate with u the Up value, with
b the Basal value, and with / the Low value, all the three values are present in
Table 3.

Below we provide a brief explanation about the models represented in
Figures 6 and 7: the F; automaton is iterating in the loop (node 1 in Figure 6) for
three-time intervals (i.e., y; < 3), while the F> automaton after the increment
of the u variable (node 1 in Figure 7) is iterating for two-time intervals (i.e.,
y2 < 2). Subsequently, the F; automaton does not exhibit any loops, while the
F, automaton is iterating for two-time intervals in the loop in node 3 in Figure
7, and then it continues with the last node.

Y1 <3
U i=up + 1
Y1 = ur
s!
1 S 1
s! @ s! /3\ s! @
y1 >3 bi=0 \__ 1;:=0
U1 =0 ll Z=l1+1 (75} :=u1+1
by =01 +1 Yy = l Y1 = uq
y1:=by
Fig. 6. The F1 model
Y2 < 2 Yo < 2
ug =10 ug =0
l2:2l2+1 bg:=b2+1
y2 1= l2 Y2 1= by
s? s?
T2 <1 T2 <1
O o VT o SN Gy
Ug = Uz + 1 Yy > 2 Yy > 2
Yo 1= Usg lo: =0 by =0
xo: =0
Uy 1= ug + 1
Y2 1= U2

Fig. 7. The F> model
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Once generated the formal model, the Formal Model Verification step
(Figure 8) is aimed at checking if the modeled water distribution system is

warter

violated.
distribution
system

l

one day log

7
!
!

/' unknown
/behaviour formal/
f model /

underfiow
attack —
property
h 4
overflow
artack » model checking
property
reply attack
property
/ "
legitimarte anomalous ;,
behaviour formal behaviour formal,
model

model
Fig. 8. Formal model verification
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The Formal Model Verification receives as input a formal model (for-
mal model) built in the previous step and a set of properties. The set of logic
properties is checked against the formal model generated (formal verification
environment) using the UPPAAL (an acronym based on a combination of
UPPsala and AALborg universities) formal verification environment?>. UP-
PAAL represents an integrated tool environment for modeling, validation and
verification of real-time systems modeled as networks of timed automata.

4. Experimental evaluation. From the physical layout point of view,
the following generic scenario is considered: the analysed SCADA water dis-
tribution system is composed by a generic water distribution system operator
where, recently, has introduced a new technology to enable remote data collec-
tion from sensors and remote control of actuators. After the technology was
introduced, anomalous levels in two tanks were observed; for instance, water
overflow in one tank occurred. By looking for the causes, experts domain sus-
pect potential cyberattacks. In particular, they consider some kind of malicious
behaviours [30,31] aimed to activate and deactivate the actuators.

The dataset® exploited in the experimentation of the designed approach
contains one-day logs from a water distribution system composed from the
water levels of the two cisterns (i.e., ¢t and cz2).

We have hourly gauging of the water under regular operating conditions,
and when an overflow (OF'), an underflow (UF) or a reply (R) irregular
behaviours targeting, respectively, the ct/ and cf2 cisterns are happening.
Logs referred to 30 days of gauging are considered: ten marked with the OF
irregular behaviour on ct1, ten with the U F’ irregular behaviour on c#2 and the
last ten days with reply (R) irregular behaviour on both the ¢t/ and ct2 cisterns
(irregular behaviours have happened each day), while the remaining ten days
without irregular behaviours [5, 32, 33]. For each day log a formal model is
built. In total, we consider 40 days.

To summarise, in the experiment, we consider 40 days: 30 days related
to irregular behaviours and 10 days with legitimate behaviours. The 30 days
contain the following irregular behaviours: 10 days with overflow attack each
day, 10 days with underflow attack each day and 10 days with reply attack each
day.

4.1. The Properties. Table 4 indicates the OF, UF and R irregular
behaviour identification properties.

Zhttp://www.uppaal.org/
3http://www.batadal.net
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Table 4. Timed temporal logic property for OF', U F' and R water distribution
irregular behaviour identification

Eo, where ¢ = hy >11

Ex, where x = 1229

EvYy  where v = by Z 12N by > 12
Eo VvV x V9

The ¢ property, referred to the O F irregular behaviour, is able to verify
if an OF is in progress (i.e., when the ct/ level exhibits an up value at least
11 times). The U F' irregular behaviour, described by the x property, is able
to verify if an U F' is in progress (i.e., when the c#2 level exhibits a low value
at least 9 times). The last property, i.e., ¢ (for the R irregular behaviour
identification), is aimed to verify if both the ct/ and the cz2 cisterns present
the same value for more than 12 times. We want to verify if the ¢, the x and
the v properties, possibly, can be satisfied by a reachable state. We express
that some state satisfying ¢ should be reachable using the path property E¢.
Similar considerations can be done for the x and v properties. Furthermore,
provide the property expressing that can happen an OF', or U F or a R irregular
behaviours (i.e., Ep V x V ¥).

The properties were formulated with the help of domain experts. As a
matter of fact, the properties are aimed to explain the domain experts knowledge.
In particular, the domain experts suggest that whether ct/ exhibits for a number
of times equal or greater than 11 an increasing value, this is reflecting of an
overflow attack in progress, while if c2 exhibits a value that is decreasing for
a number of times equal or greater than 9, this is reflecting in an underflow
attack in progress. With regard to the reply attack, expert domains suggested
that whether both ct/ and c2 are showing basal values for a number of times
equal or greater than 12 this is symptomatic for this kind of attack in progress.

4.2. The Experiment. The property verification outcomes are indi-
cated in Table 5.

With L* we mark the log of the water cisterns for a single log, where
L € {irregular, regular}, x identifies the log under analysis. The dataset
comprises 40-day log, 10 exhibiting normal behaviour, while the remaining 30
are afflicted by OF', U F' and R irregular behaviours. The column (y) identifies
the models verified as true (v in Table 5) or false (X in Table 5) to the OF
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property, while the column () identifies the models verified as true or false to
the U F' property.

From the formal verification environment output indicated in Ta-
ble 5 we can state the ¢ and the y are able to identify all the mod-
els afflicted by the OF irregular behaviour (i.e., irregular}, irregular?,
irregularg, irregularﬁ, irregularg, irregularg, irregularg, irregularff,
irregular? and irregularl®). The x property is able to identify all the mod-
els afflicted by the UF irregular behaviour (i.e., irregularl, irregular?,
irregulard, irregulart, irregular?, irregularS, irregular?, irregulars,
irregular) and irregularl®). The v property is able to identify all the
models afflicted by the R irregular behaviour (i.e., irregulary, irregular?,
irregularf, irregularf, irregularf, irregularf, irregularz, irregularf,
irregular? and irregular!?). Furthermore, all the models without irreg-
ular behaviour (i.e., regular!, regular?, regular®, regular®, regular®,
regular®, reqular”, regular®, regular® and regular'®) are marked as false
by ¢, x and v properties.

Moreover, we consider four different metrics to evaluate the perfor-
mance of the proposed approach: Precision, Recall, F-Measure and Accuracy.

The precision has been computed as the proportion of the observations
that truly belong to investigated logs among all those which were assigned to
the specific attack. It is the ratio of the number of relevant records retrieved to
the total number of irrelevant and relevant records retrieved:

tp

tp+ fp’

where #p indicates the number of true positives (for instance, whether w e are
evaluating the ¢ formula, this value represents the number of one-day logs
whose related overflow attack model is correctly labelled as true by the formal
verification environment) and fp indicates the number of false positives (for
instance, whether we are evaluating the ¢ formula, this value represents the
number of models whose related legitimate model is wrongly labelled as true
by the formal verification environment).

lclPrecision =
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Table 5. Property verification

Performances
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The recall has been computed as the proportion of attacks that were
assigned to a given class among all the attacks that truly belong to the class. It
is the ratio of the number of relevant records retrieved to the total number of
relevant records:

tp
tp+ fn’
where fp indicates the number of true positives and fin indicates the number
of false negatives (for instance, whether we are evaluating the ¢ formula, this
value represents the number of one-day log whose related overflow attack
model is wrongly labelled as false by the formal verification environment).

The F-Measure is a measure of a test’s accuracy. This score can be
interpreted as a weighted average of the precision and recall:

lclRecall =

lelF-Measure =2 Precision * Recall

Precision + Recall’

where Precision and Recall are obtained by following the formulae above
explained.

The Accuracy is the fraction of the model correctly identified, and it is
computed as the sum of true positives and negatives divided all the evaluated

models:
tp+1in

tp+ fn+ fp+itn’

where tn indicates the number of true negatives (for instance, whether we are
evaluating the ¢ formula, this value represents the number of one-day logs
whose related legitimate model is correctly labelled as false by the formal
verification environment).

By the metrics computation, we reach a value equal to 1 for all metrics
we have considered (i.e., Precision, Recall, F-Measure and Accuracy). This is
symptomatic that the designed approach is able to correctly identify the several
irregular behaviours we considered in the experiment with no false positive.

5. Conclusion and future work. The risks of an attack on SCADA
systems are concrete and real: these are very sensitive objectives given the
importance of the processes they govern and the impact that a disservice can
cause on the community. Precisely, because of their structure distributed over
the territory, hitting a SCADA system can really affect hundreds or thousands
of other sites or plants, which in turn become unmanageable and therefore
dangerous. There are countless organizations and goals that move interests in
carrying out or making increasingly sophisticated actions and attack strategies,
ranging from fraud and physical to creating disservices.

lclAccuracy =
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For this reason, to mitigate the irregular behaviours in critical infrastruc-
ture and, in particular, in SCADA water distribution systems, in this paper, we
design a timed automata-based approach to identify OF, U F' and R irregular
behaviours on the water distribution system.

We propose formal model logs obtained from SCADA systems in terms
of a timed automata network by exploiting the UPPAAL formal verification
environment.

An accuracy equal to 1 is reached, symptomatic of the effectiveness of
the proposed approach in attack detection in water distribution systems.

The proposed method can be adopted for real-time irregular behaviour
detection in critical systems while the monitored SCADA system is under
attack. As a matter of fact, in critical contexts, it is of fundamental importance
to identify a threat when the latter is in progress in order to minimize data and
put the system in a position to work safely. Moreover, considering that the
proposed approach exploits formal methods and temporal logic formula, it is
possible to understand the reason why a certain property is resulting false using
the counterexample. Although the principal aim of the counterexample is to
assist the designer in finding the source of the error in complex systems design,
the counterexample can be exploited for other purposes. For instance, in the
context of the proposed method can be used to understand how many time
intervals the property will become true, thus providing a sort of probability of
risk that irregular behavior may occur. This aspect can be of interest because it
can be considered to forecast future irregular behaviours, thus taking measures
before they can possibly take place.

As future work, we plan to evaluate the proposed of other SCADA
critical systems (for instance, relating to oil/gas or power management and
distribution) with the aim to validate the proposed method in another critical
environment. Moreover, we plan to evaluate the proposed method with systems
with much faster dynamics (for instance, power distribution/generation), i.e.,
with significantly larger models.
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IMPROVE THE EMBEDDED SOFTWARE PERFORMANCE ON
MULTICORE PROCESSORS

Bui P., Le M, Hoang B., Ngoc N., Pham H. Data Partitioning and Asynchronous Processing
to Improve the Embedded Software Performance on Multicore Processors.

Abstract. Nowadays, ensuring information security is extremely inevitable and urgent.
We are also witnessing the strong development of embedded systems, loT. As a result,
research to ensure information security for embedded software is being focused. However,
studies on optimizing embedded software on multi-core processors to ensure information
security and increase the performance of embedded software have not received much attention.
The paper proposes and develops the embedded software performance improvement method on
multi-core processors based on data partitioning and asynchronous processing. Data are used
globally to be retrieved by any threads. The data are divided into different partitions, and the
program is also installed according to the multi-threaded model. Each thread handles a partition
of the divided data. The size of each data portion is proportional to the processing speed and
the cache size of the core in the multi-core processor. Threads run in parallel and do not need
synchronization, but it is necessary to share a general global variable to check the executing
status of the system. Our research on embedded software is based on data security, so we have
tested and assessed the method with several block ciphers like AES, DES, etc., on Raspberry
P13. The average performance improvement rate achieved was 59.09%.

Keywords: embedded software performance improvement, multicore processors,
multithread, data partitioning, asynchronous processing.

1. Introduction. Data encryption has been studied with many
algorithms such as AES, DES, etc., to ensure data security and is focused on
research for sequential processing software systems. It hasn’t been being
studied on embedded systems. Because encrypting data will increase the
cost of data processing time compared to unencrypted data, the problem is
to both ensure data security and maximize performance by adapting
encryption algorithm based on embedded software configuration.

Today, in the fast development trend of the 4th industrial revolution,
information technology systems, especially 10T systems, also flourish in
both hardware and programming models. In this trend, multicore processors
are widely studied and applied. Not only information technology systems in
general, but embedded systems also use more and more multicore
processors.

The purpose of using multicore processors is to improve the
performance of embedded systems under limited resource conditions. There
are many studies that have been done to improve the performance of
embedded software. Improvements to embedded software performance can
be made on different levels: from processor level to operating system,
programming and design levels. However, most of the old programming
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models, which have only been programmed in serial/sequential processing,
have not yet promoted the parallel processing.

In recent years, there have also been several teams that have
performed researches and developed methods to improve embedded
software performance on multicore processors. These studies mainly focus
on multithread models — the distribution of processing flows for parallel
implementation as the optimal approach based on co-design is also studied
and applied to multicore processors, such as [1]. In the study, the author
proposed and developed a method of co-designing hardware and software
for network systems on a chip (NoC), which improved the average
performance by 33.1%. However, due to a data conflict between the local
data set of the failed transaction and the global end-level caching (LLC), the
transaction cancellation rate is still high in software transactional memory,
and it is costly to identify and update the cancelled data.

In study [2], the authors built a user space memory scheduler that
allocates the ideal memory node for tasks by monitoring the characteristics
of the heterogeneous memory architecture to optimize application
performance for the NUMA multicore processors. The average performance
improvement rate achieved by this method is 25%. The authors focused on
the development of the scheduler but used the Princeton Application
Repository for Shared-Memory Computers (PARSEC); therefore, it is not
yet possible to evaluate the compatibility of a scheduler with the ability to
parallel the data on the NUMA configuration.

Study [3] presented a multi-threaded approach to the travelling
salesman problem to improve performance. Under certain hardware
limitations, the proposed math can take full advantage of multi-core chips
and effectively balance out the contradiction between increasing data size
and computing efficiency, thus gaining a satisfactory solution. Nevertheless,
a parallel threaded approach that depends on the set of input parameters of
the problem is not new; instead, it just gives case studies on thread
programming to solve the problem.

Study [4] presented a platform used in multithreaded programming
to improve performance as OpenMP. The platform can be used to develop
both desktop applications and embedded apps. This study analyses the
effects of different schedules and segment sizes on the at-gain speed of
multi-core platforms that use different shared memory in regular workloads.
The results illustrated that different multi-core technology showed different
acceleration values, and different multi-core platforms were better than
others in terms of speed as the number of cores was increased.

In study [5], the authors presented the method of sharing the data to
be processed to points to improve the thoughts of points in the problem.
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This study demonstrates that each specific problem has its own method of
implementing performance improvement.

Studies presented on hardware configuration-based performance
improvement methods are in [6]. The authors proposed a single-command,
multi-data model to improve performance for multi-disciplinary chips.

Most of these studies focus on solving only one layer of specific
problems and have not fully solved the problem of synchronization, linking
data between threads. At the same time, the studies have not looked at data
independence and data partitioning for parallel processing.

With big data processing problems and independent data sections, a
more efficient model is needed to promote data independence and simplify
synchronized time, linking data between threads. Therefore, in this study,
we propose a model of data partitioning and asynchronous processing to
process data in parallel to improve embedded software performance.

In study [7], the authors proposed a parallel multithreaded pipeline to
filter, clean and classify information in the information collection phase. We
developed the pipeline so that it can be easily re-applied to any type of
heterogeneous aggregation and run efficiently on medium to low resource
infrastructures where 1/0O speed is the main limitation.

In  consideration of undesirable elements in synchronous
programming, asynchronous programming has emerged as a programming
style to overcome the limitations. Usually, in asynchronous programming
models, the methods are included in the queue list for implementation, and
the order in which the method is implemented is serial yet unidentified.
Nevertheless, a lag still exists with this method due to the need for
serial / sequential execution; therefore, there have been researches being
carried out to solve the parallel asynchronous problems. The idea of
asynchronous programming is to divide the execution of the original
program into tasks that are running over a short period of time.
Furthermore, each task is performed as recursive sequence software that
defines new methods to be enforced later when accessing shared memory.

The simplicity of the asynchronous program’s combination makes
asynchronous programming a preferred option for deploying API or
systems that require reactive systems. The use of asynchronous
programming for main servers, desktop applications, and embedded systems
is increasingly being used and varied with problems [8], such as JavaScript
tools of modern web browsers, Grand Central Dispatch in MacOS and iOS,
Linux job queues, asynchrony in .NET, and deferred procedure calls in
Windows core are all based on asynchronous programming. Even in single
processing settings (i.e. without any parallelism), asynchronized
frameworks such as Node.js are becoming widely used to design extremely
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scalable (web) servers.

Many studies have been carried out to present asynchronous
programming models. Nevertheless, some tasks posted in asynchronous
programs may have different levels of execution priority, as addressed in
study [8]. A major drawback of existing tasks considering execution
priorities is the complexity of models that host those priorities. An
asynchronous program divides the behaviour of the accumulated program
into short-running tasks. Each task basically acts as a recursive sedated
program, in addition to accessing the memory shared by all tasks that can
post new tasks to the task buffer for later execution. Tasks from each buffer
perform in succession: when one task is completed, another is taken from
the buffer and run until completed. Programming a reactive system requires
the designer simply to ensure that no single task is performed for too long to
prevent others more urgent tasks from being executed. Figure 1 illustrates
the general architecture of asynchronous programs.

var B1: task-buffer var B2: task-buffer var Bn: task-buffer

While (*) do While (*) do While (*) do
t:=fecth(B1); t:=fecth(B2); t:=fecth(Bn);
execute(t); execute(t); execute(t);

\al i

‘ Shared Memory ’

Fig. 1. A general architecture of asynchronous programs with N task buffers.
Tasks from the same buffer execute serially, but concurrently with tasks of other
buffers [8]

In study [9], the authors and his colleagues proposed an official
model of asynchronous event-oriented programs, which narrows the
semantic gap between programs and existing models, especially by allowing
dynamic creation of tasks, events, buffer tasks and strings simultaneously,
and accurately capture the interaction between these quantities. Instead of
assigning each calculated task to a blocked dedicated thread for certain
conditions, the system maintains simple sets of events that pend tasks,
buffers of tasks with enabled events and workflows for performing tasks in
the buffer.

Figure 2 presents asynchronous event-driven programs. The pending
tasks (drawn as triangles) are moved to their designated task buffers (drawn
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as boxes) once their designated events (drawn as circles) are triggered.
Threads (drawn as diamonds) execute buffered tasks to completion, such
that no two tasks from the same buffer (drawn with the same colour)
execute in parallel. In addition to the ability to use events to synchronize
between tasks, the task cache itself provides another means of coordination:
the system can allow tasks from separate buffers to perform in parallel
while ensuring that tasks from the same buffer perform sequentially.
Authoring the management of events, tasks, buffers, and flows to the system
often increases the efficiency of the system.

[ Events Q Q Q ]
e A A
-
Tasks

buffers A A

Threads : :

Fig. 2. Asynchronous event-driven programs [9]

Most of the studies only focus on solving a specific class of
problems and have not completely solved the problem of synchronization
and data linkage between threads. At the same time, studies have not
considered the issue of data independence and data division for parallel
processing.

With problems related to a big amount of processing data and/or
independent pieces of data, a more efficient model is needed to promote the
independence of the data and minimize the time for synchronization and
linked data between the streams. Therefore, in this study, we propose a
model of data division and asynchronous processing for parallel data
processing to improve embedded software performance.

The rest of the paper is organized as follows: Section Il — Survey,
analysis, synthesis of related research; Section Ill — Presentation on ideas,
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process and content of method's development; Section IV — Experiment for
method's testing and evaluation; Section V — Conclusion and trends of
development.

2. Related work. The problem of optimizing performance based on
parallel calculations has been researched and developed by many research
groups in different approaches such as CPU hardware level, co-design level,
operating system level and application level multi-threading. The CPU level
parallelization includes typical optimization techniques such as order
scheduling, command pipeline, in-of-order, out-of-order, CPU
configuration, setting configuration, etc. [10]. These algorithms and
methods are the basis for the direction of research and implementation
approach of study [10].

Study [11] analysed cipher-related algorithms and then designed and
deployed the AES algorithm in CUDA. The data will be divided into 64K
blocks by the CPU and transferred to the cores of the GPU and performed in
parallel the sub Bytes, Shift row, Mix column and AddroundKey functions
for encryption. Encrypted data were collected on the GPU and transferred
upwards to the CPU. This technique improved the performance of the AES
encryption process with the help of a GPU. However, the cost was involved
in transporting data from the CPU to the GPU and vice versa.

Data partitioning as an important sub-factor in database tools has
been studied in the previous work. Polychroniou, O. and Ross, K.A. [12]
provided extensive analysis of data partitioning across multiple methods,
such as partition type (base, hash or range) and shuffle strategy. It has been
proved that for more than 16 partitions, partitions that write in combination
with direct memory writing and skipping cache memory would work best.
Partition throughputs are reported to be 1.1 billion data sets/s for 8,192
partitions with 64 threaded parallel executions on 32-core servers.

Schuhknecht F.M. et al. in [13] presented a set of experiments
performing base-based partitioning. Existing optimizations (combinations,
time-consuming storage, etc.) are enabled, and new optimizations (pre-fetch
for recording, micro-row layout) are added step by step to observe their
impact on the total duration of implementation. The fastest FPGA data
partition deployment to date was presented by Wang and his associates [14]
with 256 Million Data Sets/s for 8,192 partitions. They improved the
existing OpenCL implementation of a partitioned and deployed it on the
FPGA. The partitioned data are assumed to be in the DRAM that is directly
connected to the FPGA. The resulting partitions are recorded to the same
DRAM, and the transfer via PCle to the server memory is necessary if the
partitioned data will be used by the CPU for further operations.
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Study [15] shows that the probability of parallel calculation of data
depends heavily on its data partitions. The solutions implemented by the
status quo of the systems have not yet been optimized. Community-
recommended techniques for finding optimal data partitions are not applied
directly when relevant to complex user-defined data functions and models.
A parallel data program compiled into an execution plan chart (Execution
Plan Graph -EPG) is a directional AC chart with multiple stages. Therefore,
data partitioning affects many aspects of how a job is run in a cluster,
including parallelism, workloads for each vertex, and network traffic
between vertices. In this study, the authors proposed the system architecture
as Figure 3 to partition the data.

Figure 3 shows the architecture of the system. First, the system
compiles a certain data parallel program into a work plan chart (EPG) with
the original data partitions (e.g., provided by the user). The code analysis
module takes this EPG and the code for each vertex in the EPG as input to
infer the calculated complexity of the program per-vertex and important
data features. This step is important because it not only provides
information about the relationship between the input data size versus the
cost of calculation and 1/0 but also guides the process of data analysis, for
example, providing suggestions for strategically sampling data and
estimating data statistics. This information can then be used to identify
image recordings to process and distribute them more evenly. The data
Analysis module linearly scans data to create compact data expressions.

The Modelling/Estimation Module uses code and data analysis
results to estimate the runtime cost of each vertex, including CPU time,
output data size, and network traffic.

The authors in study [15] gave the example of creating a partitioned
graph, as shown in Figure 4. The two root nodes represent two partitions of
the sampled input data. The cost optimization module inserts an additional
partitioning stage into the existing EPG in search of an optimized
partitioning scheme. First, the two inputs are divided into 8 partitions (for
example, h1(k) mod 8 hash partition) and EPG is updated accordingly. The
Cost Estimation module then determines the critical path up to the current
period in the updated EPG, including the vertex associated with Partition 5.
To reduce costs, it divides Partition 5 into the other two partitions (for
example, the h2(k) mod 2 hash partition). Meanwhile, Partitions 0, 2 and 4
all have small costs to reduce 1/O, the cost of starting peaks and therefore
the underlying overall cost. The process of estimating costs and optimizing
by ingesting and separating this recursive data is repeated until it converges.
Each iteration is a greedy step towards minimizing overall costs. In
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summary, study [15] has proposed a system architecture to find the optimal
for data partitioning based on greedy algorithms.

EPGA/; Code Input data
. O

Code Data
Analysis Analysis
Computational Data Statistics
&I/0 Complexity & Sample
The Cost
Modeling/Estimation
Update
EPG
Cost
I don't want
Optimized
EPG

Fig. 3. System architecture, from study [15]

250 MHdopmaTtuka n aBTomatusaums. 2022. Tom 21 Ne 2. ISSN 2713-3192 (neu.)
ISSN 2713-3206 (oHnavH) www.ia.spcras.ru



INFORMATION SECURITY

Fig. 4. Example of generating an optimized data partitioning scheme represented by
the partition graph

The article [16] proposes a data set manipulation method to divide
the training data set into many groups with different characteristics to train
each classifier. The author partitioned the training data into groups of the
same distance. If each individual SVM is trained using each of these groups,
the trained classifiers have increased diversity. The test results showed an
average accuracy of 70% by repeating the data set for a single letter four
times.

In study [17], the authors et al. proposed an automatic local data
partitioning algorithm, which can automatically recognize the local maxima
of the data density from experimental observations and use them to serve as
the focal point to form data partitions. This method is free of user’s
parameters and prior assumptions. Numerical results based on the
benchmark dataset proved the validity of the proposed algorithm and
demonstrated its high performance and computational efficiency compared
to modern clustering algorithms.

Kara K. et al. [18] explored the use of FPGA to speed up data
partitioning. The paper studies new hybrid architectures in which FPGA is
placed as a co-processor located on one socket and has consistent access to
the same memory as the CPU located on the other socket. Such an
architecture reduces the cost of data transfer between the CPU and the
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FPGA, allowing the execution of the combined algorithm in which the
partition occurs on the FPGA and the construction and exploration stages of
a connection that occurs on the CPU. The FPGA-only partitioning and
execution reduce the cost of data transfer to the CPU and vice versa, but
storing and performing on big data are matters for further study of the
paper.

Study [19] considered the issue of optimal distribution of workloads
for the parallel implementation of data between the processing components
of non-click calculation systems. Zhong Z. et al. presented a solution that
uses functional performance models (FPM) of processing agents and FPM-
based data partitioning algorithms. The effectiveness of this method is
proven by experiments with parallel matrix multiplication. The FPM-based
data partitioning has proven to be fully and efficiently used to balance the
workloads of many data parallel applications across modern hem helmless
disk forms. However, more effort is still needed to improve this approach in
some respects. For example, only the calculated performance of processing
units is used to partition data so far, while the cost of communicating
between processes is not considered. In some dense matrix applications on
highly haemolysed disk forms, the performance of a processing unit may
depend on the shape of the matrix block assigned to it. In that case, the
multi-dimensional performance model has more than one parameter that
may be required to describe the performance accurately. For large complex
applications where the computational kernel cannot be easily separated
from the application or there is more than one computational kernel, it may
take more effort to balance the workload with this approach.

In study [20], the authors compared and evaluated three algorithms
AES, DES, and 3DES by nine factors: key length, passcode type, block
size, developed, code break resistance, security, ability key, ASCII printable
character key, and the time it takes to check all possible keys at 50 billion
seconds. The results have proven that AES algorithms are better than DES
and 3DES, as shown in Table 1. However, this study did not evaluate the
performance of data encryption processing of these three methods.

Study [21] compared the results of the AES encoding techniques to
increase encryption efficiency on FPGA integrated circuits. Five techniques
were outlined in the article.

The CB-KB-S technique: Both encryption and key creation are in the
RAM Block. Processing is carried out in a singly way, first creating an
extended key then the encryption process. The speed is slow due to the
implementation of the order; however, it gives accurate results, therefore
this technique is applied to problems that require high accuracy.
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Table 1. Raspberry Pl 3 embedded computer configuration

per second**

Factors AES 3DES DES
Key Length 128, 192, Or | (kl, k2 and k3) 168bits 56 bits
256 bits (kI and k2 is same) 112
bits
Cipher Type Symmetric Symmetric block cipher | Symmetric
block cipher block cipher
Block Size 128, 192, or 256 | 64 bits 64 bits
bits
Developed 2000 1978 1977
Cryptanalysis Strong against Vulnerable to Vulnerable to
resistance differential, differential, Brute force differential
truncated attacker could be and linear
differential, analyzed plaint text cryptanalysis;
linear, using differential weak
interpolation and | cryptanalysis. substitution
square attacks tables
Security Considered One only weak which is | Proven
secure Exit in DES. inadequate
Possible Keys 2128, 2192, or | 2112 or 2168 256
2256
Possible ASCII 9516, 9524, or | 9514 or 9521 957
printable 9532
character key
Time required For a 128-bit | For a 112-bit key: | for a56-bit
to check all key: 5x | 800Days key: 400Days
possible keys at | 1021years
50 billion keys

The CB-KB-P technique: Both encryption and key creation are in the
RAM Block but are used in a private key writing module. This module will
run in parallel with the encryption process instead of performing a
sequential key creation according to the CB-KB-S algorithm. With this
technique, the application of parallel processing of encryption blocks
increases performance due to reduced latency during the sequential process.
Still, it reduces security due to the extended key born before the encryption
process.

The CB-KC-S technique: With this technique, the encryption process
is carried out at Block RAM, and the extension key is done in Logic Block.
These two modules are done in a sequence of the extended key that is
performed and then encrypted. This technique will reduce the processing in
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a way that conducts two tasks in two different places. On the other hand,
data exchange between the parties also causes certain latency in encryption.

Plain text MasterKey

Add Round Key

SubByte —» ShiftRow
4
SubWord
v
AddRoundKey |« Mixcolumn || < v
RotWord
v l
SubByte »  ShiftRow RoundConst
<|_

y

Add Round Key

> Ciphered Text

Fig. 5. Standard overview of AES algorithm

The CB-KC-P technique: like the CB-KC-S technique, the
encryption process in this technique will be carried out at block RAM, and
the extension key is done in Logic Block. The difference with the CB-KC-S
technique is the fact that this technique conducts parallel unlocking and
encryption. Since this process takes place in parallel, the performance of the
technique is considered very good, but the safely of this technique, as well
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as the CB-KB-P technique, is not high because there is no constraint on the
encoding result with extended key birth.

The CC-KC-S technique: this technique brings both encryption and
extended key being executed in Logic Block. Because of the same
implementation in Logic Block, there is no longer lag due to data exchange
between Block RAM and Logic Block, so the efficiency of this technique
achieved is the highest.

Most of the applications are written using a synchronous batch
programming model. Therefore, they are not optimal for low-latency or
asynchronous communication algorithms. The study [22] proposes
constructs for asynchronous multi-GPU programming and describes their
implementation in a thin runtime environment, performing common math
operations and distributed task lists. The authors et al. demonstrated that
this approach achieves performance gains and exhibits strong scalability for
heterogeneous systems, yielding more than 7x speedup for some algorithms.

In study [23], asynchronous programming was built based on a
multithreaded basis due to the fact that APIs have been deployed using
multithreaded programs with shared memory. The execution of software
flows is not affected by the number of processors in the system, which has
been proven by the fact that threads are enforced as recursive sedation
software that runs simultaneously with alternating write and read
commands. It is likely that being able to walk away, in this case, might
cause the complexity of simultaneous programming models. This study
gave the authors the idea of using shared variables for this paper's asymable
parallel programming solution.

The reduction is then as follows. First, the pre-emptive priority
scheduler is made explicit by adding to the program the code shown in
Figure 6. The hyper period procedure executes each thread one time,
choosing non-deterministically a sleeping thread to execute via the choose
operation, which returns an index that satisfies the supplied guard. An
infinite cycle of hyper periods is simulated by invoking hyper period in a
non-terminating loop. During each hyper period, the scheduler has two
tasks: (i) it must ensure that each thread i is awoken so that i can execute its
task, and (ii) the wake-ups should happen non-deterministically. The first
task is handled by defining a Boolean array of size n, where each entry in
the array denotes whether a thread t is sleeping or not. (In Figure 6, the
array is named Sleeping.) The scheduler loops until all threads have been
awoken and completed their periodic task.

The second task is handled by performing a source-to-source
transformation on the code of each thread so that it non-deterministically
invokes Schedule before each statement st. That is if a thread is comprised
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of program statements stl,. . ., stk, then the transformed program will have
program statements st0 1 ,. . ., stO k, where each stO is defined as:
st0,Schedule();st. In the definition of Schedule, the function nondet non-
deterministically returns true or false. When Schedule is invoked, the code
of a higher-priority thread ti 0 than the thread ti whose code is currently
executing may be invoked, which corresponds to ti being pre-empted by ti
0. Before executing a thread ti by invoking Threads[i].entry(), the flag
Sleeping[i] is set to false to ensure that ti is executed exactly once per hyper
period H.

/I Sleeping flags
Sleeping[n] = {true,....,true};
[l Thread priorities
Priorities[n] = ...;

/I Wake-up higher-priority thread
void Schedule() {
[/ Save current priority

int prevPrio = Prio;

[l Thread entry points foriin (1..n) {
Threads[n] = ...; if (Priorities[i] <= Prio)
/I 0 => choose any thread continue;
Prio = 0; if (nondet() && Sleeping]i]) {
Prio =1i;

void Hyperperiod() { Sleeping[i]=false;

while (Vi Sleeping[i]) {

Threads[i].entry();

j =choose j: Sleeping[j]; break;
Sleeping[j] = false; }
Threads[j].entry(); }
} Prio = prevPrio;
} }

Fig. 6. Pseudo-code to execute one hyperperiod [23]

The study [24] proposes a light-weighted asynchronous processing
solution that is based on the idea of Pareto principle about coloring
algorithms. It is to separate the vertices processing based on the color
distribution by partitioning the vertices to achieve the maximum parallelism
and to reduce data transmission costs while processing the partitions.

Lian X. et al. have performed research [25] on two common
asynchronous parallel implementations for Stochastic Gradient on computer
networks and shared memory systems. Two algorithms (ASYSG-CON and
ASYSG-INCON) were used to describe the two above implementations.
This study was able to explain their converging and accelerating properties,
mainly due to the heterogeneity of the majority of deep learning formulas
and asym asymable parallel mechanisms.

In study [26], the authors modeled the dependence of the output on
tens of thousands of causal events that recursively use a new time-coding
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scheme for real-time processing of event streams. In tests using real data,
the study proved useful in real-world applications.

Based on the results of the study reviewed above, we can see that the
problem of optimizing embedded software on multi-core processors also
focuses a lot on multi-threaded models to parallelize the processing flows in
the program. With independent data problems, it is necessary to process a
large amount of data that requires a more efficient parallel model and
minimizes synchronized time, linking data between threads. This class of
problems can be solved by dividing data into sub-sets for asynchronous
processing. This method will be developed, tested and evaluated in the
following sections.

3. Ideas of research and experimental processes

3.1. Ideas. The main idea of the proposed method is to build a global
data partitioning model based on the configuration of processor builders and
asynchronous data processing between threads for performance
improvements. Global data are used so that every thread is accessible, and
the data division creates independent data to execute concurrent processing
on processor cores. An asynchronous data processing model is applied to
eliminate intermediate data processing time and link data between threads.

3.2. Research and experimental process. The process of
developing and experimenting with the method described as shown in
Figure 7 is carried out in 4 steps as follows:

1. Analyse configuration of a processor: From the information of
the processor, we analyse the processor's configuration information to give
the processor's configuring the filling.

2.  Calculate partitioning rates: Based on the configuration of the
chromium 4th of the processor, we calculate, determine the data partitioning
ratios.

3. Data partitioning: To select the rate type and global data, we
divide it into data parts.

4. Multi-thread programming: From the processor configuration
information and data sections, we determine the number of data and set the
processing flows on each divided data area. Map the threads to the
corresponding characters.
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Analyze configuration of Processor
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Calculate Partitioning
partitioning rates rate
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Global
data 4‘ Data partitioning
EE— Sub data
regions
~
Multi-thread
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Fig. 7. Research and experimental process

3.3. Data partitioning. Data partitioning is a data delivery technique
to improve data processing performance. Processing performance can be
improved in one of two ways. Firstly, it is possible in some cases to pre-
determine that a partition does not need to be accessed for processing
depending on how the data are partitioned. Secondly, when data are
partitioned, in some cases, parallelism can be achieved in data processing
because different partitions can be accessed and processed in parallel. In
this paper, we focus on data partitioning towards parallel processing on
multi-core processor cores, since depending on the properties of the
processor, the partitioning is based on the processing capacity, the size of
the human cache.
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Definition 1 — ratio by speed. The speed ratio is the ratio between
the processing capacity of the current core in the set of microprocessors.
This ratio is used to divide data by the speed of the core. The speed ratio is
denoted as 7, described in Equation (1).

Si

s = Z{\’::lsi, (l)

where:

e s;isthe speed of the it core;

e N isthe number of cores in a processor.

Definition 2 — ratio by buffer size.Caching size ratio is the rate at
which data are stored on the cache of the current core, the set of
microprocessors. This ratio is used to partition data according to the buffer
size of the core. The buffer size ratio is denoted as r,., described in
Equation (2):

=_C
Te Z?I=1 ci’ (2)

where:

. ¢; is the cache size of the ith core;

e  Nis the number of cores in a processor.

Definition 3 — aggregate ratio. The aggregate ratio is the ratio of
the combination of the speed ratio and the core cache size ratio, currently
the set of microprocessors. This scale is used to partition the data according
to the aggregate ratio of the core. The aggregate ratio is denoted as r,
described in Equation (3):

r=aXnr+pXr, 3)

where:

e «and B are positive coefficients;

e a+f=1

From the above definitions, we offer three ways to divide the
original data set into sub-set. Call D the size of the data to be processed, and
D; is the size of the component data partition i being calculated by
Equations (4), (10) and (11) depending on the division.
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Split data proportional to the speed of core/processor. The size of
the data divided by the speed ratio of the i** component is determined based
on the speed ratio of the i** core and the size of the data to be processed:

Ds; =1, xD = gt—xD. (4)

i=15i

Proposition. Suppose we have a processor with N cores, each core
has the same speed s;, has the same cache capacity, and the performance r;
is calculated by definition 1. There is data block D divided by cores that
execute concurrently.

According to the normal way of data division, there are N cores, D
data block will be divided into N parts then, each core will perform D/N
data processing. Since the cores execute concurrently, the time it takes to
process the data block D needs to run out t,,,,, where t,,,, is the time of
the lowest-speed core s,,;, or, in other words, the time that the least-
performing core needs to process the assigned data portion.

D 1

t =—X . 5
max N Smin ( )

We improved the data division to increase the performance of the
above D block processing by dividing the volume for each core based on
the performance of each core. Then the data is divided according to
Equations (4). Since the cores execute concurrently and the data of each
core is divided according to the performance of each core, the processing
time of each core is equivalent and is called t.

_ Dxs; 1
t= Z?Llsli % si’ (6)
Need to prove that t < t,,4x-
From (5),
D D
fmax = N X Smin B 211vsmin. (7)
From (6),
_ D
L= ZIi\’=1 si’ (8)
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Since s,,;, is always less than or equal to s; V iel,.. N, according to
(M) and (8), t < tax-

So with the performance of different cores and the data block being
large enough, our data division is better than the normal data division.

Since the processing speed of the core is directly proportional to the
cache capacity of the core, the above statement is true for the data division
Equations (9) and (10).

Split data proportional to buffer size. The size of the data divided
by the caching size ratio of the i** component is determined based on the
caching size ratio of the i*" core and the size of the data to be processed:

Dc; =1, XD = t—xD. 9)

i=1Ci

Split data using a combination of two buffer sizes and speed
parameters. The data size of the i®" component is determined based on the
aggregate ratio of the i*" core and the size of the data to be processed:

Di=r xD=(axnr+pXr)XD. (10)

3.4. Building a multi-threaded model for asynchronization
optimization. When solving the problem in a multi-threaded model, in
addition to execution time context transfer time, the system also takes more
time to synchronize the flows. Thread synchronized time has a great
influence on system performance. When dividing data, if data processed by
threads depend on each other, it is imperative to synchronize the flows.
However, if the data parts are processed by independent threads, there is no
need for synchronizing; just determine when all flows are done. The
challenge is how to solve the problem of asynchrony with independent data.
To solve this problem, we propose organizations of input, output and
counting variables in the global memory area. Because it is a global
memory, all threads are retrieved. At that time, the input data will be
divided into regions with dimensions determined by formulas (4), (9), (10),
depending on the divisions. The output data also are in global memory
areas. Each thread stores the input data in the corresponding memory using
this global memory. The processing process is shown in Figure 8, including
the following steps:

e Init(): Function that implements two alarms of data area D as a
global byte array.

e Division(D): Divides array D into D; sub-arrays and calculates
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the number of threads to perform, assigning global variables using the
number of threads to perform.

e  Multithread(): Execution of threads performed on 1 Array of D;.
When a thread is done, the global variable decreases by 1.

e  Check (global): Check the global = 0 variable; all threads are
finished, no synchronizing and ending is required.

[ Division(D) ]

y

[ Multithread() ]

>
l
A

Check (global)

Fig. 8. Processing

4. Experiments

4.1. Experimental description. To evaluate the proposed method,
we conduct experiments on the embedded Raspberry Pl 3 computer —
configured as in Table 2 on the embedded computer. We implement the
encryption algorithms AES, DES, 3DES, etc., installed according to the
mono-threaded model and multi-threaded model with the data divided
according to formulas (4), (9) and (10).
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Table 2. Raspberry P1 3 Embedded computer configuration

Ingredients Values
64 bit quad-core CPUARM Cortex A53
CPU processor, 1.2 GHz speed
4 processors
RAM 1GB
Hardware
Memory card 32GB
4 USB ports
Peripheral HDMI port, full HDMI support
Ethernet port (or LAN port)
(O] Raspbian
Software
Application Python Interpreter

4.2. Experimental system model. The experimental system model
shown in Figure 9 includes:

1. Camera: Video obtained from the camera will go to the
embedded Raspberry computer.

2. Raspberry embedded computer: The original video received
from the camera is encrypted and transferred the code to storage on the 10T
cloud server.

3. 10T cloud server: Provides API for execution on the mobile
and the computer via a web browser.

4.  Smartphone: Enforces android app with the server API to
decrypt video transmitted from the server.

5. PC: Enforce on a web browser with APl from the server to
decrypt video transmitted from the server.

To evaluate the method, on the Raspberry, we install the AES
algorithm, DES, Triple DES (3DES) to encode the video according to the
single-threaded model and according to the multi-threaded model based on
the proposed method. The Raspberry has a 4-ed processor with a
symmetrical architecture, so according to the method developed in previous
sections, we divide the data into 4 partitions of the same size; each partition
is enforced in one thread. Experimentally, the program is divided into 4
threads corresponding to 4 characters. Each thread handles a corresponding
data area.
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Fig. 9. Experimental model

Table 3. AES encryption algorithm executing time on Raspberry Pl 3

. Execution Time (ms)
Data size _ Improvement
(MB) Single Multithreading rate (%)
threading
1 64.23 35.80 44.26
2 118.59 61.44 48.19
4 230.39 112.72 51.07
8 455.22 216.37 52.47
16 912.86 416.25 54.40
32 1851.16 843.74 54.42
64 3798.15 1629.91 57.09
Average 51.78
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Table 4. DES encryption algorithm executing time on Raspberry Pl 3

. Execution Time (ms)
Data size _ Improvement
(MB) Single Multithreading rate (%)
threading
1 90.53 44,19 51.19
2 177.97 76.67 56.92
4 347.27 140.28 59.60
8 699.05 271.78 61.12
16 1398.91 541.06 61.32
32 2769.94 1082.18 60.93
64 5627.24 2136.39 62.03
Average 57.59

Table 5. 3 DES encryption algorithm executing time on Raspberry Pl 3

Data size Execution Time (ms) Improvement
(MB) Single threading | Multithreading rate (%)

1 201.91 72.31 64.18
2 401.41 135.38 66.27
4 817.61 264.61 67.63
8 1617.32 520.43 67.82
16 3220.44 1169.88 63.67
32 6431.65 2025.93 68.05
64 12812 4069.99 68.23

Average 66.55

4.3. Evaluation of experimental results. The experimental results
are aggregated in Table 6 and are described in Figure 10. The experimental
results show an average performance improvement rate of 59.09%. In
particular, the experimental result with the AES algorithm is 51.78%, DES
is 57.59%, and Triple DES is 66.55%. The average performance
improvement rate increases as data size grows. When the data size is small,
the performance improvement rate is low when using multithreads due to
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the loss of CPU rotation time between threads and intermediate data
processing time. However, when the processing data size is large, the rate of
performance improvements is high and gradually progresses to the
proportionality to the number of threads. In the proposed model, since it
does not take time to process data synchronizing between threads, it only
takes time to divide the original data, so it works well when the data size is
large. Although it is not only in terms of performance, this model also
increases the size of the program's occupied memory.

Table 6. Improvement rate comparison between AES, DES and 3DES

Data size Improvement rate (%)
(MB) AES DES 3DES
1 44.26 51.19 64.18
2 48.19 56.92 66.27
4 51.07 59.6 67.63
8 52.47 61.12 67.82
16 54.4 61.32 63.67
32 54.42 60.93 68.05
64 57.09 62.03 68.23
Average 51.78 57.59 66.55

Performance improvement charts
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1 2 4 8 16 32 64
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Fig. 10. Performance improvement charts
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During the experiment, we also compared and evaluated the
performance of data partition and asynchronous processing between the
three AES, DES, and 3DES encryption algorithms on the same data set size
1,2, 4, 8, 16, 64 and as shown in Table 7 and in Figure 11. Out of the three
algorithms, the execution time of AES is the least and the greater the data
size, the bigger the execution time discrepancy between the three

algorithms.

Table 7. Performance comparison between AES, DES and 3DES

Data size Execution Time (ms)
(MB) AES DES 3DES
1 35.80 44.19 72.31
2 61.44 76.67 135.38
4 112.72 140.28 264.61
8 216.37 271.78 520.43
16 416.25 541.06 1169.88
32 843.74 1082.18 2025.93
64 1629.91 2136.39 4069.99

Performance comparison between AES, DES and 3DES

5000
4000
3000
2000
1000

Fig. 11. Performance comparison between AES, DES and 3DES

a o «aAES eeeeee DES
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The graph in Figure 12 compares the rate of performance
improvement in the proposed method with other methods [1, 2, 3]
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([2] is 25%, [3] — 21%, [1] — 33.1 %. The recommended method's
performance improvement rate is also better than the average improvement
rate as aggregated in studies [1, 2, 3].

Comparison of some other typical researches

30
20
10

0

Our Method Paper [1 Paper [2] Paper [3] Average

Fig. 12. Comparison of some other typical studies

5. Conclusion and future work. The paper proposes and develops a
method to improve embedded software performance on multi-core
processors based on data partitioning and asynchronous processing. The
issue of performance improvement for embedded software on multi-core
processors is of high practical significance. Especially, the problems need to
be handled and ensured information security because this type of data takes
time to process for data safety. Therefore, the performance improvement
based on data partitioning and asynchronous processing of the paper meets
the need of improving the speed of embedded software for data with
independent divisibility such as block cipher.

Data are divided into sections proportional to the number of cores,
the speed of the core and the cache size. Data are declared globally to be
shared for all threads, so it does not take time to sync and link data. Each
part of the data is mapped to the corresponding execution threads. Threads
are performed asynchronously. The proposed method works well, especially
when the data size is large. A high-performance improvement rate
compared to previous studies has been shown.

Despite the positive results, the proposed method still has some
limitations such as large memory appropriation; ineffective when the data
size is small; the problem of mapping threads to the corresponding cores;
the new paper only calculates the data division based on performance at the
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beginning of execution, and during execution, the performance of each CPU
core changes is not taken into account.

As future work, we will continue to improve the method in several

aspects: expanding the problem to process data in sync; map the execution
threads to the corresponding cores; and monitor and change the data
division according to performance at each time when each CPU core has
finished processing data.
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@®.X. byii, M.K. JIE, B.T. XOAHT, H.b. Hrok, X.B. ®AM
PA3SJAEJEHUE JAHHBIX U ACUHXPOHHAS OBPABOTKA IS
HOBBIINEHUA ITPOU3BOAUTEJIBHOCTHU BCTPOEHHOI'O
MNPOI'PAMMHOI'O OBECIIEYEHUSA HA MHOI'OKOJHBIX
MMPOLHECCOPAX

byt @.X., Jle M.K., Xoane b.T., Heox H.b., @am X.B. Pazje/ieHne JaHHBIX U ACHHXPOHHas
00padoTka /ISl TOBBINIEHHS] TPOU3BOJUTENHHOCTH BCTPOEHHOT0 MNPOrPaMMHOI0
o0ecrieyeHUst HA MHOTOKO/IHBIX NIPOLIECCOPAX.

AnHotamus. Ceronns obecrieueHrue HHPOPMAIMOHHON 0e30MaCHOCTH KpaliHe HeH30eKHO
U aKTyaJdbHO. MBI Takke HaOIromaeM aKTUBHOE pa3BuTHE BcTpamBaeMmbix loT-cuctem. B
pe3yiabTaTe  OCHOBHOE BHHMAaHHE  yANsIeTCs  HCCIECIOBAHMAM IO  0OCCIICUCHHIO
HHGOPMALOHHOW 0e30IacCHOCTH BCTPOGHHOTO IIPOrPAMMHOIO OOECIeYeHHs, OCOOCHHO B
3ajia4e MOBBILCHHUS CKOPOCTH mporecca mmudpoBanus. ORHAKO HCCICJOBAHUSIM 110
ONTHMHU3ALUH BCTPOSHHOT'O IIPOrPaMMHOr0 00eCTiedeH s Ha MHOTOSIICPHBIX IIPOLIeCCcopax Ui
obecriedeHuss HMH(GOPMANMOHHOW 0e30IaCHOCTH M IOBBIMICHHS IPOH3BOAUTEIHHOCTH
BCTPOGHHOTO IPOrPaMMHOr0 OOeCIeYeHHsI HE yAeSUIOCh 0co0oro BHHMaHMA. B crathe
IpelylaraeTcsi W Pa3BUBACTCS METOZA IOBBINICHHS HPOM3BOJUTEIEHOCTH BCTPOSHHOTO
IIPOrPaMMHOI0 00eCTIedeH s] Ha MHOTOSIIPHBIX IPOIIECCOpax Ha OCHOBE Pa3/ieNieHHs] JaHHBIX
U aCHHXpPOHHOW 00paboTkM B 3a7aue MmU(PPOBaHMA JaHHBIX. JIaHHBIE HCHONB3YIOTCS
I7100aIbHO JUTS M3BIICUCHHS JIIOOBIMA ITOTOKaMH. JIaHHBIC pa3OUTHI Ha pa3HbIE Pa3JIelsl, TaKKe
IporpaMMa yCTaHaBJIMBAeTCS 110 MHOTONOTOYHON Mopenu. Kaxknpri moTok oOpabatbiBaer
paszien pasfeiCHHBIX NAHHBIX. PasMep KakJoW 4acTH JAaHHBIX HPOMOPIHOHATICH CKOPOCTH
00paboTku M pa3Mepy KdlIa sapa MHOTrosjiepHOro mpoueccopa. Ilotoku pabortaror
NapajUIeNIbHO M HE HY)KNAIOTCS B CHHXPOHM3AIlUH, HO HEOOXOAMMO COBMECTHO HCIIOIb30BaTh
I7100a/IbHYI0 OOIIYI0 NMEPEMEHHYIO I TPOBEPKH COCTOSHHUS BBIMOIHEHMS cucTeMbl. Haime
HCCIICZIOBAHUE BCTPOCHHOTO HPOTPAMMHOIO OOCCICYEHHs OCHOBAaHO Ha OE€30MaCHOCTH
JTAHHBIX, MOJTOMY MBI INPOTECTHPOBAIM M OLEHWIA METOJ C HECKOJBKHMH OJOYHBIMH
mmdposanusmu, takumu kak AES, DES u 1. 1. Ha Raspberry Pi3. B namem pesymbrare
CPEIHUI I0Ka3aTelb IOBBILICHUS IPOU3BOAUTEIBHOCTH cocTaBuiI okojio 59,09%. B
YaCTHOCTH, HAIM JKCIEPUMEHTAIbHBIE Pe3yJIbTaThl C aITOPUTMAMHU MH(PPOBAHHS ITOKA3AIIH:
AES - 51,78%, DES - 57,59%, Triple DES - 66,55%.

KiioueBble cJI0Ba: MOBBIIICHHE IPOU3BOJUTEIBHOCTH BCTPOCHHOTO IPOrPAMMHOIO
o0eCIleueHNs, MHOTOSICPHBIE  IPOLECCHI, MHOIONOTOYHOCTH,  pa3JelIeHUE  JTaHHBIX,
ACHHXPOHHas 00paboTKa.
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KOMILIEKCHASI CHCTEMA 3AILIIUTHI OT YSI3BUMOCTEM,
OCHOBAHHBIX HA BO3BPATHO-OPUEHTUPOBAHHOM
ITPOI'PAMMMNPOBAHHUUA

Jlyokun H.A., 3oromapes B.B. KomiulekcHasi cucreMa 3alIuThbl OT YSI3BUMOCTEH,
OCHOBAHHBIX HAa BO3BPATHO-OPHEHTHPOBAHHOM MPOTrPaMMHPOBAHUH.

AHHOTaIUsA. 3aTPyJHUTEIBHO WK HEBO3MOXHO CO3/1aTh MPOrpaMMHOE 0OecIeucHue, He
coxepxamiee ommOok. OmHMOKH MOI'YT NMPUBOAUTH K TOMY, YTO IE€pEIaHHbIE B HMPOrpamMMy
JTAHHBIC BBI3BIBAIOT HEIITATHBIl MOPSIOK BBIMOJHCHHUS ¢ MALIMHHOrO Koja. PasOueHue Ha
MOANIPOrPaMMBI NIPUBOJUT K TOMY, YTO HMHCTPYKIMH BO3BpaTta W3 IMOANPOrPaMM MOTYT
HCIIONB30BaThCs UL NpOBeleHHs1 aTakd. CyIecTBYIOIIHE CPEACTBA 3alIUTHl B OCHOBHOM
TpeOYIOT Halu4Msi MCXOIHBIX TEKCTOB Ul NPEIOTBPAIICHMS Takux aTak. IIpemtaraemas
METO/MKA 3allMTHl HAIpaBlIeHa Ha KOMIUIEKCHOE peIleHHe MpoOieMbl. Bo-nepBbIx,
3aTPYIHSACTCS OJMyYeHHUE aTaKyIOIIM KOHTPOJIS HaJl UCIIOJIHEHHEM ITPOIPaMMBEL, & BO-BTOPBIX,
CHIDKAETCSl KOJIMYECTBO YYAaCTKOB HPOrPamMM, KOTOPHIE MOTYT ObITh HCHOIB30BAaHBI B XOJE
ataky. J[msi 3aTpyfHEHMs! IOJTy4YEeHHs KOHTPOJS HajJ HCIONHEHHEM INPUMEHSIETCS BCTaBKa
3aIUTHOrO KOZIa B HaYaJo U KOHel noanporpamm. [Ipu BEI30Be 3aIMIIEHHO TOAIPOrpaMMBbI
HPOM3BOUTCS 3allUTa aJ[peca BO3BPATa, a MPH 3aBEPIICHUH — BOCCTAHOBJICHHE — IPU YCIOBUH
OTCYTCTBUSI IIOBPEKICHUS €r0 aTaKyIIUM. ISl CHIKEHUS KOJIMYeCTBa IIPUTOIHBIX IS aTakK
YYacTKOB IPHMEHSIOTCS CHHOHMMHYHBIC 3aMEHBl HMHCTPYKIMI, coJepiKallie OIacHBIC
3Ha4eHus. [IpeoxkeHHbIe MEphl HE U3MEHSIOT AJITOPHTM PabOTBhI HCXOJHOTO MPHIOKCHHUS.
JIIst TpoBepKH ONMCAHHBIX pEIIeHHH ObUIa BBIIOJHEHAa IIPOrpaMMHAs peaH3alus |
NIPOBEJICHO €€ TECTHPOBAHHE C HCIONB30BAaHMEM CHHTETHYECKHX TECTOB, TECTOB
MPOM3BOAUTENBHOCTH W PEANbHBIX IPOrpaMM. TecTHpOBaHHME IOKa3alo IPaBHIbHOCTb
NPUHATBIX peNIeHHil, YTo OOecreynBaeT yCTPAHEHHWE NPUTOAHBIX U aTak y4acTKOB H
HEBO3MOXKHOCTb HCIIOJIb30BAaHMS IITATHBIX HMHCTPYKIMII BO3BpaTa Ml INPOBENCHUS aTak.
TectupoBanue NPOU3BOAUTEIBHOCTH MOKa3ano 14 % mageHus CKOpPOCTH paboThl, 4YTO
HaXOIWTCS Ha YpOBHE OMpKalmmx aHanoroB. CpaBHEHHE C aHAIOraMM IIOKA3allo, 4TO
KOJIMYECTBO pEaNIN3yeMbIX CICHApHeB AaTakd JUIl IIPEAIOKEHHOrO pEIICHUs MeHbIIe, a
HPHUMEHUMOCTb BBIIIIE.

KiroueBnle ciioBa: ysS3BUMOCTh, yAaJ€HHOE HCIIOJNHEHME KOJa, 3amura Koja, RoP,
BCTaBKa KOJia.

1. Beenenue. Vctopus pa3Butus WHGOOPMAIIMOHHBIX TEXHOJIOTHH U
X COBPEMEHHOE COCTOSHHE TTO3BOJIAIOT CIENIaTh BBIBOJ O TOM, YTO pa3pa-
6otka mporpammHoro obecniedenus ([10) B obmiem ciaydae HE MOXKET HC-
KJIFOYaTh MOSIBICHHE B HEM OMMUOOK. OTpakeHHEM TaKOTO COCTOSHHS el
SIBISIFOTCST pa0OTHI 110 OIIEHKE HOPMAIBbHOTO KOJIMYECTBA OMIMOOK Ha OIpe-
JIeJICHHOE KOJIMYECTBO CTPOK Koxa [1].

Ownoku 10 aBasiroTCS OCHOBOM A1 peanu3anuu yrpo3. OObeKTHB-
HO HEe MOXET OBbITh co3faHa Meronuka paspadotku I10, He coxmepxarero
omnOoK. YcTpaHeHHe OMMO0K, Kak pa3padOTUYMKaMH, TaK M CIIEIHaINCTa-
MM 110 HH()OPMALMOHHOH 6€3011aCHOCTH TaKKe 0OBbEKTHBHO HE MOKET OBITh
BBITIOJTHEHO TOJHOCTHIO. 1103TOMY JOJDKHBI NMPUMEHSTHCS MEPBI, MPEIsT-
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CTBYIOIIME HCIIOIB30BAHMIO OMIMOOK B KadecTBe ys3BUMocTel. s sToro
BBITTOJTHSAIOTCS. MEPOIIPHUATHS 110 YCTPAHCHUIO YCIIOBHH, CHIEIM(PUIHBIX IS
OTIpE/IeICHHBIX KIIAcCOB ysA3BHMOCTel. B manHOI paboTe paccmaTpuBaeTcs
kiacc ROP-ys3BuMocTeil. VsI3BUMOCTH TaKOrO THIIA OCHOBAHBI Ha Mepesade
B MPOTpaMMy BBI3BIBAIOIIMX COOW MaHHBIX. HekoppekTHas nx oOpaboTka
HapymiaeT rpad motoka ynpasnenus (maigee — I'TIY) u npuBoIUT K peanu-
3aIlMM YA3BUMOCTEH YIaJICHHOTO UCIIOJTHEHHS KOJa.

[Mpennaraemsblii MOAX0/ K 3aIIUTE CTABUT CBOEH LIEJIBIO YCTPaHEHUE
(parMeHTOB NMPOTPaMM — TaK Ha3bIBAEMBIX «TaJUKETOBY» (MX BHUABI M KpHUTeE-
puM omnmcaHbl B [2]), MCHOJIB3YEMBIX JUIS pealu3aunu ys3Bumocted ROP-
KJacca. 3alnTa aKTyallbHa JJisl IPOrpaMM, ¢ KOTOPBIMH MOYKET B3aHMOJIeH-
CTBOBAaTh aTaKyIOUIMH (HalpuUMep, CETEeBbIE CEPBHCHI, JOCTYIHbIE uepe3
HnuTepHeT). YCTpaHEHHE PEaNn3yeTcs 3a CUeT YOaJCHUS TaKETOB HIIH MX
IIepeBoa B HETIPUTOAHOE ISl aTakyromero cocrosaue. IIpn aTom nmormka
paboTHI TPOrpaMMBbI HE HAPYIIACTCS.

ITpennaraemslii MeTO[ 3aIIUTHI HE TPEOYET HAIMYUS UCXOMAHBIX TEK-
CTOB IpOrpaMM. JTO 0OECHeunBaeT pacuIMpeHHe 00IacTH MPUMEHUMOCTH
10 CPaBHEHMIO C TEMH CYIIECTBYIOUIMMH METOJAMH, KOTOPbIE MOTYT OBITh
HCIIOJIB30BAaHbI HCKIIKOYUTCIIBHO HA 3TAIIC KOMITUJIAIIMH.

CTpyKTypHO JaHHas paboTa H3JI0KEHA CIEAYIOIUM O00pa3oM: BO
BTOPOM pazjiesie npuBeaEH 0030p Hanbosee OIM3KUX aHAJIOIOB Mpeasarae-
MOro noaxo/a 1o BbIABJICHUIO U YCTPAHCHUTIO yHSBHMOCTeﬁ. W3 ux ananuza
cleqyeT aKTyaJbHOCTh JaHHOU paboThl. B TpeTheM paszene mpencTaBieHb!
OCHOBHBIC CBEICHHUS O paccMaTpuBacMOM amlllapaTHOM M IPOrPaMMHOM
OKpYXEHHH 3allMINAaeMbIX NporpaMM. Ero HeoOXoauMoO y4YHTHIBaTH UISt
peaIn3yeMOCTH CUCTEMBI 3alIUThl. TYT K€ ONMMCHIBAIOTCS OIPaHUYCHHS Ha
MPUMEHUMOCTh TIpeanaraeMoro Meroxa. Jlamee (opMyIHpyrOTCS MOJENb
aTaKkd M CIEAYIONINE U3 Hee KPUTEPUH ONpeJeNIeHNs TajkeToB. B uerBep-
TOM pa3lielie TpelularacTcs alroOpuTM IPEJOTBPAICHUS HCIIOIb30BAHMSA
IITAaTHBIX MHCTPYKLMH B COCTaBE IaJpKETOB. B mATOM pasnene nepeducis-
IOTCSI BUABI CTPYKTYPHBIX 371eMeHTOB [10, KoTopble MOTYT OBITh HHTEpIIpE-
TUPOBAHblI aTAKYIOHIUM KaK TaJ[KCThI. B noapasaciax NpuBOAATCA KOH-
KPETHBIEC MCPBI 3aIlUTHI, U 000CHOBBIBAETCS OTCYTCTBHUC HX BJIMAHUA Ha
neneBoit anroput™ I10. B mectom pasnene ommMcHIBaeTCS MpOTpamMMHAs
peanu3anys METOIa, M B CEABMOM — CIIOCOOBI €€ MPOBEPKH Ha KOPPEKT-
HOCTH ¥ 3((eKTHUBHOCTH. B 3akmounTensHOM paszerne OyayT caenaHbl Bbl-
BOJIBI ¥ COPMYITHPOBAHbI JabHEHIIIE TEPCIICKTHBEI PAOOTHI.

2. 0030p cymecTBYWIINX MOAX0A0B. [IpoaHamusupyem cyiie-
CTBYIOIIIME peneHus o 3amuTe oT ROP-atak st hopmupoBanus TpedoBa-
HUH K pa3pabaTbiBacMoil cucteMe 3ammrthl. OHM HalpaBJeHbl Ha yCTpaHe-
HUE YCJIOBHI MpoBesieHus ataku. CoriacHo [2], TaKOBBIMU SIBIISIFOTCSI:
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—  TIepexBaT yNpaBJICHHS aTaKyIOUIUM B Pe3ybTaTe MOBPEIKICHUS
azipeca BO3BparTa B CTEKE;

—  Iepenada ynpaBJCHHS Ha IIETIOYKY Ta/DKETOB, aApEC pa3Mele-
HUSI KOTOPBIX U3BECTEH aTaKyIOIIEMY;

—  HWIMYWE OTOJTHUTEIHHOW YSI3BUMOCTH, KOTOpas TO3BOJISET
guTaTh (ParMEHTHI aJPECHOTO IPOCTPAHCTBA aTAKyeMOW IIPOrpaMMBI
(MIPUMHTHUB YTCHHSA), B YACTHOCTH IS OTIPEIICIICHUS aIpeCOB raJIKETOB.

B 3amumaemoii cucteMe MOTYT MPHUCYTCTBOBATH KaK MPOTPAMMEI C
JIOCTYITHBIM JKCIUTyaTaHTy MCXOJHBIM KOJIOM, Tak u 0e3 TakoBoro. Beien-
CTBHE STOr0 TpeOOBaHHE HAIMYKS HCXOJHOTO KOJa WM IMPOBEACHUS Iepe-
KOMIOMJISIMH JJOJDKHO OBITH BKITIOYEHO B KPUTEPUU CPABHEHMUS, TAaK KaK OHO

BJIMSIET HA IPUMEHUMOCTh CPEJICTBA 3alUTHI.
B Tabmume 1 mpuBeneHsl Ommkaiimime OOHApY)KCHHBIE AaHAJOTH,
HaTpaBJIeHHBIE Ha IPOTHBOAEHCTBIE ROP-ys3BHUMOCTSIM.

Tabmuna 1. AHanus cpeacts npotuBoaeicTBus ROP-ys3BuMocTsM
Haumeno- | Heo0- 3ammura oT CHmKeHne Va3BuMoO IIpumeua-
BaHUE XOJIH- mepexsara Yyclia ra- pH pac- HHE

pelieHuss | MOCTb | YIpPaBICHHUS JDKETOB KPBITHH

mepe- uHOpOP-

KOM- Maryu

TTHJISE-

02041
Control- Ja 3a cuer | He TpeOy- | Her Tonnepxu-
flow En- TEHEBOTO eTcs 3a CYeT Baercs c
forcement creka KOHTPOJISt 2020 r. [5],
Technolo- "ag ['TIY HO HE BCEMHU
gy (CET) MPOIIeCcCco-
[3, 4] pamu He

BCEX H3rO-
TOBHTEJICH

PaXgrse- Ja 3a cyer | Her Ha[7] —
curity KOHTPOJISI
RAP [6] u LIEJIOCTHO-
CXOMKHH CTH ajpeca
Mo TMpHH- BO3BpaTa
Uy
StackGuar
d
UCII Ha 3a cuer | Her Ha [10] —
Ob6dycka- KOCBEHHOH
Top [8, 9] agpecariu
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Ipoooncenue Tabauywvr 1

Haunmeno- | Heo0- 3amuTa oT CHIKeHHE Ysa3Bumo [Tpumeua-
BaHKE X011~ nepexsara YHCia ra- TpH pac- HHE
pellieHust | MOCTh | YIpaBJCHHs JDKETOB KPBITHH
mepe- uHOOP-
KOM- Manuu
TTAIS-
87051
Selfrando | [a Her 3a cuer | Ha[l13] —
(1 cxoxue CIIy4aifHOTO
pelIeHus pasmeriie-
[11, 12]) HUSI npu
3aIycKe
Shuffler Her 3a cuer | 3a cuer | Ma, o | Ymensie-
[14] KOCBEHHOW | MEepHOaWYe- | MOMEHTa HUE TepHo-
aJipecanin CKOTO CIly- | Ciemyro- Jla HEeraTHB-
YaiHOro IIETO HO  BIIHSET
nepemere- | nepeme- Ha  [pous3-
HUS HICHUSI BOJIUTEIb-
HOCTb
RuntimeA | Her Her Ha, B mo- | Ja —
SLR [15] YEepPHUX
nporeccax
G-free Ia Her Ha, xpome | Her —
[16] u TEXHOJIOT U~
pabora YEeCKUX
[17] Y4acTKOB
Scylla Na Her Ia, 3a cuer | [a, B | —
[18] umgposa- paMkax
HHUS ydacT- | pacum-
KOB KOJIa W | POBaHHO-
CIIy4allHOTO | ro y4acT-
nepemenie- | ka
HUSI

W3 aHanm3a mnpHUBENCHHOW MOAOOPKH CYIIECTBYIOIIMX PEIICHHUHA
poTuBoeicTBUS ROP-atakaM MOXHO 3aKIIOYUTh, YTO TIEPBBIM MIPOpPado-
TaHHBIM HalpaBJICHUEM SIBIIIIOTCS alllapaTHbIE CUCTEMBI 3aILUTHI, HO OHU
TpeOYIOT HOBEUIETr0 MM CIICHU(UIHOrO 000PYIOBaHHS U MPEACTABICHBI
He Ha Bcex muardopmax. OHM HENIPUMEHUMBI ISl SKCILTYaTHPYEMBIX CH-
CTeM, anmapaTHoe oOecredeHrne KOTOPHIX He MOABEPraeTcsl MOJCpPHU3AIMN
(B TOM 4HcCIIe 10 IKOHOMHYECKUM IIPUYHMHAM). BTOpbIM HanpaBiieHHEM sB-
JISIFOTCSI BCTPaMBaeMble Ha 3Talle KOMIMIAILMY CUCTEMBI 3alllUTHI, HO OHU HE
MOTyT OBITH MPHUMEHEHBI NPU OTCYTCTBUM HCXOAHBIX TekcToB I10. Pac-
CMOTPEHHBIE PEUICHHS, KOTOpPHlE NPUMEHWMBI B OIHCAaHHON CHTyalnu
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(Shuffler  RuntimeASLR), ysi3BEMBI K MOTYYCHHIO aTaKyOINUM HHOpMa-
LUK O COACPKMMOM MaMsTH, TaK KaK HE CTaBSAT CBOECH LIEJIbI0 YCTpaHEHHE
ra/PKETOB, & JIMIIb TBITAIOTCS C/eNaTh MECTO MX Pa3MeEIleHHs HEeU3BEeCT-
HBIM. MeToAnKa 3aIliMThl, PEIIAIoIasl HEepedyHCICHHBIE NPOOJIEMbI, HE
JIOJDKHA TpeOOBaTh HaIWYMs MCXOJHBIX TEKCTOB M JOJDKHA OO€creunBaTh
OTCYTCTBUE B MaMSTH NPOTPAMMBI IIPUTOAHBIX AJISI UCTIOIb30BAHUS TaxkKe-
TOB. DTO TOCIYKWJIO OCHOBAaHHWEM JJIsl CO3[aHus HOBOM MpeaaraeMoi Me-
TOJIMKH 3anThl. OHa JOJDKHA OBITh IPUMEHHMA JUISL apXUTEKTYPBI POLIEC-
copoB AMDG64 (u ee anasora Intel 64), Tak kak IMEHHO [UTSl HUX aKTyaJIbHBI
ROP-ys3BuMOCTH, 4TO OATBEPKIAETCSI PACCMOTPEHHBIMH UCTOUYHHKAMH.

3. [locranoBka 3agaun. Beenem orpaHuyeHus: Ha o0JacTb MpuUMe-
HUMOCTH TIpeJJlaraéMoil MeTOJIMKH. BBeseHne orpaHn4eHui 0CMBICIEHHO,
TaK Kak abCOJIOTHBIC 3aIUTHI Hepeann3yeMbl. OrpaHuduMCs aTakaMH THIIA
RoP. He paccmatpuBaroTcs 1o pHYMHE OTCYTCTBHSA WM KpalHEHW penko-
CTH B paMKax IITaTHOW 3KCILUTyaTalluy IPOTPAMMHBIX CPEICTB!

—  WCIOJIHMMBIC YYacTKH, JOCTYIHBIE IS 3alCH — M HA000poT, y
JIOCTYIHBIX JUIS 3aIIUCH yYaCTKOB OTCYTCTBYET aTpHOyT UCIIOIHUMOCTH;

—  TpOrpaMMBl, COJAEpXallNe BPYYHYIO HallMCAaHHbBIE acceMOiep-
HbI€ BCTaBKH (BCJEJICTBUE BO3MOXKHON MX HECTaHIAPTHOW CTPYKTYPHI, YTO
JIeTTaeT 3aTPaThl HA PEATH3aI[HI0 CHCTEMbI 3aI[UTHI HETPUEMIIEMBIMH);

—  CHTYyaluu OTJIAJKH, KOTJa BO3MOXHA MOAN(UKALNS KOHTEKCTa
WCIIOJTHEHUSI W JIAHHBIX B aJPECHOM IMPOCTPAHCTBE MPOrpPaMM BHEIIHEH
IIpOrpamMMoii (B OCHOBHOM OTJIaTIUKOM);

—  TPWIOXKEHHUS C COAEPKAIIUMHUCS B HUX HPOTPaMMHBIMH 3a-
KJIagKkaMy (B CHUTy BO3MOKHOCTH BHEAPEHHSI TaKOTO BPEIOHOCHOTO KOJa,
KOTOPBIH TTO3BOJIUT OOOWTH NMPOM3BOIBHYIO CHCTEMY 3aIIUTHI M3-3a OTCYT-
CTBHSI MEXaHM3MOB Pa3TPaHUYCHUS AOCTYIa K PETMOHAM ITaMSTH B PaMKax
OJTHOTO aIPECHOTO MPOCTPAHCTBA).

PaccmaTpuBaioTcs NpUKIIaIHble IPOrpaMMBl, HAlMCaHHBIE Ha KOM-
MHJIAPYEMBIX sI3bIKax mporpammupoBanus (Hanpumep, Cu u Cu++), Tak Kak
OHHU YJIOBJIETBOPSIIOT MEPEYUCICHHBIM YCIOBHSIM. B 0o0liem Buae oHu co-
CTOST U3 Habopa MOANPOrpaMM, KOTOPBIE B XOJIE BBHIIIOJIHEHUS BBI3BIBAIOT
Jpyrue noAnporpaMMsl. CTpyKTypa MoanporpamMM 1 HOpsiOK oOMeHa J1aH-
HBIMH MEXJy HUMH (Tiepelada apryMeHTOB M IMOJy4eHHUE pe3yiibTaTa Bbl-
TIOJTHEHHMS1) ONPEAEISIOTCSE OMHApHBIM MHTEp(deiicoM NMpHiIokeHui (asee —
BUII). TumoBasi cTpyKTypa HOANPOTrpaMM BKJIIOYAET IPOJIOT, OCHOBHYIO
4acTh W 3MWIOT. B mposore 00bIYHO COXPAHSIOTCSI PErUCTPHI, KOTOPhIE HE
JIOJDKHBI OBITH IOBPEXKJICHBI TIPH BBI30BE (B THIIOBOM ciydae — RBP), ycra-
HaBlMBaeTcs 0a3a ¢peiimMa cTeka Juisl JaHHOW MOANPOTpPaMMBbl (B PETHCTP
RBP coxpansercs 3HaueHune peructpa RSP) u BeigesseTcs naMsaTh MoA Jo-
KaJIbHBIC TIEPEMCHHBIE (JIFOOBIE U3 MEPEUNCICHHBIX ONEPaIii MOTYT OTCYT-
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CTBOBaTh). B OCHOBHO¥ 4acCTH BBITIOJIHSIETCS IIEJIEBOE COJEPKUMOE TTOIPO-
rpaMMbl (TTpU 3TOM OajlaHC PabOTBI CO CTEKOM JOJKEH OBITh HYJIEBBIM —
CKOJIBKO OBLTO TOMEIIEHO, CTOJIKO JIOJKHO OBITh M3BJICUEHO). B smuore
BBITIOJTHSAIOTCS. B IPOTHBOIIOJIOKHOM IOPAIKE OOpaTHBIE OIEpamnuu, couep-
Kalecs B mpoJjore. B 3aBepreHne BBI3BIBaeTCS WHCTPYKIHS BO3BpaTa U3
MIOIIIPOTPAMMEL.

[Ipu paccMOTpeHUUN COAEPKUMOTO CTEKa MPOrpaMMBbl B MPOU3BOJIb-
HBIA MOMEHT PabOThI OH OYAET COCTOSITh M3 TOCICAOBATECIBHO 3aMUCaHHbBIX
¢dpetimos. [IporyMepyeM uX, HaUMHAsSI C HYJCBOTO, KOTOPBIA COOTBETCTBYET
MOJIIIPOrpaMMe, ¢ KOTOPOW HAdalioch HMCIOJHEHWE. BBemeM 0003HAaYCHUS
Jutst mofnporpamMm P; u aspecoB Bo3Bpara R, rie i — HeKoe HeOTpHUIaTelhb-
Hoe urciio. HukHMI WHAEKC MOKa3bIBaCT MOJIOKECHHE (peiiMa cTeKa OTHO-
CUTENBHO (hpeiiMa HauanpbHOW moanporpaMmbl. Hanmpumep, ecnu y Tekymiei
paccMaTpuBaEMOM IOAIPOrpaMMBl (GpeiiM i, TO y BBI3BIBAIOLIEH MOMAIPO-
rpamMmel Oyzmer ¢peiiM i-1, a y Bei3biBaeMoil — i+1. OnuceIBaeMble CTPYK-
TypHBIE 3JIEMEHTHI IPUBEACHBI HA pUCYHKE 1.

Crek
®parMeHT‘P|.1 ‘ Dpeiim Py ‘ Smuor P, <“-
~ (;ALL rtognr:e \ﬂ B I” ADD RSP, loc_var_sz ; i
— ionext_instr | 0 o ____ X _______
} . = | 3HAYCHHS COXDAHSEMBIX | | _wm MOVRSP, RBP_ | }
! Mpouor P; b PerMeTpoB & POP coxp.per. | !
} | _

| BpCMCHHO XpaHUMBIE B CTEKE

1

|

\______mammme _____ ;

* | AprMeHTbI BBI3bIBAEMOU |
Teno P; | ___ mommporpammer __ _ | Hanpaserie !
YMEHBLICHUS aJjpeca }

|

|

I

|

e RET
‘ MOV RBP. RSP / JIOKAJIbHBIX TIE€PEMEHHBIX : W
r I

I

i

I

I

.
\
1
e »  PUSH coxp. per. | O06acTh XpaHeHust
\
\
\
|
|
\
|
|
\
\
\
\
\
\

BpemeHHOe coxpaHeHHe » R:
il JUISE CTeKa
Bbi30B Pjyg Opeiim Piyy
- - - == N
O6o3HaueHHs:
———n
«—— - nepejlaya ynpaeicHns <€ mepeaaya JaHHBIX | | 37IEMEHT MOXKET OTCYTCTBOBATh

l:l 6HOK, MOZ[I/I(i!PlKaHI/IH KOTOpPOr'O I03BOJISIET aTaKyIOLIEMY IIEPEXBAaTUTh YIIPaBICHUE

Puc. 1. TunoBas cTpykTypa noAIporpaMm

Jlist yrpoleHnst ONMCaHusl BBE/IEM IOHITHE ONAcCHOW WHCTPYKLMH
(manee — ON). ITon OU OGyznemM MOHMMATh MHCTPYKLMH Iepeady ynpasiie-
HUS IO apTYMEHTY, KOTOpbIi cunThiBaeTcst u3 O3Y unu perucTpos mnpouec-
copa. [Ipumepamu OU sBnsitoTCS MHCTPYKIMK Bo3BpaTta RET mnmm mepexona
o ajzipecy, coaepxariierocs B peructpe JMP <peructp>. UHCcTpyKInu me-
pexona mo (PUKCHPOBAaHHOMY CMeLIeHHI0 He oTHocsTess k OW. JlonmonHu-
TEIHHO BBEAEM MOHATHE OTacHOro 3HaueHus (namee — O3): 310 mocaenoBa-
TEJILHOCTH GalTOB B COCTAaBE MHCTPYKLUH, KoTopas He sBisiercs OU, mpu
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nepeade yrnpapieHUs Ha KOTOPBIe OHU OyIyT MHTEPIPETHPOBAHBI MPOIIEC-
copom kak OU.

Ha ocHOBaHMH pe3yibTaTOB aHATW3a JAHHBIX O CTPYKTYpE MOIIPO-
rpamm [3] u knaccupuKanuu rajpkeToB U3 [2] BBLAEINM KPUTEPUH PUME-
HHUMOCTH YYacCTKOB IPOTPaMM B KadecTBE TaJKETOB, KOTOPHIE MOTYT HC-
MIOJIF30BATHCS 3TTOYMBIIIUIEHHIKOM H ITOJIJIEKAT 3aIlHTe:

—  mocnenHsAs MHCTpyKuus ramxera seasercs O umu O3. Ona
HeoOxoauMa Ul TIepefadyd yIpaBleHUs Ha CIeIyIOmMi Tamker. Anpec
riepeiauy ynpaBJieHUs IOJDKEH OBITh MpeIcKa3yeM ISl aTaKyloIero;

—  Imepej MOcCIeAHed WHCTPYKLUMEH rajpkeT NOJKEH COAepXkKaTb
WHCTPYKIMH, MOAMQUIMPYIOIINE COAEPKUMOE PErucTpoB WIM IaMsTH,
3¢ (EKT BBHIIOIHEHNST KOTOPBIX HEOOXOJUM /Il JOCTH)KEHHS LieJiel aTtaky-
IOIIETO;

—  TaJDKeT He JOJDKEH COIep)KaTh NAaHHBIX, KOTOPBIE HHTEPIPETH-
PYIOTCSL TIPOIIECCOPOM KaK HEKOPPEKTHBIE WHCTPYKIHH WM TOBPEKAAIOT
JTaHHBIE, HEOOXOIUMEBIEC aTaKyIOIIEMY.

HerrimonHerne m000T0 W3 TEPEUNCICHHBIX KPUTEPHUEB JIElaeT Ta-
JOKET HETIPUTOJIHBIM [UISl UCIOJIBb30BaHus B pamkax ataku. Copmynupyem
MOJIeNIb aTaKy AJIS ONpeJieNIeHus Iieieil atakyromero. ATaka OCyIIeCTBIs-
eTcst myTeM oOMeHa JAaHHBIMHU C YSA3BMMBIM MPHIIOKEHHEM JIOKAJIBHO HIIN
ylIaneHHo. Mojenb BKIIIOYaeT B ce0s clelyromue 1eiicTBUs aTaKyIoIIero:

—  3aluCh MpH BBINOJHEHUU Tena Pj B cTek MaccuBa JaHHBIX Ta-
KOro pa3Mmepa, 4ToObl Kak MHUHMMYM IpOM30MIIO roBpexaeHue R;. B pe-
3y/lbTaTe 3TOTO OH OyAeT 3aMEHEH Ha HEOOXOAWMBIA aTaKyloIIeMy ajipec
Ryadget» KOTOPBIH NEPENACT YIPABIEHHE Ha NMEPBBIA rajukeT B nenouke. Ilo-
BPEXXICHNE CTAHOBUTCS BO3MOXKHBIM IIPH YCIIOBHHM HEKOPPEKTHOH o6pa-
00TKH TOCTymaromeld WHpOpMaUK aTaKyeMBIM NPIIOKeHHeM. JlomoiaHu-
TEJIBHO B CTEK IO MOJIOXHUTEIHHOMY CMEIIEHHUIO OT MECTa XpaHEeHHUs aapeca
BO3BpaTa 3alKCHIBAIOTCS JaHHBIC JJIS JAIBHEHIINX 3TAloB 3KCIDIyaTaluu
ySI3BUMOCTH (afpeca CISAYIOIIMX TaJkKeToB U UX apryMeHTsl). IIpumewm,
YTO y aTakyloLIEro B XOJ€ BBINOJHEHHs P; HET BO3MOXHOCTH MOAM(HKA-
mun Ri; ... Rg 6e3 moBpexxaeHus R; BcieacTBre MOCIEI0BATENBHON 3aIIHCH
B CcTeK. /13 HEBBINOIHEHUS JAHHOIO YCJIOBHA CIELyeT HallM4Me y aTaKylo-
IIero MPUMUTHBA 3alUCU 10 MPOM3BOILHOMY aAPECY, UYTO HE IO3BOJIAET
MIPOTHBOACHUCTBOBATH TAKOH aTake M3-3a BO3MOXKHOCTH MPOU3BOJIBHBIM 00-
paszom 3agaBath ['TIY (Hampumep, BHOCS KOPPEKIIUU B TAOJUIBI BUPTYalb-
HBIX (QYHKITUH);

— IO 3aBEpIICHUH BBIMIOJHEHUS AMHJIOTA YSI3BUMOW P; BBRITOIHS-
erca uHcTpykuus RET, xotopas mepenaer ynpapieHue 1o agpecy Rgagget,
3aIMMCAaHHOMY aTaKyIOIIMM BMECTO IITaTHOTO ajpeca Bo3Bpara R;. ['amkeTs
IOJDKHBI 3aKaH4YHMBaThCs WHCTpyKumed RET, kotopast cuuthiBaeT ampec
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CIIEIYIOUIeTO Ta/pKeTa W TepeNaeT Ha HEero yNpaBlieHHe (caMy IeTOYKY
(opMHUpyeT aTaKkyIOIMHNi TIepesT aTaKoi);

—  BBINOJHEHHE IICTIOYKH Ta/DKETOB, KOTOPOE HMEET KOHEUHOU
nenpio BeoB QyHKImMA OC, KOTOpble HEOOXOMUMBI aTaKyOIIeMy IS
HapyImieHus 6e30macHOCTH. It 3TOro aTakyroouneMy HeoOX0IMMO 3alucaTh
apryMeHTbl (DYHKIUH B PETUCTPBI, UCIOIb3yeMbIC OISl NEpefadn apryMeH-
ToB (onpenessitoress BUIT), n nepexats ynpasieHue Ha e€ TOUKY BXoJa U3
MOCTEHErO raJXKeTa,;

—  Jenaercs NMpEeIIoJIOKEHUE 00 OTCYTCTBUHM y aTaKyIOLIEro Of-
HOBPEMEHHO ¥ BO3MOXXHOCTH KOHTPOJHMPOBATh 3HAYEHUS IPOHM3BOJILHBIX
PErucTpoB, U IepeaaBaTh yIpaBiIeHHE MO MPOM3BOJILHOMY aapecy. HeBbl-
NIOJIHEHHWE JIAHHOTO TpeNIoNoxeHus nenaer RoP-araky HeHyXHOW W mo3-
BOJISIET, HALIPUMED, CAENaTh 00IacTh CTEKa UCTIOITHUMON U NepefaTh Ha Hee
yIpaBIieHUE TOCPEACTBOM KJIACCHYECKOHN aTakKH Ha IepernonHeHue oydepa,

—  f#emaercs MPEAINOJOXKEHHE O BO3MOXHOCTH Yy aTaKyOIIEro
chopMupoBaTh B CTEKE MAacCHB AAHHBIX, COACPKAIINK ajpeca HEOOXOIH-
MBIX TQ/KETOB, W TIEPEAaTh yNPaBICHHE Ha MEPBBIH ra/KeT HE TOJIBKO He-
pe3 noBpexzaenue R;. Hanpumep, myrem 3amucu B €JUHWUYHBINA pErucrp,
3HaUYEHHE KOTOPOTO0 KOHTPOJIMPYET aTakyIoIIWii, ajpeca raJpkera U rmocie-
JYIOLIEro BBHIMONHEHUsT MHCTpyKuuu Buma JMP <peructp> (JOP-araxa).
JlpyruM mpuMepoM SBISETCS TOBPEXIECHHE NaHHBIX B Kyde (Hampumep,
azpeca TabNIMIBI BUPTYaIbHBIX (DYHKIHMH C MOCIEAYIONIMM BBI30BOM METO-
Ia, IUTsl KOTOPOro ObLIa BBIMOJHEHA MOJMEHA ajpeca);

—  Jenaercs NMPEAIoJIOKEHNE O HAMYMK B IIPOTpaMMe U JOCTYII-
HOCTH AJSI aTaKyIOLIETO YA3BMMOCTH, PEaNN3yIOIIEH MPUMHUTHB YTEHHUS.
IMonaBas Ha BXOJ HEKOPPEKTHBIC JaHHBIC, aTAKyIOUIMH CMOXKET IOIYIHTh
(parMeHTHI aZPECHOTO MPOCTPAHCTBA aTaKyeMou mporpammsl. [Ipeamoo-
KHMM, 9TO 32 pa3 CUHUTBHIBACTCSA (PparMeHT, COM3MEPHMBIH C pa3MepoM
¢peiima mogmporpamMmsl. [IpUMHUTHB YTEHHS MO3BOJISIET IO 3KCILUTyaTalnu
ROP-ys3BuMOCTH CHOPMUPOBATH TaMIT COEP)KUMOTO MCIIOTHUMOM MaMsITH
IIPOTrpaMMBI U OTIPEJIENIUTh aJpeca COAEPKAIUXCs B HEH IaPKETOB;

—  mpuHHAMaercs (¢ yd4etoM peakoctd ysspumoctei I10), uto B
paMKax OIHOTO BBI30Ba MOANPOrPaMMBI HE MOTYT OBITH IOCJIEIOBATEIEHO
pean30BaHbl M YS3BUMOCTH MIPUMHUTHBA YTEHHS, U YSI3BUMOCTh MOBPEXKIE-
Hus R;. Cutyamus, Ipyu KOTOPOH B paMKax OJHOW IOAIIPOrpaMMBI aTaKyro-
oM 00 YUTAeT YJacTOK MaMSITH OTPaHHYEHHOTO pa3Mepa, Ju00 B paM-
Kax Hee JKe MIOBPEXKAaeT CTeK, MPUHUMAETCS KaK aKTyaJibHas.

Hcnons3oBanue Takod MOJENM TMO3BOJISIIOT alpUOPHO ClienaTh
IpeATaraéMple MEphl YCTOMYMBBIMU K OOJNIBIIEMY YHCIIy CLICHApHEB aTak.
be3onacHOCTh pelIeHst He OCHOBBIBACTCSI HA HEU3BECTHOCTH ATaKYIOIIEMY
CBEJICHUH O MpOorpaMMe WM HEBO3MOXKHOCTH BIIMSITH Ha YNpaBJeHUE MHA-

282 WHdopmaTrka n asTomatuzaums. 2022. Tom 21 Ne 2. ISSN 2713-3192 (neu.)
ISSN 2713-3206 (oHnavH) www.ia.spcras.ru



INFORMATION SECURITY

4e, KpoMe Kak IMyTeM IOBpex/eHus cTeka. [locTpoeHHas Ha TakuxX HCXO/-
HBIX IMOCBUIKAX 3al{Ta HEe CTaHEeT ys3BMMa HM3-3a HAJIUYMS Y aTaKkylollero
JIF000TO MPUMHUTHBA YTEHUSI.

MoskHo chopMyTupoBaTh TpeOOBaHUA K MpeIjIaraeMoil cHucTeme
3amuThl 0T ROP-ysa3BuMoOCTEi:

—  HCXOJHBIE KOABI 3aIIMINAEMOH MPOrpaMMbl HE TPeOyroTCS;

—  1peoOpa3oBaHMS 3aIIMIIAEMOTO IPHIOKEHUS HE JOJDKHBI BIIH-
ATh Ha JIOTHKY €ro pa0oThl (T.e. Ha pe3yabTaThl paboThI PHII0KEHHS);

—  gmommKkHa ObITh oOecriedeHa HEBO3MOXKHOCTH HCIIOJIB30BaHMS
IITaTHBIX MHCTPYKIMH BO3BpaTa U3 MOJNPOTPaMM B Ka4eCTBE I'a/uKEToB. To
€cTh MOocjie MPUMEHEHHs Mep 3alIUThl NpH 3aMeHe Rj Ha Rgagger B paMKax
BBITOJIHEH M Tesa Pj HEI0MmyCcTUM Tepexo 1o aapecy Ryagget PH BBINOJIHE-
HHHM IITATHOW MHCTPYKI[MH BO3BpATa;

—  1oikHBI ObITh ycTpaHeHsl O3. To ecTs HHCTPYKINS, B COCTaBE
JTAaHHBIX KOTOpo# mpucyTcTByeT O3, momkHa OBITH 3aMEHEHA Ha OJHY WIH
0oJiee MHCTPYKITMi, OaliTOBOE TpeICTaBIeHNE KOTOPBIX HE coaepxut O3.

Jlnis peanuzanuy mpeiaraéMoil MeTOANKH HYXKHBI CPEACTBa pe3ep-
BUPOBAHUS B IPOTrPaMMe yIaCTKOB ISl BCTaBKHM KOJIa CHCTEMBI 3aIIUThI 0e3
HapyIIEHHs ee alropuTMa U 0e3 HCIIOJIb30BaHUsI UCXOAHBIX TEKCTOB. [Ipu-
Mep TaKoro CpeACTBa M IPHHIMI ero pabots omucan B [19, 20]. [Ipeanara-
€Mble MepBbI 3aIUTHl IPUBEICHBI Jajee.

4.3amuTa IWTATHBIX WHCTPYKUHWIi BO3BpaTa M3 MOANPOTrPaMM.
W3 paccMOTpeHns CYNIECTBYIOIIUX MOXO0/I0B K PEIICHHIO JJAHHOW MpoobJie-
MBI MOXKHO BBIJICTIHTH J[Ba HampaBieHus: 3aMeHa O ¢ KOCBEHHBIM yKa3a-
HueM R; u xoHTpouss nenoctHocTH R;. HemoctaTkoM mepBoro moaxona siB-
JIIeTCsl yTpata OWHAPHONH COBMECTUMOCTH KOJIa CO CTaHAAPTHBIMH OHOJIHO-
tekamMu OC, HEBO3MOXHOCTh MCIOJB30BAaHMS B KadecTBe (QyHKIUI 0OpaT-
HOT'O BbI30Ba, HEBO3MOKHOCThH pealiu3allii UCKI0YeHUu. Bropol moaxon
HE MMEET yKa3aHHBIX HEJIOCTATKOB, HO YSA3BUM K CIICIM(UYHBIM AJISI METO-
na atakam. Jis KOHTpOJS LIEJIOCTHOCTHM ajpeca BO3BpaTa HCIOJIb3yeTcs
HeKoe 3HadeHue (YCIOBHO KIII0Y CHCTEMBI 3alllUThI), HA OCHOBE KOTOPOTO 1
Ri B mpostore P; BerumcnseTcs 3HaueHne, KOTOpoe Oy/leT HCIOIb30BaHO JUIs
KOHTpOJISL LIEJIOCTHOCTH B ammiiore. Ecim arakylomuii KOMIPOMETHPYET
KJr04 (0OmMi A1l BCeX TMOAIIPOTpaMM), TO JIr00ast U3 MOJIPOrpaMM CTaHO-
BUTCA YysA3BUMA. /[l KOMIpOMETAllMM JOCTATOYHO IPOYUTATh 000N
(peiiM cTeka MOCPEICTBOM MPUMHUTHBA YTeHMs. [l yCTpaHEeHHs AaHHOTO
HEJIOCTAaTKa INPEJIaracTCsi METOA 3aIlUThI, KOTOPBIN SBISIETCS Pa3BUTHEM
BTOPOTO MOJX0/a K 3aIlUTe.

Ecmu st 3amurer OU u3 coctaBa Py pu kaxoM 3amycke Ghopmu-
pyeTcsi HempecKa3yeMoe WIN TPYIHO TMpelnckazyeMoe (JUIs MPOCTOTH Ja-
Jiee Ha3bIBaeTCs clydaiHbIM) 3HaueHue K, TO aJsi BO3SMOKHOCTH ITOJIMEHBI
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Ri He0OX0IMMO MOTy4YeHHE COAEPKUMOTO (hpeiimMa cTeka, ColepiKaIero 3T0
3HaueHHe. TeXHUYECKUM OTPAHUYCHUEM ABJIACTCA CKOPOCTH T'CHEPAIIUN Ki-

CpaBHEHHE BO3MOXKHBIX HCTOYHUKOB TIPUBENIEHO B TaOuIle 2.

Tabnuna 2. CpaBHEHHE BO3MOKHBIX HCTOYHHKOB K;

HUcrounuk K; XapakrepucTuka Kommue- Bo3mox- IIpumeua-
HUCTOYHHKA CTBO CIIy- | HOCTB KOM- HUE
YalHBIX | MPOMETAIN|
our
WHcTpykius Jexnapupyercs 32 Anmapar- JoctynHa B
RDRAND KaK  KpuITorpa- HbIE 3a- | mpouecco-
(uvecKuii  CTOM- wiaaka wmm | pax Intel ¢
kit I'TICH yszBumoct | 2013 roma, a
TIPOHU3BOI-
ctBa AMD —
c 2015
Wuctpykuus Henerepmunupo- | Munumym | Her u3-3a | JloctynnHa
RDTSC BAaHHOCTh  u3-3a | 4 (o | HEBO3MOXK- Ha BCEX
IpephIBaHUH, pe3ynbTa- | HOCTM IO- | IPOLECCo-
NPOMaxoB K3IIa, | TaM JKC- | CTPOCHHS pax ¢ apxu-
3aTpaT HA CHH- | HIEpUMEH- | (U3NYECKOH | TEeKTypoi
XPOHHU3AIHIO, TOB aBTO- | MOIEIH AMD64
BO3BpaTra 3Hade- | POB) mporeccopa
HUH JUIsL pasHbIX
SAep U T.IL
I'TICY, Kpunrorpaduue- | He menee | Her wu3-3a | meer He-
NPEIOCTaBNIsA- | CKU CTOMKHUI 32 W30JIALUN npuemie-
emere OC mm IIPOLIECCOB B | MyI0  CKO-
B cocTase oC pOCTh TIEHe-
SIUJIOTOB parmn
I'TICY, ¢yux- | Kpuntorpapmue- | He menee | Jlokameubie | Pecypchr
LIUOHUPYIO- CKHU CTOMKUI 32 aTaku OJTHOTO
U Ha BbI- siipa CTaHo-
JIeTICHHOM BSITCSL HEJO-
sape CTYITHBI
IIpoune wmc- | OTCyTCTBYIOT He omnpe- | Her onenku | Hampuwmep,
TOYHUKH CIy- | TapaHTHU He- | JIeNIeHO «Mycop» B
JaHOCTH TIPEACKa3yeMOCTH CTeKe

B O0IIIEM Cllyyae

IToMuMO KayecTBa CIIy4aifHOrO 3HAYCHHS C TOYKH 3PEHHS IKCILTya-
TaIUH, BaKHa CKOPOCTh paboThl. 1o pe3ynbraTaM cpaBHEHHs OBLIH OLICHE-
HbI Kak nepcrnekruBHbie BapuanTel RDRAND, RDTSC u I'TICY Ha oTaeib-
HOM simpe. JlanbHeililiee WX CpaBHEHHE MNPOBOJAWIIOCH IO pe3yJbTaTam
anpoOanuu. [yl CHIKSHUS HAKJIAIHBIX PAcXo/I0B 3alllMTHOE Mpeodpa3oBa-
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HUe Rj Takke MOJDKHO 3aHMMAaTh MUHHMAJIbHBIC pecypchl. [Ipu 3TOM KpuIi-
Torpadudeckas CTOMKOCTh Takoro mpeoOpasoBanus He TpeOyercs. Bemen-
CTBHE 3TOT0 MOXET OBITh BeIOpaHa Jrobas obpatnmas omepanusi. B pamkax
PaCCMOTPEHHBIX CYIIECTBYIONINX PEIICHHH B ITOJABIISIOMIEM OOJBIINHCTBE
cnydaeB ucmoab3yercss XOR. JlaHHBIM BapuaHT ObLI TaKXKe BBIOpaH IS
MIpeUIaraéMoi CUCTEMBI 3aIUTHI.

CornacHO MOJETH aTakH, MOBPEkKACHUE Rj MOXET OBITH OCYIIECTB-
JICHO B XOJi¢ BhIONHEeHUs Tena Pj. Benencteue 3toro 3amurtHOE mpeodpa-
30BaHME JOJDKHO OBITH BBITIOJHEHO IO TENd, B MPOJIOTre, a KOHTPOJb Iie-
JIOCTHOCTH ajjpeca — IOCIie Tella, B dMIIore. BeiaencTBue TOro, 4ro mpH
BBITIOJTHCHUH aTaKH MOCPEICTBOM MOBPEXKICHUS R; MITaTHOE MPOJOIDKCHHE
(YHKIIMOHUPOBaHUS MPOrPaMMBI OYJeT HEBO3MOXKHO B JIFOOOM Ciydae, TO
JIOTTYCTUMO B 3alWIIEHHON MPOrpaMMe aBapHHO 3aBepIIaTh €€ QyHKIHO-
HUPOBAHHE IIPH BBLIBICHUH HOIBITKY MOTyYCHHS 3JI0YMBIIUICHHUKOM KOH-
tposst Hag I'TIY. BeneactBue aToro, ecinu mpu MoBpexacHUH R; ynpasiie-
HUe OyJeT mepeaHo KOJIOM CHCTEMBI 3alllUThl Ha HEMpeCKa3yeMbIi aipec,
TO 9T0 OyJeT MPUEMIIEMBIM peleHneM. Takum o0pa3oM, IUIsi KOHTPOJIS
1eJIocTHOCTH B ammiore R; 3amensiercst Ha Ry XOR K, a B mposiore Ha ocHo-
BaHUH TOTO e KJIF0Ya 332 CYCT IOBTOPHOH OIepanuy mpeodpa3oBaHus BOC-
CTaHABIIMBACTCS KOPPEKTHEIN ajipec Bo3BpaTa. Ecnm arakyromuii 3aMeHHT
xpaHumoe B creke 3HadeHne R; XOR Kj Ha Ryagget, TO B pe3ysbTaTe padoThl
KOJIa CHCTEMBI 3aIllUThl yHpaBleHue OyJleT nepesaHo Ha ajapec Rgagger XOR
Ki, 4TO He NO3BOJIUT NMPOBECTH ycremHylo ROP-araky, Tak kak 3Hauenue K;
HEM3BECTHO aTaKyIOIIEMY.

s KoppeKTHO# pabOTHl TAaKOW CHCTEMBI 3aIIUTHl CTEHEPHUPOBAHHOE
B mpostore 3HaueHue Kj JOmKHO OBITH COXpAaHEHO IO MWIIOTa IS BOCCTa-
HOBIICHHS afpeca. MecTo XpaHeHHs JOJDKHO BBIOMPAThCS TakK, 9TOOBI OHO
He OBUIO JOCTYITHO aTakyromemy. JlJis 3TOro MOTYT OBITh WCIOJB30BaHbI
perucTpsl odmero HazHaueHus (ganee — POH) wim peructpsl pacmmpeHus.
[Ipu »TOM TporpaMMa JOJKHA OBITH MPOAHATU3UPOBAHA HA HAJIHYUC Ta-
JUKETOB W TITATHBIX MHCTPYKIUH, MO3BOJIIONIMX aTaKYyIONIEMY BIHITH Ha
MecTO XpaHeHus. [1oIBepKCHHBIC BIMSHUIO PETHUCTPHI HE JOKHBI UCTIOb-
30BaThCs I 3amUThl. OTMETHM, YTO XPAaHEHUE B CTEKE HEMPUEMIIEMO, TaK
KaK MPH BO3MOXXHOCTH IEperoyiHeHus Oydepa aTaKyrolmuil MOXET 3ame-
HUTb XpaHsieecs 3HadeHne K; Ha HyneBoe, a Rj Ha Rgaqger. ToOrna ympasne-
HUe OyeT mepenaHo Ha HY>KHBIN eMy ajapec.

[Ipobnemoii OMUCAaHHOTO TOIXOJA SIBISETCS TO, YTO BCIEICTBUE
OTPaHWYEHHOCTH YHCJIa PETUCTPOB MIPOIEcCOpa CreHEpUPOBAHHOE B IIPOJIO-
re Pj; 3Hauenue K., TOMKHO rIe-To XpaHUTHCS Ha BpeMs BbI3oBa P (1 s
3TOr0 HE MOTYT HCIIOJIb30BaThCS TE XK€ PETUCTPhI). PeleHueM sBIseTCs
coxpanenue Kj; B cTeke B paMKax mpojora P; u Bo3BpamieHne B perucTp-
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XPaHWIHINE B pPaMKax smuiora. [Ipu 3ToM XpaHEHHE 3alMIAeMOro 3Haye-
HUsI B HENpeoOpa3oBaHHOM BHIE CO3JaeT M3bsSH 0E30HaCHOCTH (OMHUCaH
paHee), BCIICACTBUE YEro CTOMT XpaHUTh 3HaueHHe B Buae «Kj; XOR Kj»
(peurenue mpobIeMBI TIEPBOrO B IETOYKe 3HAUYCHUs Ko mpuBeaeHo majee).
Jliist peanu3aliiiy JaHHOTO BapUaHTa B XOJI€ BCTPAUBAHMS CUCTEMBbI 3AIUTHI
IOJDKEH IMPOBOIUTHCS aHAIM3 HEHMCIIOIb3YEMbIX PErucCTpOB. IIpu BbI30BE
BHCIIHUX MOJIIPOTpaMM TEKyIeH moamporpammoii ee K; iambo DOMKHO
OBITh COXPAHEHO B CTEKe, KO0 JJIsl BBI3BIBACMOI BHEIIHEH MOATIPOTPaMMBI
JIOJDKHO OBITH M3BECTHO, YTO OHA HE MoandHuuupyer xpaHwiue K;, mi6o
JUTS BBI3BIBAEMOI OHMOJNMOTEKM NOJDKHA OBITh MPUMEHEHA OIMUCHIBacMast
CUCTEMa 3aIIUTHL.

AHanu3 3aIUIIEHHOCTH TNPHUBEICHHOTO BHINIC PEIICHUS TOKa3al,
4TO NP HAIMYWM y aTaKyKOIIEro IPUMUTUBA YTeHUS B Pj MokeT ObITh
npounTtad Qpeim crexa P, tae j > i. Takum 06pa3oM, aTaKkyrOIHMH TOITYYHT
sHagenne R; XOR K;. Mcxoms u3 mpeacka3yeMOCTH BBIIIOJHEHHS Tpace
[IPOrpamMM, aTaKyIIHA MOXKET OMPEACIUTh 3HaueHHe R; 1 BCieacTBre 310-
ro nonyunts 3HaueHue K;. B Tom xe ¢peiime xpanutcs u Kj B OTKpBITOM
Buze. Eciin B P conmepxutcst ysI3BUMOCTh TiepenonHenus Oydepa, To ara-
KYIOIMH, 3aMEHMB 3allIMILEHHbIH ajpec Bo3BpaTa Ha Ryagger XOR K, mepe-
XBATUT YIPABJICHUE HAJ| BRITIOJHEHUEM IIPOTPAMMBIL.

JIis 3aIuTel OT peaiu3alii JaHHOTO CIEHAPUs HEOOXOIMMO BbI-
MOJTHUTH B paMKax Mpojora P;j JOMOJHHUTENFHOE 3alUTHOE Mpeodpa3oBa-
HHUE HaJ MECTOM XPaHEHUs 3alUIIeHHOTo Rj; ¢ ucronp3oanueM K;. Taxoke
Ki1 B paMKax mpoJiora JOJDKEH IMOMEIIAThCS B CTEK B 3AIIUIICHHOM BHIC
kak Ki; XOR K. 3anumem B (hopMaibHOM BHIE 3allUTHBIC MPeoOpa3oBa-
Hus B mipojiore Pj, BeimoJiHsseMBIE B | 1 i-1 (peiiMe cTeka:

Ri — Ri XOR Ki
Ri-l XOR Ki—l - Ri—l XOR Ki-l XOR Ki.
Ki—l — Ki—l XOR Ki

IMpu BeImonHeHun mposora Py B dpeiime i Oyaer BBIONHEHA MO-
TU(DUKATIHS:

Ri — Ri XOR Ki XOR Ki+1‘

B smmnorax OymyT BBEIIOIHEHB! 0OpaTHBIE IpeodpazoBanus. B gact-
HOCTH, 0OpaTHast omeparys pa3MeInaeTcsi HenocpeacTsenHo nepen OU, uto
JlenaeT HEBO3MOXKHBIM HCIIOJIBb30BAaHHE INTATHBIX WHCTPYKIMH IOAIPO-
rpaMM B KauecTBe rajpkeToB. I1ombITKa MOBPEXACHUS AMSTH, XpaHaeH R;
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B 3all[MIIEHHOM BHJI€, IPUBEJIET K MEPEXO/y Ha HEIpeACcKa3yeMblil 1Jis aTa-
KYIOIL[ETO aJIpec U aBapuiiHOE 3aBEPILICHUE POTPaMMBI.

IIpyn OTCYTCTBHMM NOBpEXKIEHHUS 3aLUILEHHBIX aJpPECOB BO3BPATOB
aprymMeHT UHCTpyKimu RET Oyner aHanorudeH opuruHajJbHOU Mporpamme,
U yIpaBieHne OyAeT mepeaaHo BBI3BIBAONICH moamnporpaMmme. Takum obpa-
30M, Mpejiaraemasi Mepa 3auuThl He uckaxaet ['TIY.

[pu Bemmonmuennu Py mpenmectByromero ¢peiiMa He CymecTByeT.
Jiist perieHus: JaHHOW POOIEMBI B paMKaX KOJia TIOATOTOBKH IPOTPaMMBI K
3amycKy reaepupyetcs 3HaueHue Kiyjr, KOTOpOoe COXpaHsAEeTCs B CTEKE U yKa-
3BIBACTCS KaK ajjpec BO3BpaTa BHI3BIBAMOIICH MOAIporpaMmsl it Py. B xo-
nie BeImosHeHUs Py xpanumoe 3Hauenue Ky OyneT 3ameHeno Ha Ky XOR
Ko. Takum oOpazom, 3HaueHue Kjnjy He XpaHUTCS B HE3AIIMIICHHOM BUJIE U
MOJKET OBITh BOCCTAHOBJICHO aTaKyIOIIMM TONbKO mpH 3HaHUHU K,. [omy-
CcTUMO TIpUHATH, 4To ['TIY cTabuiieH M ompenesneH IS aTaKyloulero, Io-
3ToMy R; M3BECTHO arakyromemy (Tak KakK BBI3BIBAIOIIAS IMOANPOTrpamMma
onpenensercs [TIY), a, cremoBaTeNbHO, OH MOXET BBIUYUCIHUTH
«K; XOR K.1» s mo6oro i.

OTMeTnM, 9TO Mepexoabl O agpecaM, COACPIKAIINMCS B PETHCTPax,
TaKXKe HE MOTYT OBITh YCTPAaHCHBI WM 3aMCHEHBI. Vcronp3yeMbie HEe B Ka-
YeCcTBE HAYaIbHOTO diieMeHTa JOP-aTaku, OHU HE SBJISIOTCS CaMOJIOCTaTOY-
HBIMH 0€3 MPEIICCTBYIOMIETO MTOMCIICHHS ATAKYIONNM 3HAYCHHUN B PETH-
CTpHI U TICpEIayll YIPABJICHUS Ha COOTBETCTBYIOIINEC HHCTPYKIIMH B PaMKax
RoP-ataku. CnemoBaTenbHO, MOBBIIICHUE YCTOWYHMBOCTH IPOTPAMMBI K
RoP-arakam aBTOMaTHYECKH IMOBBIMIAET YCTOWYNBOCTH K JOP-arakam. Ilpu
3TOM MNepBUYHOE ToTydeHne KoHTpois Ha I'TIY B pamkax JOP-atakum BO3-
MOJKHO COTJIACHO MOJICTTH aTaKH.

PaccmoTprM BO3MOXHBIE aTaky, HAlpaBJICHHBIE HA MPEOIOJICHHE
MIPEUIOKEHHBIX Mep IO 3aIlIATE BO3BPATHBIX HHCTPYKIIUI.

1. TloBpexaeHue cTeka ¢ mepe3amucbio afgpeca. s ycremHoi
peanuzanuu Tpedyer urenus 3HaueHus R; XOR K; u nepenonnenus creka B
paMKax OJIHOH MOAMPOrpaMMBI C 3aMHCHIO B CTEK 3HAYEHHS Rgagger XOR K;,
rae Rgagget — azpec mepsoro rajukera B RoP-nenouke. Ilpn stom mexay
YTEUKOW 3HAYEHUS B3allUIICHHOTO aapeca W IPUMEHCHHEM JKCIUIONTa
JIOJDKHO BBITIOJTHHATHCS (DOPMHUPOBAHUE TOJEC3HON HArpy3KH JKCIDIONTA (TO
€CTh MACCHBAa JaHHBIX, KOTOPBIA OyAeT HEKOPPEKTHO 00paboTaH M MpHBE-
JeT K TOBPEXKACHUIO anpeca Bo3BpaTa). COrflacHO MOJENH aTaK, JaHHBIN
BapHaHT NMPHUHAT KaK HEaKTyalbHBIH.

2.  VYrageBauue 3HaueHus K. [Ipu ucnonszosannun RDRAND wmu
RDTSC npu HEM3BECTHOM MPEAIIECTBYONEM 3HAUCHHH BEPOSTHOCTH 22
(BcmecTBHE HMCIONB30BaHMA 32-OMTHOTO CirydaifHoro 3HadeHus). [lpn m3-
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BecTHOM 3HaueHnd RDTSC st BRI3BIBAIOIIEH MTOAPOTPAMMBI MOYKHO IT€C-
CHMHCTHYHO OLICHHTH KaK 2.

3. TloBpexmeHHe CTeKa BBI3BIBAIOMICH MOIIPOTrPaMMBbI C 3aMEHOM
Ri XOR Kj XOR Ki1 Ha Rgagget XOR Kj XOR Ki,1. Jlannsiii Bug ataku 2¢-
(exTHBeH, HO TpeOyeT, COTIIACHO MOJIENH aTaKky, 3HaHUs K; a1 KoppeKTHO-
ro BO3BpaTa M3 TEKyIIEH MOIIPOrpaMMBI Ui HOCIEAYIOUIETO IepexBara
YIpaBJICHUS B BBI3BIBAIOIICH ITOIIIPOTpaMMe.

4. Araka c YTEHHEM HAayaJbHOW 00NACTH CTeKa. ATaKYIOUIUA UC-
MOJIb3yeT MPUMUTUB YTCHUS B N-i MOANpPOrpaMMe IS MOTYYCHHUS 3HaYe-
muit Ky XOR K, m map 3mauenmit: <K; XOR Kj;, K;j XOR K>,
rae 0<i<m, m<n. Tlosy4eHHas MOCIEIOBATEIBHOCTh HE MO3BOJSET CHOp-
MHUPOBATh AKCIUIONT JUIsl i-i MOJMPOrpaMMBbI, TaK KaK aTaKymooiieMy Tpedy-
ercst 3HadeHHe K;, KOTOpoe HEBBIYUCINMO W3 TOIYYEHHBIX Iap IpH HC-
MIOJIb30BAHNN KaYE€CTBEHHOTO HCTOYHHKA CITyJaHHBIX YHCEIL.

5. Araka c yTeHHeM (parMeHTOB IOJIHOTO CTeKa. Vcronp30Banne
NPUMUTHBA YTCHHS B N-W TMOANpoTpaMMe Uil MOJNy4YeHHS 3HAYCHUN
Kinit XOR Kg u map 3nauennii: <K; XOR K, Ki XOR K;;;>, rae 0<i<n, u
3HayeHns K, aTaka OymeT BO3MOXHA, €CIIM BCE NEPEUNCICHHBIC 3HAYCHUS
MOTYT OBITh HOJTyYeHbI 0€3 MOBTOPHOTO BBI30BA MOANPOrpaMM ¢ i-if 1Mo N-io,
TaK KaK B MMPOTHBHOM CiIy4ae OyJeT BBIMONHCHO MEPECO3TaHue KIIOUeH Ha
yKazaHHOM y4actke. [Ipu mepeco3gaHum KIrouYei B pacHOpsDKCHUH aTaky-
romiero Oyzmer (akrmyeckas mnocnenoBatenbHOCTE: Kiniy XOR Ky u mapsr
sHauennit <K; XOR Kjj;, K; XOR K> mns 0<i<k, maper 3naueHuii
<K’; XOR K’j4, K’j XOR K’j41> s k<j<n. Mazekc K cooTBETCTBYET rpa-
HUIIE TIPOYUTAHHBIX (PparMeHTOB cTeka. UTeHne cTeka MPOM3BOJUTCS aTa-
KyIOIIAMHU (hparMeHTaMH COTJIACHO MojenH atakd. IlomydeHHas mocieno-
BaTEJILHOCTH HE TO3BOJISIET C(OPMHUPOBATEH IKCIUIONT JUTA i-if TIOAIpOrpam-
MBI, TaK Kak TpeOyeT 3HaueHus K|, 17151 BRIYUCICHUS KOTOPOTO HEOOXOAUMBI
3HaueHUS Kiyq, ... K.

6. Ilpu HamuMuuu ysA3BUMOW K TEPENONIHCHHIO Oydepa MOAIpo-
rpaMMBbl ¥ IPUMUTHBA YTEHHS B TIOANPOrpaMMax HE B €IUHOHN MOCIeIoBa-
TENBHOCTU BBI3BIBACMBIX MOJIPOTrPaMM aTaka IMEpecTaeT OBITh BO3MOXHA
(TO ecTh HaXOXKJICHHUE B PA3HBIX BETKaX JepeBa Bb3oBoB [TIVY).

5. MepsI 1o ycTpaHeHHMIO ONMACHBIX 3Ha4YeHUi. [Ipoananmsupyem
BO3MOKHBIE MecTa pa3MenieHus O3 u A3pPEKTHBHBIC MEPHI 110 UX YCTpaHe-
HUIO0. B cooTBeTCTBUY € pa3menoM 3, TAKHMHU MECTAMH SIBISIIOTCS:

1. Moaudukamus mocienoBaTeIbHOCTeH HHCTPYKIUi mepen RET
JOJDKHA OCYIIECTBISTHCS TaKMM 00pa3oM, YTOOBI MCKIIOYHTH YTEHHE CO
capuroM. Takoe dTEHHE B XO/I€ aTaKy MO3BOJISET HHTEPIIPETUPOBATH (par-
MEHTHI CYIIECTBYIOIINX MHCTPYKINH KaKk HEOOXOIUMBIE aTaKyIoLIeMy Jpy-
THe MHCTPYKIMH. 3amunTa 00ecIednBaeTcs 3a cueT (GOPMHUPOBAHUS TIEPENT
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RET Takoif mocienoBaTenbHOCTH MHCTPYKLMH, KOTOpas HE MOXXET OBITH
MHTEPIPETHPOBAHA ATAKYIOMINM KaK COJep)Kallas IOJIe3HBIe IS aTakd
orepanuy.

2. ®parMeHTHl HMHCTPYKIWH, HE BXomimue B MHOKecTBO O,
MOJJIEKAaT CHHOHMMHYECKOH 3aMeHe C COXPaHEHHEM alrOpUTMa OpHIH-
HaJIbHOM TIPOTPaMMBI.

3. OOnactu pa3MellieHHs JaHHBIX, 110 TEXHOJIOTHYECKUM IpPUYH-
HaM SIBJISIOLIMECS MCHOJHUMBIMHU, JOJDKHBI OBITH JIMIICHBI IPU3HAKa HC-
MIOJTHUMOCTH.

Janee npuBOIATCS A€TalU peaM3alny sl KaKA0H U3 IpeIoKeH-
HBIX Mep.

5.1. IlpoTuBoaeiicTBMEe MCIOJHEHHIO €O cABMroM. [lepBoii 3axa-
Yel TPOTHUBOACHCTBUS SIBISIETCSI OICHKA BO3MOYKHOCTH HCIOJB30BaHMS
aTaKylONIMM KOJa CHCTEMBI 3allUThl, HAXOMAIIErocs B 3IMWIOTE, IPH HC-
TIOJTHEHHUH €T0 CO CABUIOM.

Bropoii 3agaueii sBisieTcsl HOUCK B KOJE OPUTHHAIBHON MPOrpamMMbl
T'aJPKETOB, HE BXOJIIMX B COCTAB SMHUIIOTOB M MOJIYYaeMbIX 33 CUET MCIOI-
HEHHUS CO CIBUIOM. BKirodaroniye raiKeTsl HHCTPYKIMN HOAJIEKAT 3aMEeHe
Ha CMHOHUMMUYHBIC, KOTOPBIC UCKITIOYAIOT UX UCIIOJIB30BAHNUE aTaAKYIOIUM.

Jdns peumienust obeux 3amau ucnoib3yercs ainroputMm GALILEO,
OMHMCaHHbIH B [21] ¥ MO3BONSIONINIA ONMPEACTUTh MPUTOAHOCTh HUCIONB30-
BaHI O3 M pacnoyioKeHHBIX Mepe]l HUM HHCTPYKILUI B KadecTBe rajikera.
JlaHHBIi anroput™M obecleuMBaeT MCKIIOUYEHHE M3 PACCMOTPEHMS TaKUX
O3, nmepen KOTOPBIMHU COJIEPIKATCs MTOCIEAOBATEIFHOCTH 0alT, KOTOpBIE HE
MOTYT OBITh HHTEPIIPETUPOBAHBI KAaK HHCTPYKIMU WJIN IPUBOAAT K aBapHii-
HOMY 3aBEpIICHHUIO IporpaMMbl. KoJ1 CHCTEMBI 3alUThI MOJICKUT aHATN3Y
JUISL OTIPEJICIICHHS TOTO, YBEIWYHUBAET JIM OH YHCIIO Ta/KETOB OTHOCHTEEHO
OPHUTHHAJILHOTO MIPUJIOKCHHUSI.

5.2. CHHOHHUMHYecKasi 3aMeHAa OMACHBIX 3HA4YeHHH B COCTaBe
MHCTPYKUMi. /[ 3a1liuThl OT HEBEPHOU MHTEPIIPETALIMM KOJ IPOrPaMMBbl
JIOJKEeH OBITh TPOaHAIM3UPOBAH B COOTBETCTBUU C pazjienoM 5.1 amus ompe-
JCICHUA HHCprKHHﬁ, MOJJICKAIIUX 3alIuTe. O3 BKJIIOYAIOT HHCTPYKINHU
Bo3BpaTa B mpegenax cermenta (OXC3, 0XC2) u MHCTpYKIMH BO3Bpara 3a
npezienbl cerMenTa (aByxOaiToBelie mocnenoBarenbHocTH «0x48 OXCA» n
«0x48 0XCB»). B pesysbrare aHan3a OpUTHHAIBHONW MPOrpaMMBI HOPMH-
pyeTcs nepedeHb MHCTPYKLMH, HOAIeKANIUX 3alluTe MyTeM CHHOHMMHYe-
CKOM 3aMEHBI.

Jnst ka0l U3 HUX HEOOXOIMMO OIPEAEINTh, B KAKOM KadeCTBE B
COCTaBe MHCTPYKIMHU conepxutcs O3, s Toro yToObl chOopMUPOBATH JK-
BUBaJICHTHBIE 3aMeHBbl. V3 npoBepku uckimoudatotes O n3 cocrasa smmiio-
TOB, TaK KaK OHH 3alHUIIAI0TCS BCTABKOM KoJa mpuMeHeHus K HuM K.
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Jlyist KOHTPOJISE KOPPEKTHOCTH pabOThI aIropuTMa MOMCKa MOTYT HC-
MOJIb30BATHCSl CYIECTBYIOUIME CPEJICTBA MOWCKA Ta/PKETOB (HAIpHMeED,
[22]). Kpureprem KOpPEKTHOCTH SIBISETCS TO, YTO COCTAB HAMICHHBIX T10
npeanaraeMoit Mmetoguke O3 H0DKEeH OBITh HE MEHBIIE, YeM Yy CYIIECTBY-
IOIINX CPEACTB.

ITox cnHOHMMHYECKOH 3aMeHONW WHCTPYKINH, coaepxaimeid O3, Oy-
JIeM MOHMMAaTh TaKylo 3aMEHY, YTOOBI COCTOSIHUE UCIIOJIb3yEMBIX PETHCTPOB
n staeex O3Y 1mocie MUCIOMHEHUs] OPUTHHAIBHOTO U MOAM(HUIMPOBAHHOTO
ydJacTKa He OTJIMYaJIOCh JJIs JII0OOTO MCXOJIHOTO COCTOSIHUS UCIIOJIb3YEMbIX
peructpos u siueek O3V Ha Hayaso paccMaTpuBaemMoro yuactka. Kpurepuit
UCIIONIb30BaHMs CPOPMYIIHPOBAH aajee.

PaccMoTpuM BUABI COCTaBHBIX YacTe MHCTPYKLUH, KOTOPbIE MOTYT
conmepxkarb O3. Yuer ux crnenudukn HeoOXoauM Iyt (OPMHUPOBAHUS TI0-
psiika TeHepanuy CHHOHMMHYHBIX 3aMeH. HemocpeacTBeHHO OalT, KOTO-
peIii mHTEpHpeTHpyeTcs Kak O3, He MOXKET BXOAWTH B COCTaB NMPE(PHUKCOB
(Tak Kak npeduKc He MOXKET COBIAAATH C CYIIECTBYIONINMH OTIEPALUIMH) U
KooB omepanuii mepsoro yposas. CormacHo [4, 19], O3 mMoryT BcTpeyaTh-
s B CJISYIOIINX Y4acTKaX HHCTPYKINIL:

—  apryMeHT JaHHbBIX OIepally, SBISIOUIUNACS ajpecoM (OTHOCH-
TEJIbHBIM WIIM a0COJIIOTHBIM);

—  TapaMeTpsl ONepanyy, 3a/1a0I1e PEKUM €€ BBITOIHEHUs, WIN
omnepanasl (MOdRM, SIB KOMITOHEHTBI HHCTPYKIIUH);

—  apryMeHT JaHHBIX OIepaluy, He SBISIOIIUIICS anpecom;

—  BTOpoO#l m Tperuii Oaiit MHOTOOAlTHOTO Tpedukca (3HAUCHUSL
0xC2 u 0XC3 sBustotcs momyctuMbiMu 3HaueHUsMH, a OXCA u OXCB He-
MPUMEHUMEI, TaK Kak HeoOXoauMmerid mM mpedukc 0x48 HEe BXOIHUT B 00-
JacTh IOMYCTUMBIX BTOpOro Oaiita TpexOaWTHOro mpedurca W HE MOXKET
SIBIISITHCS TIEPBBIM 0aTOM HH JABYXOaHTOBOTO, HU TPeXOAWTOBOTO Mpeduk-
ca);

—  KOJI OIlepalMy BTOPOTO MM OOJIBIIEr0 YPOBHS, HHTEPIPETUPY-
€MBIi1 KaK OIlacHas olnepanusl.

BapuaHT ¢ BBIBICHHEM B IOJISIX, COACPIKALIMX aIpec HEOOXOAUMO-
rO aTaKkyIoIleMy 3Ha4CHUs], PEIIaeTCsl CIEAYIOIUMHU CIocO0aMH:

1. Tlpu Bxoxnaenuu O3 B cocTaB OTHOCHUTENBHOTO ajpeca 1o (ec-
T OTHOCHTEINIBHBIA a/pec SBISIETCS OTPULATENBHBIM YHCIIOM) WIN TOCIe
(ecii OH MOJIOKHUTENbHBIN) B coaepxkainyto O3 moanporpammy BBINOJHS-
eTcsl BCTaBKa IocieoBaTelbHoCcTH 0alT «0X90» Takoro pasmepa, 4ToOBI
OTHOCHTEJIbHBIN aJpec rmocjie KOPPEeKIUU ¢ YU4ETOM BCTaBKH HE COZIEpiKall
03;

2. Ilpu maxoxnaenun O3 B Mitagmem Oaiite aOCOJIIOTHOTO ajapeca
BBITIOTHACTCS NEPEMEIICHHUE LIEIEBOr0 yJacTKa B KOHEI[ COJeprKallel ero
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ceknmu (MCXOTHOE MECTO He Mcmoib3yercs). HoBoe pa3merienue BbiOupa-
eTcsl Tak, 4ToOkI ero anapec He conepxkan O3,

3. Tlpu Haxoxnaennn O3 He B muanuieM Oaiite aOCONOTHOTO aj-
peca Mep 1o ero 3ammre He TpebyeTcs, TaKk KaK BCICICTBHE PabOTHI Mexa-
nuzma ASLR 3HaueHue mpu Hadayie pabOThl MPOrpaMMbl OyAET M3MEHEHO
Ha ciy4daifHoe.

[Mpouecc ycTpaHeHHs ONACHBIX OTHOCHUTEIBHBIX aPECOB IPOBOIUT-
Csl UTEPALOHHO, C KOHTPOJIEM C(OPMUPOBAHHBIX 3aMEHSIOIINX aJPECcOB Ha
BO3MOKHOE TOPOXKJCHHE HOBBIX YSI3BUMBIX IOcIefoBaTenbHOCTed. Bo3s-
MOJXKHa BCTaBKa PErHOHa, pa3Mep KOTOPOro SBISETCS AMANa3oHOM. OTO
MOXET MPHUBECTH K MOPOXKICHUIO ONACHOr0 y4acTka. Toraa pamep BCTa-
KU U3MEHSIeTCA U IpoBepseTcs ciaeayomui pasmep. CxoauMocTs nporecca
obecrieynBaeTCcsl TeM, YTO KOJIMIECTBO TOUICKAIINX ITEPEMEIICHUI0 YIacT-
KOB MOHOTOHHO YOBIBaeT W3-3a TOTO, UTO Iepe]] MePEeMEeICHUEM TIPOBEpsI-
€TCsI TOPOKACHUE OIIACHBIX YYaCTKOB.

ITpu HaXOXICHWW OMACHOTO 3HAYEHUS B MpEe(UKCE WIH PACIINPECH-
HOM KOJIe OIepaluyl Ui €ro WCIONB30BAHMSA aTAKYIOUNIMM HEO0XOIUMO
mepefaTs yIpaBieHHE IO Hayala OIacHOW HHCTPYKIuH. [lostomy s
yYCTpaHEHHUS JaHHOTO rajkeTa JOCTaTOYHO Tepesl MHCTPYKIUeH BCTaBUTh
LEMOYKY OAHOOANTOBBIX HHCTPYKLHUH, KOTOpBIE [ENAl0T HEKOPPEKTHOE
HCTIOJIHEHUE HeBO3MOXKHBIM (Hampumep, NOP). Jlns ompeneneHus pasmepa
HEOOXO/MMOM BCTaBKHM HCIIOJIB3YETCs MOJXOJ, ONUCAHHBIN B MOApaselne
5.1 it OIEHKH BO3MOYKHOCTH HMCIOJIb30BaHUs OaiiTa B MHCTPYKIMH, OTIH-
caHHOI1 panee. [Iepebuparorcs pasmepst ot 1 10 14.

Jns curyanmii, KOrjna ONMacHBIN 0aliT BXOOWT B COCTaB apryMeHTa
JAHHBIX WHCTPYKLWH, WIH yKa3aHUS €€ ONepaHAOB OlacHas WHCTPYKIIHS
IOJDKHA OBITH 3aMEHEHA Ha [[BE W 00Jlee HHCTPYKIIMH, COBOKYITHOE BBITION-
HEHHE KOTOPBIX JaeT JKBHUBAICHTHOE MpeoOpa3oBaHUE COCTOSHHUHA IIPO-
TpaMMBI TOMY, KOTOPO€ OCYIICSCTBISUIA 3allHIIacMasi MHCTPYKIHS, U HE
COJIEPKHT OTMACHBIX MOCJe0BaTeILHOCTEH. B X0/1e Takoi 3aMeHbl HE0OXO-
JTUMO KOHTPOJHMPOBATH, YTOOBI BHIMOIIHEHHE PE3yIHTaTOB CHHOHUMHYECKON
3aMEHbBI HEe OKAa3bIBAJIO BIMSHHUE HA JIOTUKY IIEIEBOM MPOrpaMMbl. DTO Tpe-
OyeT NCIOIB30BAHNS TOJIBKO TAKMX PEerucTpoB mwiH staeek O3V, KoTopsie He
HCTIONB3YIOTCS [eneBoil mporpammoii. Ecnm Takux HeT, To Tpebyercst co-
XpaHEHHE C MOCIEIYIONMM BOCCTAaHOBJICHHEM PECypPCOB, IUIS KOTOPBIX
NPUCYTCTBYET KOH(IMKT UCIIOJIb30BaHMs. Kpurepruem OoTCyTCTBHS HCIOJb-
30BaHUs SBISIETCSl TO, YTO 3HAYCHUE PETHCTpa B AalbHEHIIEM B paMKax
aHAJTM3MPYEMOH MOMNPOrpaMMbl OyJeT yTpaueHO BCIJICACTBHE 3aTHPAHMS
JPYTUM 3HaueHHeM Oe3 IpEeANIeCTBYIOIEro 3ToMy uTeHus. Bceneactsue
3TOT0 OHO HUKAaK HE MOXKET MOBJIMATH Ha paboTy mporpammMbl. MecTo mon
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3aMeaIIYI0 MOCIEA0BATEILHOCTD BBIICISETCS TEM XKe aIrOPUTMOM, YTO
UCIIOJNIb3YEeTCS AJIsl PE3ePBUPOBAHMUS MECTa B XOJI€ 3aIUThI STIUIIOTOB.

B pamkax onmacHOro 3HaueHHsl B COCTaBe OIEPaHI0B IKBUBAJICHTHAS
3aMEHa JOCTUraeTcsl IyTeM 3aMEHbI ONepaHoB HHCTpyKuuu. OnacHoe 3Ha-
yenre s Oaiita MODRM cocrout m3: pexxuma, paBHOro 3 (omepaHaamMu
SIBISIFOTCSL  PETUCTpPBI), IO, OIPEAEIAOIIEr0 PEruCTPOBBIA apryMEHT
«reg», papHoro 2 wmm 3 (uto coorBercTByeT peructpam RDX/R10 wu
RBX/R11), u moast «r/m», paBHoro 0 uinu 1 (4TO COOTBETCTBYET perucrpam
RAX/R8 u RCX/R9). lns Gaiita «SIB» aHaJOrHM4YHBIC OMACHBIC 3HAUCHUS
JIOJDKHBI coJiepKaThes B mosix «base» u «index» ¢ Temu jxe 3HAYCHHUSIMH.

Jlyist Toro 4TOOBI CeNaTh HENPUTOIHBIM K MCIIOJIb30BaHUIO JTAHHBIN
raJpKeT, JOCTaTOYHO 3aMEHHTH JIF00OH M3 OIepaHIo0B Ha PETUCTpP, KOTOPHINA
HE BXOJUT B COCTaB ONMACHBIX. Ecim MHCTPYKIMS MPUHUMAET TOJIBKO BXOJ-
HOHM PErnucTp WM OIWH U3 PETHCTPOB SIBISIETCS] BXOJHBIM, a APYTOH BBIXOA-
HBIM, TO DKBHBAJICHTHOH 3aMEHOM OyJeT BCTaBKa Iepel 3alluiacMoi HH-
crpyknueir komaaasl MOV, KoTopas KOMpyeT JaHHBIE U3 OMACHOTO PErH-
CTpa-oriepaH/ia B CBOOOJHBIH PETUCTpP, KOTOPBIH HE BXOAUT B COCTaB OMac-
HBIX. B caMoif HHCTPYKIMN OTIACHBIN PETHUCTp 3aMeHSIeTCs Ha CBOOOHBIM,
KOTOPBI K MOMEHTY BBIIIOJIHEHHSI MHCTPYKIMHU OyJeT COoaepiKaTh TO Ke
3HAYEHHE, YTO U B OPUTHHAIBLHON IPOTpaMmMe.

Ecnu equHCTBEHHBIM ONEPaHIOM HHCTPYKLHUH SIBIISIETCS BBIXOJHON
PEruCTp WIIM PErucTp, KOTOPBIH OAHOBPEMEHHO SIBISIETCS M BXOJHBIM, W
BBIXO/IHBIM, TO BBIIIOJIHSIETCSI BCTABKA JIBYX JOIOJHHUTEIBHBIX HHCTPYKIIHNI:
nepes — 3alKch B CBOOOJHBIM PEerncTp 3HaAUCHMS U3 ONACHOTO, TIOCie — 3a-
IHCh B ONACHBIM perucTp 3Ha4deHWs: U3 cBoOoxHOro. OTMETHM, YTO HH-
CTPYKLIMH TNepeMeIIeHHs 3HaUeHUH MEXy PerHcTpaMH He BIIHMSAIOT Ha pe-
THCTp (J1aroB, YTO HE HapyIIaeT JIOTMKM paboTHl mporpaMmsbl. B camoit
MHCTPYKIIMM TPOU3BOJIUTCS AHAJIOTMYHAS 3aMEHA OIIAaCHOTO PErucrpa Ha
OIMH M3 CBOOOJHBIX W HE BXOJSIIMX B MEPEUCHb OMACHBIX. AJTOPHUTM
orpe/iesIeHUs CBOOOHBIX PETHCTPOB MPUBEJIEH Aajee.

IIpu yctpanernnn O3 B cocTaBe HEMOCPEICTBEHHOTO ONEpaHia JaH-
HBIX MPUHIMIHAIBHBIM SIBISIETCS TO, UMEET JIM HCHOJb3YIOIas ONacHOe
3Ha4Y€HHE B KauyeCTBE ONepaH/ia MHCTPYKLHUS ajJbTepPHATHBHYIO (OpMY, B
KOTOPOW BMECTO HEMOCPEICTBEHHOTO 3HAUCHMSI MCIOJIB3YETCsl ONepaH/a B
peructpe. Heo0X0aMMO OTMETHTH, YTO TOJABISIONIEe OOJBIIMHCTBO WH-
CTPYKLIMH, KOTOpbIE MOTYT HCIIOJIb30BAaTh HENOCPEICTBEHHBIH OIEepaH,
HMEIOT aJbTEPHATUBHYIO (POPMY C PErHCTPOBBIM OIIEPaH/IOM.

Ecnu anprepHaTuBHas QopMma ¢ PErucTpoBBIM ONEPAaHIOM CyIIe-
cTByeT (Hampumep, uHCTpyKuus ADD), To opuruHajgbHAas WHCTPYKIHS 3a-
MEHSIETCSl Ha TI0CJIeI0BATEILHOCTB!
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—  ecau cBOOOJHBIX PETHCTPOB HET, TO BBINOJHSIECTCS BPEMEHHOE
OCBOOOXK/ICHHE PETHCTPa IMyTEeM 3aIlUCH ero 3HAYEeHHS B CTEK (B KOHIIE IO-
CJIeJOBATEIFHOCTH 3HAYCHHE JODKHO OBITH BOCCTAHOBJICHO M3 CTEKA);

—  3arpy3ka B CBOOOJHBIH PErHCTp MPEeoOpPa30BAHHOTO OIEpaH[A.
Jlyist ycTpaHeHHs ONAaCHOTO 3HAYCHHUS ONEpaH] XpaHWUTCS B MpeoOpa3oBaH-
HOM BHJE (HampuMep, MHBEPTUPOBAHHOM WM IMKIMYECKH CIBHHYTOM)
TaK, YT00BI IPeoOpa30BaHHBIN B HE COJIEP)KANI ONTACHBIX 3HAUCHHH;

—  BOCCTaHOBJICHHME 3HA4YCHUS OIlEpaH/a ITyTeM BBIIIOJHEHHS 00-
paTHOM omepanuy — TOH, KOTOpas MUCIIOJIb30BaNach Ul ero npeodpasoBa-
HUS;

—  BBINOJIHEHHWE PETHCTPOBOH (POPMBI OPUTMHAIBHOW MHCTPYKLMN
C OpPUTMHAJILHBIM ONIEPaH/IOM.

Ecmu He cymecTByeT aapTepHATHBHON (DOPMBI OPUTHHAIHHON HH-
cTpykmn (Harpumep, nHeTpykuust ENTER), To mponsBoauTcst momomHeHne
CO CTOPOHBI MEHBIINX aJPECOB 3AIIUTHBIMU MHCTPYKIUSIMH, KOTOpBIE HC-
KITFOYar0T HETPABWIIBHYIO TPAKTOBKY 3alUIIaeMOil HHCTPYKIUH. JlomomHu-
TEJIHO HEOOXOJMMO YUUTHIBATH OCOOCHHOCTH:

—  He JUIi BCeX MHCTPYKIMU ONMacHOe 3Ha4eHHE BXOJMT B 001acTb
JomycTuMmblx 3HaueHud. Hampumep, nmpusenennas uHcTpykuus ENTER
IPUHUMAeT B KadyecTBE apryMEHTOB JBa HEMOCPEICTBEHHBIX OINEpaHAa.
OrnacHoe 3HaYeHHE HE MOXKET COZIEpKaThCsl B MIajmeM Oaite nepBoro
onepaHja, Tak KaK 3TO HapyllaeT BelpaBHHMBaHUe. Kpome Toro, omacHoe
3HaYeHHE He MOXKET COAEP>KaThCsl BO BTOPOM OIEpaHfe, Tak KaKk ero Mak-
CHMaJIbHOE 3HAa4YEeHHE cocTaBisieT 32. MaJoBepoATHO, YTO OIACHOE 3Hade-
HHe Oyner conepkaTbcs B CTapuleM OalTe MEpBOTO OMEpaHnAa, TaK Kak
(peiiMbr cTeka pasmepoMm B 32 kbaliTa mpeacTaBiIsIOT peAKocTh. Bepost-
HOCTH TOSIBIICHHS CHM)KACT TO, YTO OIACHBIE 3HAYCHUS COCTABISIOT 2 U3
255 BO3MOXKHBIX 3HAUCHH CTapHiero OaiTa MepBOTO OMEpaHnaa, M TO, Y4TO
KOMITWJIITOPEl B IIPUHIMIE HE HCHOJNB3YIOT TaKWe WHCTPYKIHMU (U4TO HE
cy’aeT 001acTh MPUMEHUMOCTH OTHOCHTEIBHO YKa3aHHON B TPEThEM pa3-
niene);

—  BTOpas W TPEeThs HaWJCHHBIE MHCTPYKIUH, HE MMEIOIINE allb-
TepHaTHBHOM peructpoBoit popmbr (LWPINS u LWPVAL), mpuMeHHMBI
TOJIBKO Ha 3Tane Npo(UINPOBAaHUS NPUIOKEHUS U B TEHEPUPYEMOM KO
KOMITIJIITOpA HE BCTpedaroTcsl (Y4TO He CyKaeT 00JacTh MPUMEHUMOCTH
OTHOCHTEJIFHO YKa3aHHOW B TPEThEM paszfiesie);

—  WHBIX MHCTPYKIHMH, MOMHMO MNEPEYUCICHHBIX TOJBKO ¢ (op-
MO, UCTIOJIB3YIOIIEH omepan, coriacHo gokymenrtanuu [4, 19], ve cymue-
CTBYET.

ITouck CymecTBYIOIUX PEIIEHHH, MO3BOJSIOMIUX ONPEIEINUTh UC-
MOJIb3yEeMBbIE TIPOrPaMMON pecypchl MPOIECCOpPa, MOKa3aj, YTO CIUHCTBEH-
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HOW MyOJIMYHO TOCTYIHOW peanu3aruen spisercs [21], npuHOuI onmcaH B
[22]. Aranu3 nmaHHOTO pemIeHHs IOKa3as, 4To OHO He yumThiBaeT BUII,
BCJIEJCTBHE Yero KaXKABI BBI30B MOANPOTPAMMBI MPHBOAWT K IOMETKE
BCEX PETUCTPOB KaK MCIONb3YEMBbIX, YTO BEJET K HEBEPHON OLICHKE COCTaBa
UCTIONB3YEMBIX PETHCTPOB. BBIIO MPHHATO pelleHne pa3padoTaTb HOBBIN
aJTOPUTM OTIpeeNIeHUs] CBOOOHBIX pecypcoB, yuanuTthiBatonmii BUIL. Tlepex
(OpMyIHpPOBAaHUEM aNroOpUTMa pPAaCCMOTPUM TEOPETUYECKHE CBEICHMS,
HEOOXOANMBIE ISl 3TOTO.

s onpeneneHust CBOOOIHBIX PECYpCOB IIpolieccopa HEOOXOIUM
aHau3 TOJHOM MOoCIeN0BaTeAbHOCTH MHCTPYKLUI MOANpOTrpaMMBbl, B KO-
TOPOM HAaXOAUTCA MOAJIEkKAIasl 3alUTe MHCTPYKIHUSI. DTO CBA3aHO C TEM,
YTO psA PETUCTPOB HUCIONB3YyeTCs JOCTAaTOUHO PEJKO U IpU aHaIU3e He-
MIOJTHOTO COAEP’KUMOTO IOAIPOrpaMMBI MOXET OBITh CIENaH HEBEPHBIN
BBIBOJI 00 OTCYTCTBHMH MX HCIIOJIBb30BaHWA. AHAJIN3y MOAJIEKAT BXOTHBIE U
BBIXOAHBIC apIYMEHTBI HHCTPYKINH IS ONPENEICHNS PETHCTPOB, KOTOPHIE
MOTYT OBITh 3a/IeHiCTBOBaHBI B MOANGHUIMPOBAHHOM y4acTKe U HE MOBIHA-
10T Ha 9KBHBAJICHTHOCTH BBIYHMCICHHH. PErncTp MOXXeT cunMTaThCsi CBOOOA-
HBIM, €CITH COJeprKalleecs B HEM 3Ha4€HHE He MOXET OBITh NCIIOIB30BAaHO B
JAIbHEHIUX BBIYMCIEHUSIX. Tak Kak OMHCAaHHBIE BBIIIE MEPHI ONEPUPYIOT
pETUCTpaMu LENUKOM, TO AJISL TOTO, YTOOBI PETHCTP CUUTANICS CBOOOIHBIM,
JIOJDKHBI OBITH CBOOO/IHBI BCE Pa3psiibl perucTpa.

IIpumep: 3HadeHHE, coepIKallIeecs] B PETUCTPE MOCIIe CUUTHIBAHUS,
B JajJbHEHIIEM He CUUTHIBACTCSA MOBTOPHO, & BMECTO 3TOTO Iepe3alrchiBa-
eTcs JpyruM 3HaueHueM. [IpuBeeHHbIN NpUMep ITOKa3bIBaeT, YTO HE0O0X0-
JIIMO paccMaTpuBaTh CBOOOIHBIE PECYPCHI CTPOTO ¢ TOYKH 3pPEHUs LIaroB
BBITIOJTHEHHS TIPOTPaMMBI (TO €CTh CBOOOJHOCTh pecypca MOXET OBITh BbI-
SIBJICHA TOJIBKO JIUISI THana30Ha KOHKPETHBIX HHCTPYKIMi). YuuteiBas BUII,
MaKCHMaJlbHbIM YYacTKOM aHajli3a pa3yMHO BBIOpATh IOJIPOrpaMMy.
IMoamporpaMma npencraBiseTcs B BUIe HAOOpa JIMHEHHO MCIIOTHSIOMINXCS
y4acTKOB Koaa — 0a30BbIX Os0koB (anee — bb), mepexoasl Mexay KOTO-
PBIMH OCYHIECTBIIAIOTCS cornacHo I'TIY.

OmpenesneHre CBOOOTHOCTH pecypcoB B pamkax bb (To ecth xorma
MOCTIEIOBATENbHOCTD BBITIOHEHUS JIETEPMUHHPOBAHA) SIBISCTCS TPHUBH-
anpHOM 3amavei. Ilpn HeoOX0ANMOCTH OIIpeesIeH s B TPaHUIAX OOJBIINX,
gem bb (Hampumep, npu HEOOXOIUMOCTH BCTaBKHU IEpe]] EPBOM HHCTPYK-
nueit bb), Heo6XoaMMO yUUTHIBaTH BCE BO3MOJXKHBIE IIEPEXObI Ha BCE pac-
cmarpuBaeMble bb (ecim qocToBepHO He ompeneneHo, YTo BO3MOXKEH TOJb-
KO OJIMH BapHaHT IEPEX0/1a).

Ecmu B Xone aHanM3a HCHOJB3YEMBIX PECYPCOB BCTPEHAIOTCS HH-
CTPYKLIMH, CO3JIAIOLINE CTOPOHHUE 3((PEKTHI, TO BO3MOXHBI CIEIYIONINE
BapUaAHTbI ACHCTBUIA:
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—  TIpH aHaJu3e MHCTPYKIMH BBI30BAa MOINPOTPaMM H3 COCTaBa
3aIIUIAeMOTO MPHUIOKEHNs To/bkKeH ObTh yureH BUII xax MakcmmansHO
OTPaHWYMBAIOIINK COCTaB cBOOOMHBIX pecypcoB. BUII ompenenser, u3 ka-
KHX PETHCTPOB CUHUTHIBAIOTCA NAHHBIC, B KAKHE PETHCTPBI 3aIMHCBIBACTCS
pe3ynbTaT UCIIOJIHEHUS, KaKHE COXPAHSIOT CBOE 3HAUYEHHE M Kakue OyayT
UMETh HEONpPEJCIICHHOE 3HAUYCHWE B PE3yNbTaTe BbI30BA IOAMNPOTPaMM.
[Tpn HenocTaTKe pecypcoB MOXKET OBITH NMPOBENCH JIONMOJHUTEIBHBIA aHa-
JIN3 UCIIOJIb30BaHMS PETUCTPOB B Hauasle U B KOHIIE BHI3BIBAEMON MOAMpPO-
rpamMMebl. Eciin cOOTBETCTBYIOIINE peECypChl HAXOSITCS B CBOOOHOM COCTO-
SIHUM, TO JIOJDKEH OBITh ClieJIaH BBIBOJ O TOM, YTO OHHM CBOOOJIHEI, JIO U I10-
CJle BbI30Ba aHAIM3UPYEMOH BBI3BIBAEMOM HOAIIPOTrPaMMBI;

—  eclOM Ul CHCTEMHBIX BBI30BOB M BBI30BOB OHMOJIMOTEYHBIX
¢yakunit He omnpeneneH BUIL, momkHO OBITH MPUHATO YTBEPXKICHHE, UTO
MOIU(MUIMPYIOTCS BCE PETHCTPOBbIE pecypchl. Ecnu 3HaueHns Kakux-nmubo
pecypcoB JOKHBEI OBITH COXpPAaHEHBI B MHTEPECAX CHUCTEMBI 3aIUTHI, TO O
WCTIOJTHEHUSI OHM JOJDKHBI OBITH COXpaHEHbI (HE 00A3aTEIbHO HENOCpes-
CTBEHHO MEpe]l BBI30BOM) M BOCCTAaHOBIICHBI Ha CIEAYIONMIEH MHCTPYKIIWH,
mocje cosnaroieii croponnue 3gpdextel. Beneactsue toro, uro B padore
yuutbiBaercs BUII, 310 naer anpuopHyo HHGOPMALMIO 00 HUCIIOJIB3yEeMbIX
pecypcax. DTO MO3BOJIIET COXPAHATh TOJBKO HEOOXOIUMBIE PECypChl, UTO
CHUXKAeT HaKIaJHble pacxoipl. JlId psia cuTyaluil COXpaHEHUE 3HAYCHUM
HETIOCPEICTBEHHO Iepe]] UCIOJHEHUEM SIBISAETCS HEJOIyCTUMBIM, TaK Kak
HapylaeT 3KBHUBAJCHTHOCTh cOoCTOSHMNA. Hampumep, paccMoTpumM coxpa-
HEHHE E€AMHUYHOTO BOCEMHOANTOBOTO 3HAUEHHS HETIOCPEICTBEHHO Iepen
nHcTpykuuedt CALL, xoTopast mepenaeT ympasieHHe Ha TOATPOTPaMMY CO
CTaH/IAPTHBIM IIPOJIOTOM, KOTOpas NPUHUMAET apryMEHTHI 4epe3 cTeK. To-
raa agpec RBP-185 Oyzmer yka3eiBaTh BMECTO IEPBOTO apryMeHTa Ha CO-
XpaHEHHOE 3HAY€HHE, YTO HAPYIIUT SKBHBAJCHTHOCTH Iporpamm. Takas
mpobJeMa acCOIMMPOBAHA CO CTEKOM, TaK KakK KOJ IPOTPAMM COJIEPKHUT
MaccoBO pabOTy IO OTHOCHTEJIFHBIM aJpecaM IpHU Iepeiadye apryMeHTOB U
XpaHEHHH JIOKAJIBHBIX NIepeMEHHBIX. be3omacHb! 11 moMeIeH s 3HaueHUH
B CTEK TOJIbKO YYaCTKH HOZNPOTrPaMM JIBYX BHJIOB: a) MOCJIC BBIICICHHS
BCEX JIOKAJIbHBIX NIEPEMEHHBIX U JI0 BBIJCIICHNUS MIEPBOTo 0JIOKA apryMEHTOB
JUIsl BBI30Ba BJIOKEHHOW MOJIPOIPaMMBbI, a Takxke 0) 1mocje BOCCTaHOBIIE-
HUSl CTEKa, CJIEAYIOIIEr0 3a BBI30BOM MOANPOTpaMMbI U MOMELICHUEM B
CTEK apryMEHTOB JUIA CIIEyIOIeH IOIpOrpaMMBL.

Ecimm  MoanumupoBaHHBIA y9acTOK TpeOyeT CIerugIIecKoro
Ha0bopa pecypcoB, M OHM Ha YIaCTKE BCTABKU HE SBIAIOTCS CBOOOAHBIMH, TO
OHH JIOJDKHBI OBITH C(HOPMHUPOBAHBI ITyTEM COXPAHEHHS TEKYIIMX IEIEBBIX
3HAUEHHWH B MPOJIOTe MOAN(HUIMPOBAHHOTO yJacTKa M BOCCTAHOBJICHHS B
snmtore. [lpumepom siBnsiercst nHetpykuuss RDTSC, kotopast 3anuceiBaet
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pe3ynpTaT cBoe pabOThl B (PMKCHPOBAHHBIE PETHCTPHI, YTO MPHUBOAWUT K
0e3B03BpaTHON TOTEPE COACPIKAIIMXCS B HUX IEJIEBBIX 3HadeHWi. Teope-
TUYECKH, BO3MOKXHBIM BAPUAHTOM SABJIATIOCH OBl COXpaHECHUE 3HAYEHHUH BCEX
pPErucTpoB (HampuUMep, MOCIea0BaTeIbHOCTRIO omepanuii PUSH wmn uH-
crpykipeir PUSHAD mist 32-pa3psaHOro pekuma), HO 3TO CYIICCTBEHHO
MIOBBIIIIAET HAKJIAIHBIE PACXOAbl. A ¢ y4€TOM MacCOBOW BCTaBKH KOJA IS
3alIUThl MHCTPYKLHMS BO3BpaTa 3aMeUIsieT MporpaMMy TapaHTHPOBAaHHO
HeNpHeMIIEMBIM 00pa3oM.

Heo0xoanMo 0TMETUTB, Y4TO B aHAJIM3E pecypca MaMsTH B Ipejiara-
€MOH cHrcTeMe 3alUThl HeT He0OXOIMMOCTH, BCIIEICTBHE YEro JaHHbBII BO-
IIPOC HE pacCMaTPHUBAJICS.

HemnocpenctsenHoe omnpeeneHne cBOOOJHBIX PECypCOB, BO-TIEPBBHIX,
CBOIUTCS K ONPEACIICHUI0 PETHCTPOB, 3aIMCh B KOTOPHIE HE NPHUBEACT K
HapYIICHUIO KBUBAJICHTHOCTH COCTOSHUI MPOTPaMMBI, a BO-BTOPHIX, 3aITH-
CaHHBIC B MHTEpECaX CHCTEMBI 3aIUTHl 3HAYCHHS HEe OyIyT MOBPEKICHH B
XOJIE BBIYMCIIEHUH LieaeBol nporpaMmbl. Ha 0CHOBE aHHBIX YTBEP>KIEHUI
MOJKHO C(OPMYITHPOBATh KPUTEPHI OTHECEHHS PECYPCOB K CBOOOTHBIM:

—  perucTp cumraeTrcs cBOOOIHBIM JI0 MHCTPYKIWH, KOTOPAs MpO-
U3BEJIET 3aIlUCh B HETO;

—  €CJIM IOCNe 3alHiCH 3HAUYe€HUE U3 PErHCTpa He CUMTHIBAETCS IO
BBIIIOJIHCHUA HOBTOpHOﬁ 3alrcu, TO PErucTp AOJIKCH paCCMAaTPpUBATHCA KaK
CcBOOOMHBIN C MOMEHTa TepBOii 3amucH. [Ipu 3TOM cama mepBas omnepanus
JTOJDKHA CYUTATHCS M30BITOYHOM B YaCTH MOTU(PUKAIIMK PETHCTPA;

—  Ioclie TIOMEMICHHS B PETHCTP HEONPEOCIICHHOTO 3HAYCHHS
(HampuMep, Tmociie BO3BpaTa W3 MOANPOrPAMMBI B HECOXPAHIEMBIX PETH-
ctpax, corimacHo BUII) oH cunraeTcs CBOOOIHBIM A0 3allMCH B HETO 3HaYe-
HUSL.

Momudukanus cBOOOTHBIX PETHCTPOB HE BIHMACT HAa BBIOIHCHHE
mporpaMMel. BenencTBre 3Toro ux MCIoib30BaHUE B paMKaX KOJIa CHCTEMBI
3alIUTHl TApPAaHTUPOBAHHO HE MOJU(PHULIUPYET AaJrOPUTM OPUTHHAIBHOU
MporpaMMBl.

CocTosiHHE OJTHOTO PErHCTpa HE BIUACT HA COCTOSHHE Apyroro. To
€CTb UCIIOJIb3YEMBIC PETUCTPHI ONPEACTIAIOTCA MAalllMHHBIM KOAOM U HE CBA-
3aHbl C pE3yJIbTaTaMU BI)I‘[I/ICJ'[CHI/Iﬁ, TaK KaK apXuTCKTypa KOMaHI HE
IpeaycMaTpUBaeT HEeNpsiMOe YKa3aHHe PerHCTPOB-ONepaHaoB. Beiencraue
3TOTO TOMCK CBOOOJHBIX PECYpPCOB IOIYCTUMO HPOBOAWTH JUIS KaXKJOTO
perucTpa He3aBUCUMO. JlanbHelllee onrcaHue NpUBEIEHO Al OAUHOYHOIO
perucTpa, A MONXydYeHHs MOJHOM MH(opManuu npouexypa HOBTOPSETCS
JUISL BceX HEOOXOINMBIX PETUCTPOB.

[TycTp ananusupyemas MoJIporpamMma COCTOUT U3 Habopa MHCTPYK-
muid fj, 1 <j < n, roe N — KoMuecTBO HHCTPYKIMIA B nioanporpamme. [epen
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OTIpEJIeTICHUEM COCTOSIHHS PECYPCOB BBIMIOJIHUM IIOJATOTOBHUTENbHbBIE ONIepa-
nuun. CorflacHO IOKyMeHTanuu Ha mpoueccop u BUII, onpenenum st kax-
noit fj, ABNsA€TCS JIM aHAM3UPYEMBIi PETUCTP BXOAHBIM apryMeHTOM (4nTa-
€TCs1), M 3aMHuIleM pe3yabTaT B MaccuB RI pazmMepoM N, MHIEKCHI 3JIEMEHTOB
KOTOPOI'0 COOTBETCTBYIOT MHJIEKCAM MHCTPYKIMiA. BBIMOIHIM aHaIOTHYHOE
OIpeJelICHHEe C TOYKU 3PEHHs TOTO, SIBISIETCSI JIM PETHCTP BBIXOAHBIM, U
3anunieM pe3ynsTar B MaccuB RO. DieMeHTs MacCHBOB MOTYT IIPHHUMATh
snauenwus: ucrnonn3yercs (Y), ve ucnonssyercst (N), ve onpenenen (U). Pe-
3yIbTaT ONpEJeNieHns 3amuchiBaeTcs B MaccuB RF, mMerommii anamorund-
HBII pa3Mep, SJIEMEHTHI KOTOPOro MPUHUMAOT 3HaueHus: cBobomeH (F),
zauat (U).

BUII ompenenser mopsiok mepenaydl apryMeHTOB, HO HE BCE HC-
MOJNB3yeMBIE JUI 3TOTO PETHCTPBI MOTYT OBITH 3ajeiicTBoBaHBI. s Mx
OTIpEZICTICHUsT MOXKET OBITH JINOO MPOBEIECH aHAIU3 BBI3BIBAEMOW IOIIIPO-
rpaMMbl, TH00 TPOaHATM3UPOBAHA CEMAHTHKAa MHCTPYKLHUH MOIIpOrpam-
MBI [Ipy BTOpOM NOAXO/AE BCE MHCTPYKIMU MEXKIY 3alUCHIBAIOLICH B pe-
THCTP HEOTPENCICHHOE 3HAaUYCHWE M MOTEHIMAIBHO CUUTHIBAIOIIEH €ro B
Ka4yeCTBE apryMEHTa BBI3BIBAEMOH ITOJIIPOrPaMMBI JOJDKHBI OBITH IIOMEYe-
HBI KaK He HCNoJb3ytomue peructp. s atoro BBoautcs maccuB RR pas-
MepoM N, 3HaAYEHUS] KOTOPOTO NMPUHUMAIOT 3HAYEHHsI: HHCTPYKIMS Npe/iie-
creyeT ureruro (Y) win Het (N).

Jlns mpoBeneHus aHanuza HeoOXomumbl cBenenus o ['TIY moampo-
rpaMMbl. MHOXKECTBO HHCTpYKIHii pazouBaetcs Ha BB by = (juk, jek), TAC Jp 1
Je — MHOEKCH TIepBo# 1 nocneaueit uactpykun bb, 1 <k < ny, ny — gucio
Bbb. llns Bb onpenensitorest cBs3u MEXAY HUMH (JUIS1 K&KIOTO OMpeaesseT-
cs mepedeHs, ceputaromuxces Ha Hero bB). Taxke ompenensercs nepedeHs
SMUIIOTOB, KOTOPHIMM 3aKaHYMBACTCSl BBIMOJIHEHUE aHATM3MPYEMOW IOX-
nporpammel, E = {ey, ... , en}, rie € — Homepa BB, BKIIroUaroIme SIuIOrH,
a M — YHCJI0 MMIIOTOB B mojamporpamme. s ydera mopsaka o6paboTan-
HBIX OJIOKOB Hcnosb3yercs maccuB PBB pasmepom Ny, 3meMeHTs KOTOpOro
NIPUHUMAIOT 3Ha4YeHus: oopadoran (P), 3atutannpoBaH Kk 00padoTke (S), He
obpabotan (U, 3HaueHHE IO YMOIYAHHIO).

Pa3paboTaHHbIi anropuT™M oOmpeneneHnus CBOOOJHBIX PECYpPCOB C
yuerom BUII npusenen Ha pucyske 2.
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RF[1] := ecam peructp, cornacuo BUII, Heronb3yeTcst Kak apryMEHT HIIH ero
@ 3HAYEHHUE JI0JDKHO ObITh COXPAHEHO, TO «3aHAT». Haye «cBOGOACH»
Jlns kaxaoro k
13 MHOXKeCTBa E
PBB[K] := P

JUi1st cepUTaroImmxcest
0JIOKOB YCTaHOBUTb B
PBB cocrosHue S

Ecnu peructp, cornacao BUII, ncnone3yercs u1st Bo3BpaTa 3HaYE€HHUS WK ‘

€ro 3HaYCHHE JIOJDKHO OBITh COXPAHEHO, TO RF[jEk]::F. Mnaue RF[jek]::U

J=Jek o ok <

TIPUCYTCTBYIOT
9IIEMEHTBI C
3HA4YCHUCM

S?

Kk := ungexc
@ 9IIEMEHTa, Y
KOTOPOT0o

cocrostaue S

orET
Ha

Puc. 2. AnroputMm ornpeziesieHust CBOOOIHBIX PECYpPCOB

RO[j] == Y2

B pesysbTrare BBINONHEHMS AJISL KaXKA0TO PErHCTpa YKAa3aHHOTO ai-
TOpUTMa KaXJOH MHCTPYKIHMH aHAJIM3UPYEMOH IOAIpOrpaMMbl OyaeT co-
IIOCTaBJICH IIePeYeHb CBOOOIHBIX pecypcoB. i onmacHOM MHCTPYKIMU OH
UCTIONB3yeTCs Ui (GOPMUPOBAHUS SKBHBAICHTHON 3aMCHBI.

IIpyu omycaHHOM BHIIIE TIOPSAKE BBI3BIBACMBIE ITOIIIPOTPAMMEI pac-
CMAaTPHUBAIOTCS KaK «4EPHBII SIIUK»; BEIIBUTAIOTCS IIPEATIONIOKEHHUS O TOM,
4TO VIS Iepefadyd apryMEeHTOB M BO3BpaTa 3HAYCHUH HCIIOIB3YeTCS Mak-
CHMaJbHO BO3MOHBIN cOCTaB perucTpoB B pamkax BUII. CoctaB BXOAHBIX
1 BBIXOJIHBIX PErUCTPOB JUISl BBI30Ba MOANPOrPaMMBI MOXKET OBITh YyTOYHEH
pU HEOOXOJUMOCTH (HarpuMep, NPH HEJOCTaTKe CBOOOJHBIX PECYpCOB)
IyTeM aHali3a COJAEPKMMOTO BbI3bIBAEMOW MoAnporpammsl. [lopsaok Ta-
KOT'0 aHaJlu3a COBIAJAeT C ONMCAHHBIM PaHee, a CBEJICHUSI O CUUTHIBAEMbIX
U MOJM(HUIUPYEMBIX Pecypcax BbI3BIBAEMOH MOJIPOrpPaMMbI HHTEPIIPETH-
pyroTcst Kak 9 (GEeKT OT BBITOJIHEHNS HHCTPYKIMH BBI30Ba OAPOTPAMMEL.

OTcyTCTBHE K€ UCIIONB30BAHMS pecypca B paMKax BCeX HHCTPYKLMI
HPOrpaMMbl CBHIETENBCTBYET O TOM, YTO JIFOOBIE ONEpaniy ¢ HUM He I10-
BIMSIFOT HAa SKBHMBAJICHTHOCTH NporpamMM. Ecim umMeercs ampuopHas HH-
dopmanus 00 OTCYTCTBHH HCIOJIB30BaHUS pecypca B paMKax Kona Ipo-
rpaMMbl U HE BXOMIIIMX B COCTaB NPOrpaMMbl OHMOJMOTEK (Hampumep,

298 WHdopmaTrka n asTomatuzaums. 2022. Tom 21 Ne 2. ISSN 2713-3192 (neu.)
ISSN 2713-3206 (oHnavH) www.ia.spcras.ru



INFORMATION SECURITY

BCJIC/ICTBME OTPAHUYCHUN Ha COCTAB HCIIOJB3YyEeMbIX KOMIIMJISATOPOM HH-
CTPYKLIUH) MM TapaHTHH OTCYTCTBHS MOIAM(DHUKAIMH, UCIOJIB3YyEeMbIX CH-
CTEMOW 3alUThl PECYpPCOB CHCTEMHBIMH OHMOIMOTEKAMH M CHCTEMHBIMH
BBI30BAaMH, TO OHA JJOJDKHBI OBITh YYTECHA JUIS CHIDKCHHS BPEMEHH aHAIN3a.
ATIpHOPHO HE HCIOJIb3YEeMbIE PECYPCHI IOMEYAIOTCS CBOOOIHBIMH.

5.3. Uckini0o4yeHue JaHHBIX U3 COCTABA HCHOTHUMON maMaTu. s
peanM3aniy TOW Mephl 3allUThl HEUCIIOIHAEMbIC TaHHBIC JTOJDKHBI OBITH
UCKJIIOYEHBI W3 NEpevHs] UCIOJHUMBIX obnacted. Tornma copepxammecst B
HHUX OalTBl C ONACHBIMHM 3HAYEHUSIMU HE MOTYT OBITH HMCIIOJIb30BAaHBI aTa-
KYIOIIMMH KaK TajpkeThl. s onpeneneHust aTpuOyTa UCTIOITHUMOCTH TIPH-
Mmensietcs TexHosorus «NX-bit». Ona mo3Bonsier paspemratb HUCIONTHEHUE
WHCTPYKIMH TOJBKO JJIsl KOHKPETHBIX y4acTKOB IpOrpamMM (Kak MHHUMYM
y4acTKa, coJepiKallero MaluHHBIN kox). [lepedeHp MCIONHUMBIX ydact-
KOB COJICP)KUTCS B 3aroJIOBKe 00pa3a MporpaMMBl.

Enuanneil ykazaHusi aTpuOyTa HCIIOJIHIMOCTH SIBISICTCS CTPaHHULA
mamaTH (B THIIOBOM cirydae pazmepom 4096 6aiit). s Toro 4ToOBI B HC-
MOJIHUMYIO NaMsATh He OBUIM BKJIIOYCHBI JaHHbBIC, PHUMEHSCTCS BHIPABHU-
Banue. [lepes y4acTKOM KOZa ¥ MOCIIE HETO IOMEIaeTcsi MacCuB OalToB €O
3HAYEHHUSIMH, KOTOpPBbIE HE MOTYT OBbITh NPHUMEHEHBI B COCTaBE I'a/IKETOB.
Pazmep maccuBa BbIOMpaeTcsi Tak, YTOOBI ajpeca Hayana U KOHI@A HMCIOJ-
HUMOTI'O Y4YacTKa MaMsTH ObLIM KpaTHBI pa3Mepy CTpaHMIBl. B kauectBe
3HaueHHu O0alToB ucnoib3yeTcs «OXCC», Tak Kak neperada Ha HUX yIpaB-
JICHUs BBI30BET OTIIAJI0YHOE TpephIBaHue. VcxomHast CeKIys, BKIIOYaromas
JaHHBIC 10 MCIOJHMMOTO KOJa, CaM HCIIOJHUMBIH KOJ W JaHHbBIC MOCIe
HEro pasOHMBAaIOTCSI HA TPHU COOTBETCTBYIOLINE CEKLUM, NPUYEM HCIIOJIHU-
Mo (6ut NX cOpoiiieH) sIBISIETCS] TOJIBKO BTOPasL.

6. IporpammHas  peanm3auus. I[lpeanaraeMele pelieHHs ObUIH
anpobupoBansl Ha OC Debian 9, otHocseiicst k cemeiictsy GNU/Linux.
Hannast OC ucnons3yer BUIT «ABI Linux-AMDG64» [24]. Ins peanu3auuu
MPOrpaMMHOMN pean3aliy ucIonb3oBaiack cpeaa QtCreator, komnumsitop
gcc 6.3.0.

OO0mast apxUTeKTypa mporpaMMHoro cpeactaa (nanee — I[1C) mpuse-
JieHa Ha pucyHke 3. 3aMMCTByeMbIe B paMKax JaHHOH paboThl KOMIIOHEHTBI
o0ecreunBaT aHajIu3 CTPYKTYPBI U CBSI3€il MPOrpaMMBbl, a TakkKe BOCCTa-
HOBJICHHE KOPPEKTHOIl CCBHUIOYHON CTPYKTYpbl C YYETOM [00aBJISEMOro
KOJIa CHCTEMBI 3aIlUTHL. AHAJIU3aTOp MOANPOrpaMM oOecIieunuBaeT ornpee-
JICHWE TPaHHMI] MOJIPOTPaMM M MX NapaMeTpOB, TAKHX KaK: I'PaHUIbI IIPO-
JIOTOB | SIMJIOTOB IOJNPOTPaMM, BBIIEIIEMOE B CTEKE MECTO IO/ COXpa-
HSIEMBIE B X07ie pabOoThI MOANPOrpaMMBI PETHCTPOB M JIOKAJILHBIE TIEPEMEH-
HBIE. AJITOPUTM ONpE/ICJICHHs] pecypcoB NpuBeeH paHee. Jlornka GpyHKIM-
OHUPOBAHUSI CPECTBA MOMCKA ONACHBIX YUYaCTKOB OIMCAHA paHee.
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AHau3aTop MOANPOrpaMM H UX Omcanne
SammeTByeMbE apaMeTpoB 1 HCTIONb3yeMbiX |  moanporpavm
KOMITOHEHTBI DECYDEOR
Opurinansra | | p| Ana3arop GouHo- Tepeuens BB u Cpexnctso norcka
nporpamma || CCHUIOYHOM CCLUIOK OTACHBIX YYACTKOB I10
- | CTPYKTYphI 3aJaHHBIM KPHTEPHIM
| Moznyns
ammmensas | | (opMIpoBaHHs v _
nporpamma (45 —|MoANGHUIPOBaHHOTO (€ Habop ncnpaBne nuit
I npuioKeHmic | <1 Bb u ccpuiox
| yIeTOM KOppekumii | |

Puc. 3. Apxurekrypa I[1C

s obGecriedenns aBromatiudeckoro tectuposanus 11C ans ympas-
neHust ObUT BRIOpaH MHTEp(dElc KOMaHIHOW CTPOKH, a JJIsS BBIBOJA JAaHHBIX
— TEKCTOBOE MpencTaBieHue. [locpenacTBom uHTEpdEica KOMaHIHON CTPO-
KH 33J]al0TCS OCHOBHBIC MMapaMeTphl, TAKUC KaK MMs OPUTHHAIBHOU TPO-
TpaMMBI, UMs BBIXOJHOTO (haiina Ui 3aluCH 3allUIICHHON MpOTpPaMMEI,
BHJI HCITOJIb3yeMOT0 McTouHMKa K|, TeTaaTbHOCTh BRIBOJIUMON JHATHOCTHYC-
ckoit mHpopmaruu. s OTpaXeHUs YCICNIHOCTH NPHUMEHEHUS CHCTEMBI
3alllUThl UCHOJIB3YETCS KOJl 3aBeplieHus mpouecca (0 B ciiyyae ycrexa,
WHauYe 3HAYCHHWE, YKa3bIBAaroIllee Ha 3Tal, BBI3BaBIIWIA cOoil). B koHCONB
BBIBOJHTCS JWAarHOCTUYECKas HMH(OpMAIWsl C HACTPAaUBAaCMBIM YpPOBHEM
netanm3anmy. Hanpumep, BRIBOIUTCS HH(OPMAIHUA O CETMEHTAX U CEKIUAX
OpHUTHHAIILHON TporpaMMmebl, bb, ccpiikax, HabmeHHBIX O3, Togmporpam-
Max, a Takke 00 omepanuax no (GopMUPOBAHHIO 3AIIUIIEHHON POTPAMMEIL.
IIpu cboe paGOTHI BHIBOIUTCS AWATHOCTHYECKas MH(OpMAIs IS ycTpa-
HEHUS TIPOOJIEMBI.

Jlis peanu3aiy 3aIUTHl SIIJIOTOB HCIIONB3YIOTCS BCTABKH, MPEI-
craBieHHble B TaOmuie 3. [IpuBeseH mpuMep MPH KCIOIH30BAHUU WH-
crpykuur RDRAND. 3amure mojyiexaT TOJIBKO MOJIIPOTPAMMBL, XOTS Obl
OJIMH SIUIIOT KOTOPBIX 3aKaHuuBaeTcs MHCTpyKiuer RET (ae Bce mommpo-
IpaMMbI 3aKaHYMBAIOTCS TAKUMHU MHCTPYKIUsMu). Kol mpUBeICHHBIX BCTa-
BOK He comepxur O3.
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Ta6yma 3. BcTaBky kKoJa UTsl 3aIUTHI IITaTHBIX HHCTPYKIUI BO3BpaTa

Mecrto Muemonunyeckoe | baiiToBoe npexncras- [Tpumeuanue
BCTaBKH IpecTaBICHHE JICHHE, NIECTHAIIIL.
B wmecre | rdrand r10 49 OF C7 F2 X — cMemeHue 10
3aBepire- | movd ril , | 664D OF 7E F3 anpeca BO3BpATa;
HUS Tpo- | Xmml4 4D 31 13 CBOOOIHBIE
JI0ra xor  [r11],r10 4153 POH - R10 u R11,;
push rll 4C 8D 9C 24 XX | mns XpaHEHUsS TeKy-
lea r11 , | XX XX XX ero KIoYa M ajpe-
[rsp+X] 66 4D OF 6E F3 ca BO3BpaTa BBIOpa-
movd xmml4, | 4D 3113 HBI HE UCIIOJIb3yeMbIe
ril 66 4D OF 7TEFB B IpOrpaMMe pEeru-
xor  [r11],r10 | 4D 31 D3 CTPBl  paCIIUPCHUS
movd ri1 , | 4153 XMM15 u XMM14
xmm15 66 4D OF 6E FA
xor rll,r10
push  rll
movd xmm15,
rio0
Tlepen pop r9 4159 Peructper R8, R9
smmioroM | pop 8 4158 CcBOOOTHBI epexn
movd xmm14, r8 66 4D OF 6E FO HavaJIOM SITAJIOTA,
coraacHo BUIT
[Tepen movd r1l, | 66 4D OF 7TE FB Peructp R11 Takxe
MHCTPYK- | Xmm15 4D 3118 cBOOOJICH K 3aBep-
umeit RET | xor  [r8], r1l1 4D 31 D9 ICHUIO HOAMPO-
xor r9,rll 66 4D OF 6E F9 rpaMMbl
movd xmm15,r9 | 4C311C24
xor  [rsp], r11
B wnauane | rdrand eax OF C7 FO IMoamporpamma
IO IIIPO- push rax 50 _start we Tpebyer
TpaMMBbI movd xmml4, | 66 4C OF 6E F4 3QIIMTEl, TakK Kak
_start rsp 66 4C OF 6E F8 3aKaHYMBACTCA  WH-
movd xmm15, crpykuueit HLT
rax

Amnanu3 BCcTaBisieMoro mepen MHCTpyKimed RET-koma mokaspiBaer
ClIeIyIOIMe BO3MOXKHOCTH MHTEPIPETALUK TP Iepelade yrnpaBieHus 3a
YKa3aHHOE KOJIMYECTBO 0aifToB 10 camoit nHeTpyKiuu RET:

- 1 6aiit — nocnenoBarensHOCTh «AND AL, C3» (mectn. 24 C3),
KOTOpasi He MOXET OBITh HCIOJh30BaHA KaK TajpkeT (To ecth OaiiT C3 uH-
TepupeTupyercs Kak 4acth nHeTpykuun «AND» n He MoxeT OBITH HCIION-
HEH);
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— 2 Oaiita — «SBB AL, 24¢; RET» (mectn. 1C 24 C3) — noteHIu-
aJbHO MOXET OBITh HCIIOJb30BaHa KaK I'aJPKET, BBHIMIOJIHSAET BhIYMTAHHE U3
miaamero 6aiita peructpa RAX KoHCTaHTHI 246,

— 3 Gaiita — «XOR [RSP], EBX, RET» — Takas WHCTPYKIHS HE
MOXeT ObITh MCIOJIb30BaHAa KaK raJPKET, Tak Kak He MOJU(UIHMPYeT peru-
CTpPOB, HEOOXOIUMBIX IS BRIYMCICHHUH WM YNpaBJIEeHHs NPOTrpaMMOii, HO
IIPY M3BECTHOM aTaKylolleMy 3HaueHHH B peructpe EBX mosxer ObITh Mc-
MOJIb30BaHA /ISl TIepeiaun YIpaBICHUS Ha JPYroi rajuker (IyTeM 3amucu
Ha BEpIIMHY CTeKa 3HaueHHs Rgagger XOR EBX mpu npenmectsyromem no-
BPEXJICHUH CTEKA);

—  Oonee 3 Oaiir — nepen RET HenmzmenHo Oyner MHCTpyKUuUs
«XOR [RSP], R11», koTopas npeobpa3yeT 3Ha4eHHE aJpeca BO3Bpara Ha
HEH3BECTHOE arakyromemy 3HaueHue (permctp RSP ykaseiBaer Ha ampec
BO3BpAaTa, TaK KaK 3alIMTHBIM KOJ BCTABIICH Nepe] HHCTpyKInehd RET).

ITpn npuMeHEHNN ONMMCAaHHOTO KOMIUIEKCA MEp JaXKe €CIIM aTaKylo-
IIUA TTOJTYYUT BO3MOXKHOCTH BIUATH Ha [TIY (Hampumep, mocpencTBoM
aTak Ha TaOJHIBI BUPTYIbHBIX (DYHKIIHH), TO B €r0 paclopsbkeHuH Oyaet
BCEr0 OJIMH rajpkeT, Biusitomuit Ha POH, He ncnonb3yeMblit Uit epefauu
apryMeHTOB B IIOANPOTPaMMBbI, 1 BO3MOXKHOCTb IIE€peiaBaTh yIpaBieHue Ha
JIpyTHe TaKHe K€ I'aJPKEThl, Yero HeJ0CTaTOYHO JUIsl AKCIUTyaTalluu Ys3BH-
MOCTH, COTJIACHO MOJIEIH aTaKH.

7. JKcnepuMeHTAJIbHASI MPOBEPKAa KOPPEeKTHOCTH M 3¢ deKTHB-
HOCTH NPOrpPaMMHOTO cpefacTBa. [IpemnaraemMblii METOJ 3aIUUTHI BIUSET
Ha CTEK MPHIIOXKEHN, a 111 ROP-aTak na’ke MUHMMaJIbHOE H3MEHEHHUE pac-
MOJIOKEHHSI JITaHHBIX B CTEKE MPUBOJUT K HX HEPaOOTOCIIOCOOHOCTH.
Bcneactsue 3Toro mposepka co CpaBHEHHEM pabOTOCIIOCOOHOCTH 3KCILION-
Ta JJIsl OPUTHHAIBHOTO U 3AIIMIIECHHOTO NMPHIOKEHHS HE ABJIAETCS IOKa3a-
TenpHOH. [IpoBepka paboTOCIOCOOHOCTH 3KCIUIOMTOB TpedyeT pa3paboTKu
OTAEIbHONW METOJUKH M BBIXOJWT 32 PaMKH JaHHOU cTaThu. [IpoBepka Kop-
PEKTHOCTH pealn3allid NPOBOJAWIIACH 10 TPEM HAIPaBJICHHSM: HEH3MEH-
HOCTh JIOTUKH PabOTHI MPOrpaMM, TECTUPOBAaHHE NPOU3BOIUTENHLHOCTH U
yCTpaHEeHHUE MPUTOTHBIX JJIsl IPOBEICHUS aTaK I'aJPKETOB.

Jlyist KOHTPOJII HEM3MEHHOCTH JIOTHMKH Pa0OThl NMPUMEHSUIUCH HPH-
JIOKeHHs (CHHTETUYECKHE TECThI, MPOrPaMMBbl TECTHPOBAHHUS HPOU3BOJIH-
TEJILHOCTH U TIPOrPaMMBbl, CHa0)KEHHbIE MOJYJIbHBIMU TECTAMHM), JJIsl KOTO-
PBIX HCIOJHSIOTCS BCE YYACTKH, JUII KOTOPBIX BHOCHIINCH M3MEHEHUS (3TO
NPOBEPSIIOCh CPEACTBAMHM KOHTPOJIS TOKPBITHSA KOJa TeCTaMHu QJCov).
Bcenencreue Toro, 4To BbIIIE NPHBEAECHO OOOCHOBAHME JKBHUBAJICHTHOCTH
BHOCHMBIX M3MEHEHHUH (TO €CTh OTCYTCTBHS BIIHMSHUS Ha JIOTUKY paboTh),
TO JUTS OIIGHKH KOPPEKTHOCTH HE Ba)KHA BAPHATHBHOCTH BXOJIHBIX JaHHBIX.
HensmeHHOCTh JIOTMKHM PabOThI OLIEHHBAJACh MO HMIACHTHYHOCTH BBIBOAM-
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MBIX ITPOTPaMMOM JaHHBIX NPH OJMHAKOBBIX BXOJHBIX (JUII OPUTHHAIBHON
Y 3alMIIEHHOW TpoTrpamMM) U OTCYTCTBHIO cO0OeB B paboTe. Pe3ynbraTs
MTOKa3al KOPPEKTHOCTh M HEM3MEHHOCTh PabOTHI anropuTMoB. [IpumMepst
9KBUBAJICHTHBIX 3aMEH JJIsl YyCTPAHEHHUs Ta/DKETOB MPUBEACHBI B Ta0muue 4.
JIyist KOHTPOJISL YCTPaHEHUs IPUTOAHBIX Ul MCIIOJIBb30BAHUS Ta/IXKETOB HC-
0JIb30BAJIOCH CpeicTBO MX moncka «ROPgadget» [25]. Axanus nokasai,
YTO BO BCeX 00pabOTaHHBIX IMPOTpaMMax OTCYTCTBYIOT HHBIE TaKETHI,
KpoMe IpHBEAEHHbIX B pasnene «lIporpammHas peanmzaius». [Ipumeps
OPUTHHAIBHBIX U 3aIUIICHHBIX TPOTrPaMM IIPHUBECHEI B MTyOIMIHOM PErio-
sutopuu github.com/Lubkinlvan/zpk/tree/main/examples

TaGJmua 4. HpI/IMepBI 9KBUBAJICHTHBIX 3aMCH ISl YCTPAHCHUSA I'aJI’KCTOB

Conepxu- OmnacHsIit OmacHsIit Conepxu- [Ipumeuanue
MO€ HaMsITH Yy4acToK Y4acTOK 1ocjIe | MOE IMaMsTH
OpHUTHHAIb- | OPHIMHAJb- 9KBHBAJICHT- 3aIlUIICeH-
HOM po- HOM po- HOM 3aMEHBI HOM 1po-
IpaMMBl IpaMMBl IpaMMBI
MOV RCX, | 4889 C1 OmnacHoe
01C2 ADD EDX RAX 01 CA 3HaYCHHE B
EAX ADD  EDX, ModRM
ECX
MOV  RCX, | 4889 D9 Omnachoe
4883C301 | ADD RBX, | RBX 4883 C101 | 3HaueHue B
1 ADD RCX, 1 48 89 CB ModRM
MOV  RBX,
RCX
NOP 90 OmnacHoe
NOP 90 3HAUCHHE B
E8 C3 FF | CALL-3D CALL -3F E8 C1 FF FF | omepanne
FF FF FF Imm32

CpaBHEHHE MPOM3BOJUTEIBHOCTH  BBIIOJHSIIOCH POTPAMMHBIM
cpenctBoM «coremark» [26]. OHo ObLIO BHIOpaHO, TaK KaK JOMONHUTEIBHO
KOHTPOJIUPYET LEIOCTHOCTH PE3YJIbTaTOB PAcueTOB. 3amepbl IPOW3BOIM-
TEJILHOCTU TIOKa3ajH IaJeHUE OTHOCUTEIHEHO OPHUIMHAIBHOM HpPOrpaMMBIL:
npu ucnonb3oBanun RDRAND — 91 %, RDTSC — 53 %, BHeumrHuii ucTou-
auK [TICY — 14 % (uucno 3amyckoB 100 mist kaxmoro). XapaKTepUCTUKH
TECTOBOM cructembl: nporeccop AMD A6-6310 1,8 I'Tw, 4 sapa, 4 I'b O3V,
HXXMJT 7200 06/mMuH.

[IpsiMoe cpaBHEHHE NPEAIaraeMoro CPeACTBA C aHAJOraMU He SBJIS-
eTCsl B NOJIHOH Mepe KOPPEKTHBIM, TaK Kak OHM PacCUYUTaHbl Ha HECOBIIa-
JAIOIIYI0 O0JIaCTh MPHUMEHEHHS. J[OTONHUTENBHONH MPOOIEeMOH sBISAETCS
TO, YTO JUIS NEPEYHCICHHBIX B paszzelie 2 OnvpKainx MmporpaMMHBIX aHa-
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JIOTOB HE OMYyOJMKOBAaHBI PE3YJITAThI MX MPUMEHEHUs, BCIEICTBUE YETO
BO3MOYHO CpPaBHEHHE TOJIBKO HAa KaueCTBEHHOM ypoBHE. OTMETHM TaKXKe,
YTO CpaBHEHHE MPOU3BOJUTEIHHOCTH HOCHUT CIIPABOYHBIM XapakTep, Tak
KaK €CJIM aHAJOT MMEeeT MEHBIINE HaKJIaIHbIe PacXopl, HO HE o0ecIedrnBa-
€T 3alIWTy, TO ATO JOCTOMHCTBO HE WTPaeT poii. Pe3ynpTaTsl cpaBHEHHS

TIpUBEACHEI B Ta0HIIE 5.

Ta6mmma 5. CpaBHeHHE peIeHNH U NPOTUBOIeHCTBHS ROP-ys3BuIMOCTSIM

CpencrBo He ananusupye- | YcrpasHenue | VYs3BUMOCTb IpH Tpeb.
3aIIUTHI MbIe 00JacTH raJuUKeToB HAJINYUH TPUMH- UCX.
THBA YTCHUSI TEKCT
PaXgrse- Hcnonmaumeie Her Ja Ja
curity JTaHHBIC
RAP
O6(dycka- | TexHomoruueckue | B awmammsu- | [la Jla
TOp Ma- | y4acTKH U HCIIOJ- | PyeMBIX
IIMHHOTO | HUMBbIC TaHHBIE obnactsix
KoJia
Selfrando | OrcyrcrByror Her Ja Ha
Shuffler Texnonoruueckue | B yacti | Mexny wuntepBa- | Her
YYacCTKH U HMCIOJI- | DIUJIOrOB aMH nepepas-
HHUMBIC IaHHBIS MEIICHHUS
RuntimeA | OtcyrcrByroT Her Ja Her
SLR
G-free Texnonmornueckue | Ja Her Ha
YYaCTKH U HCIIOJI-
HHUMBIC IaHHBIS
Scylla Texunonoruueckre | Her B pamkax pac- | [a
YYacTKH U HCIOJI- QG poBaHHOM
HUMBIE JJAHHbIE obutactu
Pazpabo- OTCYTCTBYIOT Ha Hcnons3zoBanue Her
TaHHOE NPUMUTHBA ~ YTe-
petieHne HUS U TOBpPEKJIe-
HHSI CTeKa B paM-
Kax BBI30Ba O]-
HOM MOATPO-
IpaMMBl

8. 3akurlouenne. B jaHHOI cTaThe OBLIM MPEAJIOKEHBI OPUTHHAIb-
Hasi METOJIMKa 3aIuThl 0T ROP-ys3BUMOCTEH M €€ aropuTMuyueckoe obec-

IIC4YCHUC.

HpezmoxceHHa;{ METOJAWKA IMOUCKA YA3BHUMBIX YYAaCTKOB U MCPBI 110
HUX YCTPAaHCHUIO 00€eCcreunBaOT BBLISBICHUE M DKBUBAJICHTHBLIE 3aMEHBI
Y4aCTKOB, KOTOPbIC MOTYT HCIIOJb30BaThCA IAJId aTak. Haquaﬂ HOBH3Ha
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3aKJII0YaeTCs B O0ecneYeHnn 3alIUTBI B YCJIOBUAX HAJIWYWA Y 3JIOYMBIII-
JIEHHUKa TIOYTH TOJIHOW MHQoOpManuu o0 aTakyemMou mporpamme (Kpome
Kirouei 3amuts Kj).

Pa3paboTaHHBII aNrOpUTM ONpeAeTIeHNsI CBOOOIHBIX PECYpPCOB MO3-
BOJIIET BCTPAWBaTh KOJ 3alIUTHI, HE HAPYIIas JIOTHKY pabOTHl MPOrpamM.
Hannpiit anroputM yuutsiBaeT bBUII, yTo mo3BossieT, B OTIMYHE OT aHAJO-
TOB, NOJTy4aTh Oojiee TOYHBIE CBEAEHUSI O CBOOOJHBIX perucrpax. Meroau-
Ka 3aIIUTHI SMIJIOTOB OT MCHOJIb30BaHUS B COCTaBE IaJKETOB, C OHOM CTO-
POHBI, 3aTpyAHAET NONy4YEeHUE aTakyromuM KoHTpomst Hag I'TIY, a ¢ npyroi
CTOPOHBI, HE TI03BOJISIET MCIOJIb30BaTh UX KaK I'a/PKEThI, €CJIM KOHTPOJIb Hall
I'TIY Obw1 monydyeH HHBIM croco6oM. OTIMYMEM OT CYIIECTBYIOIIUX
CPEACTB SBJISAETCS OTCYTCTBHE OOIIMX JUISl MOJNPOrpaMM KIIIOYEH 3alluThl,
KOMITPOMETANNsI KOTOPBIX JAENACT YA3BUMOM BCIO pOrpamMMy. ANTOPHTMH-
geckoe odecIieueHne METOIMKH ITO3BOIIMIIO peann3oBats ee B Buze [1C.

ITpoBeneHHast 3KcepHMEHTAIbHAs OLIEHKA ITPOTPAMMHOIO CPEICTBA
MOKa3ana, 4YTO JaHHOE CPEJICTBO OOECIIeYNBAET yCTPAaHEHHE T'aIKETOB, KO-
TOpbIe He OCHOBaHBI Ha HHCTPYKIHAX RET u3 cocraa smmoros. s smu-
JoroB obecriednBaeTcsi OJOKHpPOBaHHE PaOOTHI MPOTPAMMEI IIPH TOIBITKE
HUX MCHOJB30BaHUs aTakyrowuM. [l ciyyaeB, KOrja aTaKyoIIHM MpOBO-
AWUT aTakKy 1O CCTHU, MAJACHUC IMPOU3BOAUTCIIBHOCTU HAXOAUTCA Ha YPOBHC
MeHee 3alUIIEeHHBIX aHaJIOTOB.

[Ipennaraemoe pemieHne B Xojae OOECHEYeHMs 3alUThl CO3/aeT
HakJagHble pacxofsl. BeiencTBre 3TOro He MMeEET CMBICTIA €ro MaccoBOE
npumeHeHne. Hanbomnee nenecooOpa3HbIM SBIAETCS NMPUMEHEHHE UIS 3a-
IIATHI CETEBBIX CEPBHCOB, C KOTOPHIMH MOXET B3aMMOJCHCTBOBAThH aTaky-
IOIWH, W A TPUIOXKEHHUH, 00padaThIBalOMINX MOCTYNAIONINE W3BHE 3a-
IIMIIEHHOW MH(POPMAIIMOHHON CHCTEMBI JaHHBIE. B ONMCAaHHBIX CHUTyanusax
yCrielHast SKCIUTyaTalus ysI3BUMOCTEH yAaJIeHHOTO HMCIOJIHEHMS KoJa Co-
3/1aeT ONACHOCTh HAaHECEHHs HEIpHEeMIIEMOro ymiep0a, YTo IepeBelnBacT
CO3/1aBaeMOE CUCTEMOI! 3alUThHI 3aMeJIEHIE PaOOTHI.

Hansueiimee pa3sutue BuauTcs B anpobanuu aast OC Windows u
pa3pa60TI<e MCETOAUKHU JI1 OLUCHKHN NMPHUMCHUMOCTH PEAJbHBIX 3KCILUIONTOB
JJIA 3aIUIICHHBIX l'IpI/IJ'IO)KeHI/Iﬁ C YY€TOM BHOCHUMBIX CHUCTEMOH 3alIUThI B
CTEK U3MEHEHUI.
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I. LUBKIN, V. ZOLOTAREV
COMPREHENSIVE DEFENSE SYSTEM AGAINST
VULNERABILITIES BASED ON RETURN-ORIENTED
PROGRAMMING

Lubkin 1., Zolotarev V. Comprehensive Defense System against Vulnerabilities Based on
Return-Oriented Programming.

Abstract. It is difficult or impossible to develop software without included errors. Errors
can lead to an abnormal order of machine code execution during data transmission to a
program. Program splitting into routines causes possible attacks by using return instructions
from these routines. Most of existing security tools need to apply program source codes to
protect against such attacks. The proposed defensive method is intended to a comprehensive
solution to the problem. Firstly, it makes it difficult for an attacker to gain control over
program execution, and secondly, the number of program routines, which can be used during
the attack, decreases. Specific security code insertion is used at the beginning and end of the
routines to make it complicated to gain control over the program execution. The return address
is kept secure during a call of the protected routine, and the protected routine is restored after
its execution if it was damaged by the attacker. To reduce the number of suitable routines for
attacks, it was suggested to use synonymous substitutions of instructions that contain
dangerous values. It should be mentioned that proposed defensive measures do not affect the
original application’s algorithm. To confirm the effectiveness of the described defensive
method, software implementation and its testing were accomplished. Acknowledging controls
were conducted using synthetic tests, performance tests and real programs. Results of testing
have demonstrated the reliability of the proposed measures. It ensures the elimination of
program routines suitable for attacks and ensures the impossibility of using standard return
instructions for conducting attacks. Performance tests have shown a 14 % drop in the operating
speed, which approximately matches the level of the nearest analogues. The application of the
proposed solution declines the number of possible attack scenarios, and its applicability level is
higher in comparison with analogues.
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Abstract. A sharp deterioration of the patient’s condition against the backdrop of the
development of life-threatening arrhythmias with symptoms of acute heart failure (AHF),
multiple organ dysfunction syndrome (MODS) or cerebral edema (CE) can lead to the death of
the patient. Since the known methods of automated diagnostics currently cannot accurately and
promptly determine that the patient is in a life-threatening condition leading to the fatal
outcome caused by AHF, MODS or CE, there is a need to develop appropriate methods. One
of the ways to identify predictors of such a state is to apply machine learning methods to the
collected datasets. In this article, we consider using data analysis methods to test the hypothesis
that there is a predictor of death risk assessment, which can be derived from the previously
obtained values of the ECG intervals, which gives a statistically significant difference for the
ECG of the two groups of patients: those who suffered deterioration leading to the fatal
outcome caused be MODS, AHF or CE, and those with favorable outcome. A method for
unifying ECG data was proposed, which allow, based on the sequence of RR and QT intervals,
to the construct of a number that is a characteristic of the patient's heart condition. Based on
this characteristic, the patients are classified into groups: the main (patients with fatal outcome)
and control (patients with favorable outcome). The resulting classification method lays the
potential for the development of methods for identifying the patient's health condition, which
will automate the detection of its deterioration. The novelty of the result lies in the
confirmation of the hypothesis stated above, as well as the proposed classification criteria that
allow solving the urgent problem of an automatic detection of the deterioration of the patient's
condition.

Keywords: ECG-based patient classification, deterioration identification, medical
prediction, ECG analysis, machine learning, artificial intelligence, data science, logistic
regression, mortality risk stratification, RR interval, QT interval.

1. Introduction. Currently, in medical practice, the generally
accepted method for analyzing an electrocardiogram (ECG) is a visual
assessment of changes in ECG curves. Despite the great diagnostic
efficiency of such an analysis, it obviously has a subjective component, and
in the area of borderline states of health, its diagnostic ability is extremely
unsatisfactory [1, 2]. Usually, 6 waves can be distinguished on the ECG
record: P, Q, R, S, T, U. The intervals between the waves, the duration,
shape, amplitude of the waves carry information that allows doctors to draw
conclusions whether the patient suffers from diseases associated with the
cardiovascular system. The RR interval is an indicator that characterizes the
duration of the cardiac cycle and is measured in any ECG lead. The
availability of research on this indicator is undeniable and has long been
used in assessing heart rate variability [3, 4, 5]. For example, a decrease in
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SDNN (standard deviation of RR intervals) of less than 50 milliseconds is a
highly specific (88%) sign in predicting fatal outcomes in patients with
myocardial infarction [6].

The QT interval, which reflects the time between the beginning of
the depolarization process (the beginning of the Q wave) and the
completion of the process of repolarization of the ventricular myocardium
(the end of the T wave), is one of the most significant ECG parameters in
cardiology. Upward or downward deviation of its value from the norm is
associated with a high risk of malignant ventricular arrhythmias. Any
genesis of changes in the QT interval (congenital or acquired) is equally
dangerous as a risk factor for the development of ventricular
tachyarrhythmias [7]. It should be noted that cardiac fluctuations are not
strictly periodic and are characterized by rhythm variability [33].

There are good results in research on the spectral characteristics of
heart activity [34-36], which uses mathematical modeling of the human
cardiovascular system and shows its connection with different patient states.
There are also results in the field of data analysis and artificial intelligence,
allowing a posteriori in an automatic mode to form a class of patients with
an increased risk of stroke [8] or to predict the state of the pilot, using the
results of the ECG as an indicator of the pilot’s physical condition [9].
Thus, the study of the ECG has shown itself to be promising in predicting
the various conditions of patients; however, until now, the question of the
relationship between the state of deterioration of health in patients,
manifested by symptoms of multiple organ dysfunction syndrome (MODYS),
acute heart failure (AHF) or cerebral edema (CE), and their ECG data, has
not yet been studied. Research in this area would potentially make it
possible to predict changes in this condition on the basis of ECG signal.
Timely identification of such conditions and subsequent prediction of their
changes are urgent tasks. Moreover, with the development of such
conditions, deterioration occurs quickly, without leaving sufficient time to
prepare for treatment, and standard visual analysis does not allow a
sufficiently accurate forecast of the patient's condition.

Thus, on the one hand, the problem of automating the assessment of
the patient's condition leading to a fatal outcome from the development of
MODS, AHF or CE is urgent, its solutions are in demand; on the other
hand, there are no existing studies aimed at the automation of this
assessment. The aim of this study is to automate the assessment of the
patient's condition based on ECG data using machine learning methods.
This article presents the result of the first stage of the study, namely, the
verification using data analysis methods of the hypothesis that there is a
predictor of death risk assessment, which can be derived from the
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previously obtained values of the ECG intervals, which gives a statistically
significant difference for the ECG of the two groups of patients: those who
suffered deterioration leading to the fatal outcome caused be MODS, AHF
or CE, and those with a favorable outcome.

The practical significance of the study lies in the formation of the
potential for solving the problem of automated assessment of the patient's
condition based on ECG data and predicting outcomes in case of
deterioration in health using machine learning models. Such a diagnosis
could allow earlier recognition and faster response to potentially life-
threatening conditions of patients. Doctors could take the necessary
measures before the moment of critical changes. The theoretical
significance of the study lies in the proposition of the estimation method for
classifying patients into the main (with MODS, AHF or CE, which led to a
fatal outcome) and control (recovered) groups based on the ECG records, as
well as the formation of a basis for the development of a classification
methodology that allows achieving higher accuracy metrics, and predicting
deterioration. The novelty of the study is attributable to the lack of methods,
models and algorithms for identifying the state of deterioration and
predicting its changes as a result of the development of the syndrome of
acute cardiovascular, multiple organ failure or cerebral edema. The new
feature based on the sequence of ECG records allowing patient’s
classification into main and control group is proposed, its level of
significance in a logistic regression model is 3.64x10°, a new method is
proposed for solving the urgent problem of identifying the deterioration of
the patient's condition on the basis of ECG analyzes, which differs from the
existing ones in the formulation of the problem being solved, and in the
accuracy of the results obtained.

Machine learning and data analysis methods are increasingly used
today in applications to problems from the field of medicine and healthcare
[10-24]. These are generally the tasks of diagnostics, predicting the course
of the disease development, assistance in prescribing treatment, etc.
[10-24]. An important role among these tasks is those related to monitoring
and diagnostics of the most probable scenarios of the course of the disease.
For example, in [10], on the basis of data collected using a smartphone
(voice data on calls, data on the use of smartphones, reflecting social and
physical activity), authors draw the conclusions about the user's mood, and
the prospects for bipolar disorder. In [11], machine learning methods are
used in diabetes monitoring to determine the risk of diabetes based on the
personal medical history of patients. In addition, machine learning methods
are also used to study the brain, as, for example, in [21] — for the motor
imagery EEG classification.

Informatics and Automation. 2022. Vol. 21 No. 2. ISSN 2713-3192 (print) 313
ISSN 2713-3206 (online) www.ia.spcras.ru



MATEMATUYECKOE MOAENMPOBAHWE U NMPUKNAOHAA MATEMATUKA

There are other examples of the successful use of artificial
intelligence and data analysis methods in tasks from the field of medicine,
in particular, a wide range of works using image analysis methods to search
for anomalies on X-rays and other images [16].

One of the applications of machine learning in medicine is also the
automation of the recognition of critical cases for various diseases of
patients. [19-21, 22, 23]. For example, [19] proposed a model for
automating the analysis of breast cancer from images. In [20], the authors
applied unsupervised machine learning methods to cluster ICU patients to
identify patients at increased risk of mortality based on laboratory data. The
authors of [21] proposed a new method for analyzing the relationship
between the results of electroencephalography and human cognitive
functions. The work [23] proposed methods for identifying patients with
osteoporosis who have an increased risk of hip fracture.

Another common area of application of machine learning and data
analysis methods in medicine is the processing of information related to the
human cardiovascular system [12, 13, 17, 18, 22, 24]. Authors of [24]
proposed a model for heart disease prediction; they trained three classifiers
on the Cleveland dataset of 303 data instances that contains the following
patient features: gender, type of chest pain, cholesterol level, maximum
heart rate, etc. The authors used the following ECG features: the slope of
the peak exercise ST segment V1, ST depression induced by exercise
relative to rest, maximum heart rate achieved, the characteristics of resting
ECG. The results showed that LR and SVM have high effectiveness (87%
and 85% accuracy, respectively). The work [12] is focused on the
automation of several waveforms detection on the ECG signal with the use
of machine learning methods. In [13], these methods are used to develop a
classification of heart diseases based on patient data from the Cleveland
dataset. The author used models different from those in [24]. 6 machine
learning models were used to classify patients into healthy and suffering
from cardiovascular diseases subjects; CNN showed the best performance
with the highest accuracy in 85.86%. [17] is focused on the ECG anomaly
leading to different types of heart diseases automatic detection with
MATLAB. The following features were considered: interval and amplitude
values of P wave, Q wave, T wave, QRS complex, and ST segment, FIR
filters showed good results. Results of [18] showed a great performance of
machine learning techniques in automatic coronary artery disease detection
based on ECG time series. The authors used 50 ECG features, including
average and standard deviation of RR interval values, corrected QT interval
values, etc. Authors of [22] proposed a method for heart disease
identification with missing data handling: they replaced missing values with
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the mean values during pre-processing. Three ML models were trained on
the data from the Cleveland dataset.

There are also works on heart disease detection which don’t use
ECG information. In [14], authors tried to predict cardiovascular and
cerebrovascular events in patients with hypertension based on data on the
status of use of medical resources, detailed information about diseases, their
types, treatment methods, prescriptions, and the status of the clinic in which
the treatment was carried out. In [15], machine learning methods are used to
assess the development of coronary heart disease in breast cancer survivors.

Thus, the application of machine learning to ECG analysis has
shown good results in identifying conditions associated with the
cardiovascular system. However, the task of the analysis of ECG
measurements to identify the subsequent death of the patient as a result of
the development of MODS, AHF or CE has not yet been addressed.

The purpose of the general study is to automate the assessment of the
patient's condition based on ECG data using machine learning methods. As
the first stage of the study, this work solves the problem of testing the
hypothesis using data analysis methods that there is a predictor of death risk
assessment, which can be derived from the basis of previously obtained
values of the ECG intervals, which gives a statistically significant
difference for the ECG of the two groups of patients: those who suffered
deterioration leading to the fatal outcome caused be MODS, AHF or CE,
and those with a favorable outcome. The dataset provided by the Federal
State Public Enterprise Nikiforov’s All-Russian Center for Emergency and
Radiation Medicine of the Emergencies Ministry of Russia (the Nikiforov’s
ARCERM) is characterized by a wide variation in the number of ECG tests
taken (from 6 to 407) in different patients. This variation is explained by the
different number of hospitalization days of patients, different reasons for
admission to the hospital, and an increase in the frequency of testing when
the condition worsens. Since the analysis of such data by statistical methods
is difficult, it is necessary to unify them, that is, from the sets of values of
the RR and QT intervals for each patient, obtain one value. In other words,
in this work, the following problem was solved: on the basis of all the
obtained values of the intervals, it is necessary to form one, which will be a
characteristic of the patient's ECG records, and the differences in which for
two groups (patients who died as a result of deterioration with symptoms of
AHF, MODS and CE, and patients with a favorable outcome) will be
statistically significant.

2. Materials and methods. The dataset was collected, the criterion
derived from ECG data was proposed. The formulated hypothesis was
tested using logistic regression.
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2.1. Dataset. The first stage of the study was carried out on the basis
of anonymized data on 120 patients of both sexes who were consecutively
hospitalized in the Federal State Public Enterprise Nikiforov’s All-Russian
Center for Emergency and Radiation Medicine of the Emergencies Ministry
of Russia (the Nikiforov’s ARCERM) in the period from 01.01.2015 to
31.12.2017. The main group (MG) consisted of 60 patients with a lethal
outcome as a result of deterioration; the control group (CG) consisted of 60
patients with a favorable outcome. The dataset provided by ARCERM at the
first stage consisted of tables containing the following information: patient
diagnoses, data on all ECG records, general data about the patient, data on
events significant for the patient's condition that occurred during his stay in
the hospital (surgery, life-threatening change in the rhythm of heart
contractions, etc.). Below we will take a closer look at each of the tables:

Patient diagnosis table was formed on the basis of epicrises; each
patient in the dataset had from 1 to 37 diagnoses.

ECG diaries contained records of all available amenable to analysis
of ECG records in the form of diaries. All patients underwent a standard
12-lead ECG: 4 electrodes were placed on the arms and legs distal from the
shoulder and thigh; 6 electrodes were placed on the chest surface at the
following points (V1 — fourth intercostal space along the right sternal line,
V2 — fourth intercostal space along the left sternal line, V3 — in the middle
of the distance between V2 and V4, V4 — fifth intercostal space along the
midclavicular line, V5 — in horizontal plane V4 along the anterior axillary
line, V6 — in the horizontal plane V4 along the mid-axillary line). The
duration of the QT interval on the resting ECG using the interval editing
module was measured by the classical method of E. Lepeshkin and
B. Surawicz [25], which is based on drawing a straight line tangent along
the line of maximum slope of the descending part of the T-wave until it
intersects with the isoline (slope method). Measurements were performed in
standard lead Il and, in the case of a pronounced U-wave, in chest lead V5.
For ECG measurements, MAC 1600 ECG Analysis System and MUSE NX
were used. The table contains the following information:

e Date and time of measurement;

e Data on the rhythm of heart contractions. In the presented data
set, 4 main types of rhythm were distinguished: 1) sinus; 2) atrial fibrillation
and atrial flutter; 3) ectopic; and 4) with a permanent pacemaker;

e Whether the rhythm has changed since the last diary. The exact
time of the change is unknown; the rhythm can change from one of the first
three types described above to another of the first three types;

e Whether the patient was in the intensive care unit at the time of
the ECG recording;
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e Characteristics of the general condition of the patient
(satisfactory, moderate, severe, etc.);

e Data on the patient's hemodynamics (stable, unstable), on the
patient’s breathing and consciousness, which together determine whether
the patient is in deterioration. This information was extracted from complete
diaries kept by doctors in a free-form text while observing patients;

e Whether the patient experienced deterioration during the ECG
recording;

e Was the operation performed on the patient close to the time of
the ECG recording;

e Whether sympathomimetic drugs have been administered to the
patient.

General patient data contained information on the following patient
characteristics: age, gender, date of admission, date of a discharge / fatal
outcome, number of days the patient was hospitalized, cause of fatal
outcome, and hospitalization department.

RR and QT intervals contained data on the RR and QT intervals
corresponding to the measurement diaries. Each diary corresponds to a
different number of pairs of RR and QT intervals; for each pair of intervals,
their lengths are known, as well as the presence of supraventricular and
ventricular extrasystoles.

Next, let's consider the primary statistics of the dataset. Patients were
treated in the departments of cardiology, cardiovascular surgery, intensive
care, neurology, neurosurgery, emergency surgery, therapy, traumatology,
hematology, and rehabilitation. In the main group, 26 (43.3%) patients had
multiple organ dysfunction syndrome as the cause of fatal outcome,
28 (46.7%) patients had an acute cardiovascular failure, and 6 (10%) had
cerebral edema. The gender distribution in both groups was the same and
amounted to 50% of men and 50% of women. The duration of
hospitalization ranged from 1 to 172 bed-days. Among the patients of the
main group, diseases of the circulatory system prevailed as the main
pathology and amounted to about 50% of cases, taking into account the
concomitant pathology, the number of those suffering from diseases of the
circulatory system is greater — 83%. In the control group, diseases of the
circulatory system also prevailed, amounting to more than 60% (Table 1),
also taking into account the concomitant pathology, the number of those
suffering from diseases of the circulatory system was greater — 82%.

During hospitalization, all patients underwent electrocardiogram
testing. Thus, each patient received from 1 to 38 ECGs. Due to the
variability of heart rate between ECG tests, and also due to the fact that the
quality of the records did not always allow using the entire ECG record,

Informatics and Automation. 2022. Vol. 21 No. 2. ISSN 2713-3192 (print) 317
ISSN 2713-3206 (online) www.ia.spcras.ru



MATEMATUYECKOE MOAENMPOBAHWE U NMPUKNAOHAA MATEMATUKA

each processed record contained a different number of pairs of RR and QT
intervals: from 3 to 28.

Table 1. Clinical characteristics of patients

Pathology (ICD code) | MGn (%) | CGn (%)
Main pathology
Diseases of the circulatory system (100-199) 29 (48,3) 41 (68,3)
Neoplasms (C00-D48) 16 (26,7) 5(8,3)
Endocrine system diseases (E00—E90) 2 (3,3) 5(8,3)
Infectious and parasitic diseases (A00-B99) 5(8,3) 0,0
Trauma (S00-T98) 6 (10,0 0,0
Diseases of the digestive system (K00-K93) 2 (3,3) 9 (15,0)
Concomitant pathology
Diseases of the circulatory system (100-199) 23 (38.3) 9 (15.0)
Neoplasms (C00-D48) 3(5.0) 2 (3.3)
Endocrine system diseases (E00—E90) 18 (30.0) 15 (25.0)
Egss)ases of the Genitourinary System (NOO- 26 (43.3) 12 (20.0)
Diseases of the nervous system (G00-G99) 7(11.7) 7(11.7)
Diseases of the digestive system (K00-K93) 22 (36.7) 18 (30.0)
Diseases of the respiratory system (J00-J99) 23 (38.3) 7(11.7)

The distribution by the type of the rhythm for all ECG records was
comparable in both groups and amounted to about 60% for sinus rhythm,
about 25-30% for atrial fibrillation (Table 2). The original dataset contained
3 patients who received a permanent pacemaker. Since the pacemaker
affects the heart rhythm, the changes in the ECG of these patients may be of
a different nature, so these patients were excluded from the study at the
moment. The final dataset contained 117 patients: 58 from the main group
and 59 from the control group.

Table 2. Electrocardiographic characteristics of patients

Rhythm Main group Control group
n (%) n (%)

Sinus rhythm 166 (61,7) 123 (65,0)

Atrial fibrillation 63 (23,3) 63 (33,3)

Permanent pacemaker 9 (3,3) 3(1,7)

Ectopic rhythm 31 (11,7) 0 (0,0)

At the second stage of the study, the model was tested on new data
of 38 patients of both sexes who were consecutively admitted to the Federal
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State Public Enterprise Nikiforov's All-Russian Center for Emergency and
Radiation Medicine of the Emergencies Ministry of Russia (the Nikiforov's
ARCERM) during the period from 01.01.2018 to 31.12.2019. The main
group (MG) consisted of 19 patients with a lethal outcome, the control
group (CG) consisted of 19 patients with a favorable outcome. Sex
distribution in both groups (main and control): 9 men and 10 women. The
duration of the hospitalization ranged from 1 to 105 bed-days.

2.2. Data preprocessing. The dataset is characterized by a high
degree of heterogeneity, for example, the table with diagnoses contains
1986 diagnoses, 1621 of them are unique within the dataset. Also, each
patient has a variable number of diagnoses, days of hospitalization, ECG
records, RR and QT intervals, etc. An additional difficulty when working
with this data is the small size of the dataset. Thus, most of the data is either
inapplicable for analysis, or requires a significant degree of preprocessing,
so a subset of features was extracted from the general patient data set.

Based on the information about patients collected at the first stage, a
database was formed, which contained information about the gender and
age of patients, the number of days of hospitalization, pairs of RR and QT
intervals from all ECG records.

Based on the available data, two tables were generated. In the first
table, each row contains the patient identification number; the group to
which the patient belongs (MG or CG); the patient’s gender; age; the
number of days of hospitalization, and information about whether the type
of the heart rate has changed or not. Table 3 shows the general view of the
row in the table.

Table 3. General view of a table row containing information about patients

Patient Patient Patient sex Patient Number of | Was there
number | group age days of a change
hospitaliza | in rhythm?
tion
n:ne g:ge p:pe{0,} | V:Ve k:ke rre
1.117 {0;13 (0 for female; | [34,94] | 0.172 {3
(0 for MG; | 1 formale) (0 if not; 1
1 for CG) if it was)

The second dataset table contains information about all measured
intervals (RR and QT interval sets). Since each patient underwent several
ECGs, and each ECG contains several RR and QT intervals, there are
several rows in the table for each patient, each of which records the patient's
number, as well as the values of the RR and QT intervals. For each patient,
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there are as many rows as there are RR and QT intervals (from 6 to 407).
Table 4 shows a general format of the row of the analyzed dataset.

Table 4. General format of the table row containing information about the RR and

QT intervals
Patient ID RR interval value QT interval value
n:nel.117 IT:rr e 244..3042 gt:qt €141..692

2.3. The proposed method for the unification of ECG data. To
simplify the further presentation of the research results, we introduce the
following notation:

Notation. Each patient number i has n, pairs of RR and QT intervals.

Notation. For the patient number i the value of the j-th RR interval is
denoted by RR; .

Notation. For the patient number i the value of the j-th QT interval is
denoted by QT; .

Notation. For the patient number i the set of all the values of the
patient’s RR intervals is denoted by RR; .

Notation. For the patient number i the set of all the values of the
patient’s QT is denoted by QT, .

In addition, we will use the notation for some numerical
characteristics, used for unifying the data on the recorded ECG.
Notation. For patient number i the mean value of cubes of the values

of RR intervals is denoted by ﬁi(s). To put it another way,
RRij3 550

Zji:1 - =RRi

Notation. For patient number i the mean value of cubes of the values
of QT intervals is denoted by QT. . To put it another way,

n QT —0
2. =QT .
n;

Notation. For patient number i as the criterion value will be
referred the special dimensionless constant K, which is denoted by the

o ==0)
following: Ki—logﬁ@ RRi .

This criterion was chosen because it reflects the relationship between
the RR and QT intervals in all of the patient's ECGs. This criterion was

320 NHdopmaTuka n asTomatmsaums. 2022. Tom 21 Ne 2. ISSN 2713-3192 (neu.)
ISSN 2713-3206 (oHnawH) www.ia.spcras.ru



MATHEMATICAL MODELING, NUMERICAL METHODS

chosen among a set of functions with similar properties, as having the
highest classifying ability.

It is proposed to consider the values of the K; criterion or the
analyzed dataset as a marker for classifying patients according to the values
of the RR and QT intervals into two classes: the main group and the control
group. Figures 1, 4 show the distribution of test values in both groups.
Figures 2, 3 show the distribution of the criterion value in the MG and CG
groups, respectively. According to Shapiro-Wilk normality test, criterion
value isn’t distributed normally, p-value is equal 0.2833 for the distribution
of the criterion value in both groups, 0.4829 for MG, and 0.7372 for CG.
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Fig. 1. Distribution of criterion values in both group
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Fig. 2. Distribution of criterion values in the MG group

Informatics and Automation. 2022. Vol. 21 No. 2. ISSN 2713-3192 (print) 321
ISSN 2713-3206 (online) www.ia.spcras.ru



MATEMATUYECKOE MOAENMPOBAHWE U NMPUKNAOHAA MATEMATUKA

o _
E -
S
o
e o |
© —
w
e}
(=]
S
— w -
18}
e}
E
3J
z 4 J
[ T T T 1
1.00 1.05 1.10 115 1.20
Criterion value
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Fig. 4. Scatterplot of criterion value distribution in two groups (1 — MG, 0 - CG)

Hypothesis. There is a predictor of death risk assessment, which can
be derived from the previously obtained values of the ECG intervals, which
gives a statistically significant difference for the ECG of the two groups of
patients: those who suffered deterioration leading to the fatal outcome
caused be MODS, AHF or CE, and those with a favorable outcome. The
criterion value can be used for patient classification into one of two groups.
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To test the hypothesis, a logistic regression model was applied, this
model doesn’t require specific distribution of predictors. Logistic regression
is one of the machine learning methods [25], a statistical model used to
predict the likelihood of an object belonging to one of two classes using a
logistic function. The following assumptions are made about the probability
of an object belonging to classes 1 and 0:

P(y =1]x) = h,(x),

P(y =0]x) =1-h,(x),
1

hw(x): —(Wo +W X+t Wy X, ) !

l+e

where x;, jel.n denotes attributes of the object x, w;:je0.n—

regression coefficients. In our case, the patients are the objects, the criterion
value is the attribute of the object, the patient groups are the classes (1 for
MG, and 0 for CG).

3. Results. This section describes the results of testing the proposed
criterion during the first and the second stages of the study.

3.1. Testing the criterion. Table 5 shows the characteristics of the
logistic regression model between the patient group and the criterion value.
Figure 5 shows a plot of sensitivity and specificity (ROC-curve) for the
initial data, figure 6 — graph of the logistic function.

Since the p-value of the test of the association between criterion
value and the patient group is 3.64 x 107, which is less than 0.05, then we
can talk about the presence of a statistically significant association. As the
size of the dataset was bigger than 30 subjects, and the maximum likelihood
estimates are asymptotically normal, for the p-value calculation z-score was
applied that uses normal distribution.

Table 5. Results of logistic regression between the group and the value of the
criterion for the initial data

Estimate Std. Error z value p-value
(Intercept) -49.791 10.762 -4.626 3.72x10°
slope 44,753 9.664 4,631 3.64x10°
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Fig. 6. Logistic function graph

The area under the ROC-curve was 0.772, which testifies to the good
quality of the classification. Thus, it is possible to accept the hypothesis

324 VHdbopmaTyka u asTomaTusaums. 2022, Tom 21 Ne 2. ISSN 2713-3192 (neu.)
ISSN 2713-3206 (oHnawH) www.ia.spcras.ru



MATHEMATICAL MODELING, NUMERICAL METHODS

formed for the initial data. An increase in the criterion value by 1 entails an
increase in the logarithm of the odds ratio of dying by 44.7.

Now, knowing that the value of the patient's criterion is a statistically
significant indicator in determining the patient’s group, it is possible to test
how well this model is able to classify patients into the groups indicated
above (MG and CG). In the role of the metric for assessing the quality of
classification, we used sensitivity, that is, the proportion of all correctly
classified patients relative to all patients in this group in the sample
(Table 6).

Table 6. Results of classification using logistic regression.

. Number of correctly Number of Class_lflgatlpn
Patient group e - sensitivity in
classified all patients
percentage
All patients 82 117 75%
MG patients 40 58 78%
CG patients 42 59 73%

3.2. Testing the criterion on new data. The proposed model was
tested on new data obtained at the second stage of data collection. The new
dataset contained information on 38 patients, 19 of whom belonged to the
MG group and 19 to the CG group. Table 7 shows the results of applying
the resulting logistic regression model to new data.

Table 7. Testing the model on new data

. Number of correctly Number of Class_lflgatlpn
Patient group s . sensitivity in
classified all patients
percentage
All patients 25 38 65%
MG patients 14 19 73%
CG patients 11 19 53%

3.3. Testing the criterion for patients with different causes of a
fatal outcome. As a result of the work done, a model was built to classify
patients into two groups: MG (with a fatal outcome as a result of
deterioration) and CG (with a favorable outcome), based on data from the
sequence of ECG tests. In the resulting dataset, deterioration manifested
itself as symptoms of the following three conditions: acute heart failure,
multiple organ dysfunction syndrome, and cerebral edema. Knowing the
patient's risk of fatal outcome for whatever reason could help in treating the
patient in a life-threatening condition. Also, deterioration leading to fatal
outcome for various reasons can have a different clinical picture. From
these points of view, it is of interest to evaluate the ability of criterion to
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classify patients who had deterioration leading to the different causes of
fatal outcome. Figure 7 shows a scatter diagram of the criterion values for
patients with different causes of fatal outcome, Table 8 shows the results of
the classification of patients with different causes of fatal outcome on a
combined dataset consisting of data obtained at the first and second stages.
For better visualization, groups of patients with different causes of death are
clearly separated along the OX axis in the diagram.

- L]
114 g
.. - .
112 .
E o .
[ 110 e ®
c ]
2 *
w 108 '.:
E -
() -
106
L]
104
AHF MADS CE
Cause of the fatal outcome

Fig. 7. Scatter diagram of the criterion values for patients with different
causes of fatal outcome

Table 8. Testing the model for patients with different causes of fatal

outcome
Number of Number of all Classification
Patient group correctly umber ota sensitivity in
classified patients percentage

All patients 107 155 69%
Patients with MODS 22 30 73%
Patients with AHF 30 41 73%
Patients with CE 2 6 33%
CG patients 53 78 68%

Thus, according to the results of testing the model for patients with
different causes of fatal outcome, this model best categorizes patients with a
life-threatening state of deterioration that subsequently led to multiple organ
dysfunction syndrome, and the worst categorizes those whose cause of fatal
outcome was cerebral edema.
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3.4. Software implementation. The developed model was applied in
the implementation of a prototype web service that allows using ECG data
to determine whether a patient suffered from a life-threatening deterioration.
The web service was developed using PHP for the server-side, HTML, CSS,
JavaScript for the client-side and is hosted on the page at
https://ecg.dscs.pro. To use it, you need to upload a file in excel format with
data on the values of the pairs of RR and QT intervals of the patient in the
following format, presented in Table 9:

Table 9. File format with data on the values of the patient's RR and QT intervals for
uploading to the web service form
RR value QT value
IT: 1T € 244..3042 gt:qt €141..692

Figure 8 shows the main page and interface of the web service
prototype, Figure 9 shows the screen with the output of the result.

AHOAU3 COCMOAHUA
nauueHma no gaHHeiM K

3azpy3umb goKymeHm

Paccuumame

88

Fig. 8. Web service prototype interface. Translation: «Analysis of the patient's
condition according to ECG data», «Upload a document», «Calculate»
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AHQAU3 COCMOAHUA
nayueHma No gaHHbiM 3K

MayueHm HaxogumMCcA B yXygueHuu ¢

BEPOAMHOCMbIO!

46%

Fig. 9. A screen displaying the result. Translation: «Analysis of the patient's
condition according to ECG data», «The patient is in deterioration with a probability
of 46%»

4. Discussion. The difference in the distribution of the criterion
value in two groups (MG, CG) is statistically significant, so the proposed
method for unifying the RR and QT interval values can be used as an
independent criterion for classifying patients into MG (with a fatal outcome
as a result of worsening with symptoms of MODS, AHF and CE) and CG
(with a favorable outcome). This follows from the fact that for the initial
data, the p-value in the logistic regression was close to 0, and the area under
the ROC curve was 0.772. Thus, the hypothesis that there is a predictor of
death risk assessment, which can be derived from the previously obtained
values of the ECG intervals, which gives a statistically significant
difference for the ECG of the two groups of patients: those who suffered
deterioration leading to the fatal outcome caused be MODS, AHF or CE,
and those with favorable outcome was confirmed. Each ECG analysis
results in a set of RR and QT interval values. Thus, based on a sequence of
ECG records, the value of the K; criterion can be calculated to identify
whether the patient had a state of deterioration leading to fatal outcome
using a logistic regression model. The results of classifying patients into
risk groups on the new dataset are worse than the results on the original
dataset; nevertheless, the likelihood of correct identification of deterioration
in patients is quite high. The model was tested on patients with fatal
outcomes for various causes. The model showed itself in the best way when
identifying deterioration in patients whose cause of fatal outcome was the
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syndrome of multiple organ failure: the sensitivity of determining such
patients was 78%.

On the one hand, the approach proposed in the article is limited by
the fact that it does not take into account the individual characteristics of the
patient, on the other hand, taking into account the high-quality
characteristics of the proposed criterion, it is very likely that the proposed
indicator sufficiently aggregates information about the state of the patient's
cardiovascular system. The main distinctive feature of this study is that it
aims to find common features of patients with different causes of fatal
outcome and derive the predictor of deterioration from their ECG data. The
results obtained show that the proposed estimation method succeeds in
finding similar features in ECGs of patients with MODS and AHF, but
works poorly for patients with CE. Given the small number of the patients
with this condition, we probably will further exclude them from the study.

The methodological choices were constrained by the size of the
dataset as well as the characteristics of data received from ARCERM. In the
future, the dataset will be expanded, and the number of considered features
will also be increased, which will allow the use of a wider toolkit, which
may positively affect the results of the study.

5. Conclusion. The logistic regression model used in the article
demonstrated the possibility of accepting the hypothesis that the proposed
method for unifying the values of the RR and QT intervals for one patient
makes a statistically significant feature for determining the patient group
(the main one — with a fatal outcome and the control one — with a favorable
outcome). The constructed estimation method showed good results on new
data as well. Thus, the hypothesis is accepted that there is a predictor of
death risk assessment, which can be derived from the previously obtained
values of the ECG intervals, which gives a statistically significant
difference for the ECG of the two groups of patients: those who suffered
deterioration leading to the fatal outcome caused be MODS, AHF or CE,
and those with a favorable outcome.

The obtained criterion allows, with a sensitivity of at least 65%, to
identify patients who had a state of deterioration as a result of the
development of acute heart failure syndrome, multiple organ failure or
cerebral edema, based on the results of ECG analysis. The model showed
the best sensitivity (83%) when identifying the condition of patients whose
cause of death was multiple organ dysfunction syndrome. As a result, the
constructed model was used to develop a prototype web service for
assessing the patient's condition and automatically determining life-
threatening deterioration of condition based on ECG data. The practical
significance of the result is based on the fact that such a diagnosis can allow
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taking the necessary measures before the moment of critical changes.
Patients may show signs of deterioration long before they become unstable.
The ability to recognize these signs can lead to a decrease in mortality. The
theoretical significance of the result lies in the construction of a
mathematical model for classifying patients into those who had a favorable
outcome, and those who have a fatal outcome as a result of the development
of MODS, AHF or CE, as well as the basic formation for the development
of a methodology for predicting the development of life-threatening
conditions. Several new questions emerge in light of the discoveries
presented here. One of the possible further research directions lies in the
inclusion of the obtained results into a more complex model that takes into
account other information about the patient, such as gender, age, the
presence of a change in rhythms, etc. Bayesian trust networks or algebraic
Bayesian networks can serve as such a model [26-29]. The advantage of the
latter is that they can work with incomplete and inaccurate data, which can
be an important advantage in the further work with medical data
[28, 30, 31]. This will allow more information about the patient to be used,
which can increase the chance of correct classification of the patient’s risk
group. The second direction can be the study of the dynamics of changes in
ECG, in other words, the study of changes in RR and QT interval values
over time, and building a model based on time series, which describes the
dynamics of changes in the studied interval values. It will also provide new
information about the patient that can help predict disease outcomes. The
third possible direction is the construction of a model for classifying
deterioration in terms of probable causes of fatal outcome, that is, a model
that allows predicting the risk of the development of acute heart failure,
multiple organ dysfunction syndrome, or cerebral edema.
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M.B. ABPAMOB, E.W. [IVKAHOBA, A.JI. TYJIVIIBEB, A.A. KOPEITAHOBA,
C.C. AJIEKCAHUH
NAEHTUOUKALIUA KINHUYECKOI'O YXYJIIIEHUSA B
PE3VJIBTATE PA3BUTHUS OCH, CIIOH UJIA OI'M
MNOCPEACTBOM KIIACCUDPUKAIIUU HA OCHOBE JAHHBIX
Ob HHTEPBAJIAX RR 1 QT

Abpamose M.B., Llykanosa E.U., Tyaynees A.JL, Kopenanosea A.A., Anexcanun C.C.
HpenTuduxanus KIMHHYECKOro yxyaumenusi B pesyasrare paseutuss OCH, CIIOH uim
OI'M nocpeacTBoM Kiaccu(puKalMM HA OCHOBe JaHHBIX 00 nHTepBaiax RR u QT.

AnHoTamusi. Peskoe yxyaumieHWe cCOCTOSHUMS Ha (OHE Pa3BUTHS IKH3HEYrPOXKAIOIINX
apuUTMHIl ¢ CHUMOTOMaMM OCTpOi cepaeuHod Hemocratoynoctd (OCH), cunapoma
nonuopranHord HenoctatouHoctu (CIIOH) wmm oréka ronmoBHoro mosra (OI'M) moxer
NPUBECTH K TIHOenu manueHTa. IIOCKONBKY H3BECTHBIE METOIBI aBTOMATH3UPOBAHHOW
JUATHOCTHKUA B HACTOSIIMM MOMEHT HE MOTYT JAOCTaTOYHO TOYHO M CBOEBPEMEHHO
OIpeleNNTh, YTO MANUEHT HAXOOWTCA B JKU3HEYTPOXKAIONIEM COCTOSHHH, BeOyIIEM K
neransHoMy ucxony ot OCH, CIIOH mwm OI'M, cymecTByeT HEOOXOAUMOCTE B pa3paboTKe
COOTBETCTBYIOIIUX MeTOJ0B. OZHHM U3 CIIOCOOOB BBIIBUTH IPEAUKTOPHI TAKOTO COCTOSHHUS
SIBIACTCS] IPHMEHEHHEe METO0B MAIIMHHOTO 0Oy4YeHHs K HaKOIUIEHHBIM HabopaM JaHHBIX. B
JIAHHOI CTaThe pemranach 3a1aya MPOBEPKH C TIOMOIIBIO METOIOB aHAJIM3a JaHHBIX THIIOTE3BI O
HaJIM4UH 3aBHCHMOCTH MeXIy pesyiabraramu m3Mmepenus OKI' u mocnegyromum JeTanbHbIM
ucxozoM nanuenta B pesynstare passutus CIIOH, OCH umu OI'M. Bbun npemioxkeH MeTon
KOMOWHHUPOBAHMS JaHHBIX, CBOJUIIIEHCS K TOMY, YToOBI Ha ocHOBe XapaktepucTuk OKI' st
Ka)XI0T0 MAaIMeHTa NPEIoKHTh adlrOPUTM, Ha BXOJ KOTOPOTO IOJAIOTCS Maphl HHTEPBAJIOB
RR u QT, a Ha BBIXOJIE MOJYYACTCS YUCIIO, KOTOPOE SIBISAETCS XapaKTEPUCTUKOW COCTOSHUS
nmanueHta. Ha ocHOBE TONYYeHHOW XapaKTePHCTUKH IPOU3BOIHUTCS — KIacCH(UKAIHS
MALMEHTOB Ha TPYMIBI: OCHOBHYIO (IALMEHTHl C JETalbHbIM HCXOIOM) H KOHTPOJIBHYIO
(BbDKUBIIME ManueHTsl). [lonydeHHas Moaenb KiacCU(pUKALMU 3aKJIaJbIBACT MOTCHIIMAN IS
Pa3paboTKH METOJOB HMICHTHU(DUKAIMU KIMHAYECKOTO COCTOSHHS HAI[MEHTa, YTO MO3BOJIUT
aBTOMATH3MUPOBATh IIOIyYEHHE CUTHAJa O ero yxynaueHuu. HoBusHa pesyinbrata 3akiodaercs
B NOATBEPKICHUU TUIOTE3bl O HAIMYMU 3aBUCHMOCTH MEXIY pe3ysbTaTamMu u3Mepenus OKI
1 TIOCIIeYIOIINM JIeTAIbHBIM HCXOAOM NarueHTa B pesynbrare pa3sutus CIIOH, OCH wm
OI'M, a Takxe MPEeTIOKEHHOM KPHTEPUH U MOJEIH KIACCH(HKALUH, KOTOPBIC MO3BOLSIIOT
pelarth akTyalbHYyIO 331a4y aBTOMaTHYECKOI (PUKCALMY yXY/AILICHNS] COCTOSHUS NALlEeHTOB.

KaroueBnie cioBa: knaccudukanms mnanueHToB Ha ocHoBe OKIT, mneHTHukanms
YXYALICHUS] KINHAYECKOTO COCTOSIHIS, IPOTHO3HPOBAHNE 0 MEAUIMHCKUM JaHHBIM, aHAIN3
OKI', mammHHOe 00y4eHHE, HCKYCCTBEHHBII HHTEIUICKT, HAyKa O JAHHBIX, JIOTHCTHYECKAs
perpeccusi, CTpaTuduUKaIus pucka cMepTHOCTH, uHTepBan RR, unrepsan QT.

AdpamoB MakcuM BukTOpoBHY — KaHI. TEXH. HayK, PYKOBOIMTENb JabopaTopuu,
CTApImIMii Hay4HBIH COTPYIHUK, Ja0OpaTopHs TEOPETHYECKHX M MEKAHCIUILTHHAPHBIX
npobnem uHpopmatuky, DenepanbHOE TOCYJapCTBEHHOE OHODKETHOE YYPEKICHHUE HAYKH
"Cankr-IletepOyprekuit denepaibHBIl HCCIeIOBAaTENbCKUH LEHTp Poccuiickol akxaneMuu
Hayk'"; JOIEHT, Kadeapa KOMITBIOTEPHBIX HAyK, MAaTeMaTHKO-MEXaHHYECKHH (aKyIbTeT,
CIIOI'Y. O6nacTh Hay4HBIX MHTEPECOB: HHPOPMALMOHHAS OE30M1aCHOCTh, COLIMONHKEHEPHBIE
aTakW, AaHaIM3  3alMIICHHOCTH  IOoJb3oBaTelned  MHQOPMAIMOHHBIX ~ CHCTEM  OT
COLIMONHKEHEPHBIX AaTaK 3JI0YMBIIUICHHUKOB, aHAJM3 PacHpoCTpaHeHHs HH(POpMALUH B
COIMANBHBIX CEeTSAX HAa OCHOBE MOjeNeH, MCIONb3yeMbIX IPU aHAIU3e 3aIlUIIEeHHOCTU
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[erepOypr, Poceust; p.1.: +7(812)328-3337.

Hyxanosa Exarepuna Uropesna — rnaHeli cnenuanuct, ®I'BY Beepoccuiickuil neHTp
9KCTPEHHOI U pajuauuoHHOW MeauuuHbl uMeHn A.M. Hukupoposa MUC Poccun. O6aactpb
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I'.'1. AirA3uH, JI.I'. AJITASUHA
MOJAEJIUPOBAHUE JUHAMHUKHU KOJUVIEKTUBHOT'O
MOBEJEHUSA B PE®@JIEKCUBHOM UI'PE C TIPOU3BOJIbHBIM
YUCJIOM JIMJAEPOB

Aneasun I'H., Aneazuna /I.I. MojeJupoBaHue THUHAMHMKHM KOJUIEKTUBHOIO NMOBEIeHHUs B
pedJieKCMBHOI HTpe ¢ NPOH3BOJIBbHBIM YHCJIOM JIHAEPOB.

AHHOTanus. PaccMaTpuBaeTcsi OJMIONOIMS C IPOM3BOJIBHBIM HYHCIOM JIUAEPOB IO
[ITakensbepry B yCIOBHSX HEMOJHOH, aCHMMETPHYHOH HH(GOPMHUPOBAHHOCTH arcHTOB U
HEaJIeKBAaTHOCTH TNpeACKa3aHuil UMM JAelcTBUM KOHKypeHTOB. HMccaenyiorcss Monenu
MPOLIECCOB NPUHATUS arcHTaMu WHIMBUAYalbHBIX perieHHid. TeopeTndeckod OCHOBOW st
MOCTPOEHHUST U AHAJIMTHYECKOIO HCCIEIOBAHUS MOJENEH IPOLIECCOB SBISAIOTCA TEOPUS
pedIEKCUBHBIX UIP M TEOPHUs KOJUIEKTHBHOTO moBefeHUs. OHU JOMOJHAIOT APYr Apyra TeM,
9TO pedIeKCHBHBIE UTPHI IIO3BOJIIOT HCIIOIB30BATh NPOLEAYPH! KOJUIEKTUBHOTO ITOBEICHHS U
pe3ysbTaThl pa3sMbILUIEHUH areHToB, NpHUBOJAIME K paBHOBecuto Hoama. JlnHamuueckuit
MPOLIECC TNPUHSATUS PEIICHUI paccMaTpUBAETCS KaK IIOBTOPSIEMbIE CTATUYECKHE HUIPbI Ha
JlMana3oHe JOIYCTUMBIX OTBETOB aréHTOB Ha OXKHMJAEMbIE JEHCTBUS OKPYKEHMS C y4ETOM B
Ka)XXIOH MIpe peaNbHBIX SJKOHOMHYECKHX OTPaHWYCHHH M KOHKYpeHTOCIocoOHOoCTH. Kaxmbrit
pednekcupyomuil areHT B Ka)KJI0W MIpe PacCUUTHIBAET CBOE TEKYIEE MOJIOKEHHE LEIH U
HU3MEHSET CBOE COCTOSHME, Jelas ILIard B HalpaBI€HUU TEKYILEro IOJIOKEHMs LENU Tak,
YTOOBI MONYYHTH IOJOKUTEIBHYI0 COOCTBEHHYIO NPHOBUIE WM MHUHHUMH3HPOBATH HOTEPH.
OCHOBHBIM pE3yJIbTATOM PabOTHI ABJIAIOTCS JAOCTATOYHBIC YCIOBHS CXOJUMOCTH IPOLECCOB B
JIUCKPETHOM BPEMEHHU JUIs CIydas JMHEWHBIX M3JEpP)KEK areHTOB W JIMHEHHOro crpoca.
IlomyueHbl HOBBIE AHAIUTUYECKHE BBIPAKCHUS AJIsl AMANA30HOB BEIMYMH TEKYLIUX IIAroB
areHTOB, NPU KOTOPBIX TFAPAHTHPYETCSl CXOAMMOCTh MOJIENEeH KOJUICKTHBHOIO IMOBEACHHS K
craTUYHOMY paBHOBecuio Homa. YTo mO3BOISIET KaXJIOMy areHTy MaKCHMH3HpPOBATh
COOCTBEHHYIO MPHOBLIb, Ipenroyaras IOJHOEe (COBEPIICHHOE) 3HAHHWE CPEOU arcHTOB.
AHaANM3MPYIOTCS TaKXKe IIPOLECCHhl, KOIJa areHT BbIOMpAeT CBOW HAWIY4IIWH OTBET.
Tlocnennrie MOryT He AaBaTh cxojsiiuecs Tpaekropuu. IlompoOHO obOcyxmaercs ciydait
JIlyOTIOJIMM B CPAaBHEHHWH C COBPEMCEHHBIMH pe3ysibTaTaMu. [IpuBEICHBI HEOOXOAMMbIE
MaTEMaTHYECKUE JIEMMbI, YTBEPKICHHS U UX JI0Ka3aTEIbCTBA.

KiroueBble cioBa: peduieKCHBHBIE WIpBI, osuromnoius, Jyuaep no lllrakems0epry,
HemoyNHask MH(MOPMUPOBAHHOCTb, KOJUICKTUBHOE IIOBEJICHWE, PABHOBECHE, YCIOBHUS
CXOZMMOCTH.

1. Beenenne. [IpeacraBiser MOBHIICHHBIN HHTEPEC MOBEICHUE HE-
OJIHOPOJTHBIX TPYIII B TUITHYHBIX [TOBTOPSIONINXCS CUTYAIUSIX, KOT/Ia KaX-
IIBIA U3 areHTOB, HE3aBUCUMO OT JIPYTHX B PaMKax COOCTBEHHOU WH(POPMHU-
POBAHHOCTH BBIOMpPACT CBOIO CTPATETHIO, a (PYHKUIUHU BBIUTPHIIIA U PABHO-
BECHE XapakTEPU3YIOT ycIieX crpareruii [1-7].

KoHKypeHTHBIN OJUTONONbHBIN PHIHOK JIA€T MIUPOKUHN CIIEKTP TaKUX
cutyanuid. YToOBI YCTHEUIHO KOHKYpHpPOBATh HAa PBIHKE, (DUPMBI-aT€HTHI
JOJDKHBI YMETHh HPOTHO3MPOBATH NEHCTBUS CBOMX KOHKYpPEeHTOB. IloaTOoMy
MaTeMaTHYeCKUe HCCIICOBAaHMUS, HANPABJICHHBIC Ha IOBHIIICHUE aIeKBaT-
HOCTHU TaKHX IPOTHO30B, ABJSIFOTCS aKTYaJIbHBIMH JIJISI COBPEMEHHBIX PHIH-
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koB. B COOTBETCTBYIOIMHUX TCOPETUKO-UT'POBBIX MOACIAX HCIOJIB3YIOTCA
pa3IMYHbIE MPEANOIOXKEHHS O B3aMMHOM MH(MOPMHUPOBAHHOCTH M JIHACP-
CTBE€ areHTOB B IIPUHATUU PELLEHUM.

BnepBbie aHamuTHYeCKM TOAXOA K HCCIEIOBAHUIO B3aHMOJEH-
cTBHUs (hUpM (areHTOB) Ha KOHKYPSHTHOM pbIHKe npemioxen Kypuo [8]. On
MoJjiaraj, 4To Ha PHIHKE JYOIOJHMHU C LEJIbI0 MaKCHMHU3ALUH COOCTBEHHOMN
NpUOBIIH KaXI0# (pUpMe clielyeT yCTaHABINBaTh 0OBEM BBIIYCKa, CUMTAs
HEM3MEHHBIMU OOBEMBI BBIIYCKa KOHKYPEHTOB, T. €. IPYruM (HUpMaM He
BBITOZIHO OTKJIOHUTBLCSI OT PaBHOBECHS IS MTOJIyYEHHsI «MTHOBEHHOH INpH-
ObuTH». OUPMBI pallMOHAJIBHBI B TOM CMBICJIE, YTO HCIOJIB3YIOT MOJIHYIO
nH}poOpMaNUI0 0 KOHBIOHKTYpPE pPBIHKA M HE TOJBKO 3HAIOT BCE YCIOBHUS
OKpYXXEHHS, HO 3HAIOT, YTO BCe (PUPMBI 00 3TOM 3HAIOT U UCIMOIB3YIOT ITO
JUIS MaKCUMU3aIMy cOOCTBEHHO# npuObLIH. Ven, 3a0KeHHbIe B OCHOBA-
uue noaxona KypHo, onpenenuiy HampaBieHUs AATbHEHUIINX HCCIEI0Ba-
Huil. Tak B «kJIaccuieckomy orpenesieHnn pasHoBecus Hama [9] nenoms-
3yeTcs KOHIENHs 00IIero (a TakKe TOJTHOTO MIIM COBEPIIEHHOTO) 3HAHMUS,
MOJIararolias, 4To BCs CYLIECTBeHHAss MHPOPMALMS U TPUHIMITBI TPUHSITHS
peIlCHHUIT areHTaMi BCEM UM HM3BECTHBI, BCEM H3BECTHO, YTO BCEM 3TO H3-
BECTHO U T. 1. 0 Geckoneunoctu [3, 10]. Tak, ecnu TeopeTHKO-HTpoOBas
MoJenb (hopMalaM30BaHA B BHAE UIPbl B HOpMaybHOH (opme, TO areHTHI
Bceraa BeIOEpYT paBHOBecHbIe 10 Houry crparernu. B coBpeMeHHBIX Tep-
MHUHaX paBHoBecre KypHO, 3T0 — craTMdeckoe paBHOBECHE MPHU IOJHON
nH(popManK WM HEKOONepaTHBHOE (HEKOAIMIMOHHOE) paBHOBecue Kyp-
Ho-Hbpmma B cratuyeckoit urpe.

BwMecte ¢ TeM, MHOTOYHCIIEHHBIC UCCIEOBAHHS PHIHKOB CBU/ICTEIb-
CTBYIOT, YTO YCJIOBHE O HATMUYHU OOIIEr0 3HAHHS, KaK MPABUIIO, HEBBIIOJ-
HUMO. B KOHKYPEHTHO# CpeJie areHThl YacTO He 3aHHTEPECOBAHBI PACKPHI-
BaTh JPYI'MM areHTam CBOIO MH(OpMAIHUIO, KOTOpas SBISIETCSI CYNIECTBEH-
HOM JUIsl TMPHUHSATHS MMHU aJ€KBATHBIX pemieHuit. Tak ke, KaKk MOKa3aHO B
skcrepuMenTax [11-14], mOCTHKEHUIO paBHOBECHS, MPEACKA3aHHOTO TEO-
pHeﬁ, MOT'YT INPEMATCTBOBATEL TaKHUE (baKTOpI)II OrpaHNYCHHOCTHL KOTHUTHUB-
HBIX BO3MOKHOCTEH arcHToB, HCO6XO}II/IMOCTB YBEPCHHOCTH KaXXIO0T'0 arcH-
Ta B TOM, YTO BCC€ OCTAJIbHBIC MOT'YT BBIYHCIINTH PABHOBECHUE Hboma u cae-
JIAIOT 3TO, HEMOJHAs HHPOPMUPOBAHHOCTh, HAJIMYHE HECKOJIBKUX pPaBHOBE-
CHUH.

OTKa3 OT NMPEIONIOKEHNSI O HAIMYUK CPEI arceHTOB OOIIEro 3Ha-
HUSI TIPUBOJUT K TOMY, YTO KaXKIbIH areHT B paMKax cBoed MH(OpMHpO-
BAaHHOCTH CJIEAYET HEKOTOPOW IMOBTOPSIEMOW IpOLEAype NPHHATHA HHIM-
BU/IyaJIbHBIX pelieHni. PaliMoHaIbHOCTD MOBEACHUS areHTa 3aKJII04aeTcs B
JKEJIAaHUM MaKCHMHU3UpPOBaTh CBOIO IieieByto ¢yHkuuto. OpHako ero
Haujyduiee JelcTBre (pelieHre) 3aBUCHT B O0IIEM cilydae OT TOTo, Kakoe
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JIefcTBUE BBIOEpET JI000W APYroil areHT, YTO TPYAHO OJHO3HAYHO 3HATH
anpUOpH, U TIO3TOMY OH BBIHYXKIEH IPEACKa3bIBaTh IMOBEICHNE KOHKYPEH-
TOB ¥ BBIOMpATh CBOM ACHWCTBHUS yXKe C YIETOM CBOEro mporHo3sa. [Ipu aTom
paBHOBecue Homa «mpeBpamaercs B 6osee obiee nHPOPMAITMOHHOE paB-
HoBecue Hbaia, B paMKax KOTOPOTO KaXIIblif areHT OCYILIECTBIAET UH(OP-
MAaIMOHHYIO Pe(IEKCHIO — MIPU MPUHITUH PEIICHUI UCIONIb3YEeT HE TOIBKO
CBOIO HH(OPMAIIHIO O CYIIECTBEHHBIX MapaMeTpax, HO U CBOW Ipe/CTaBIIe-
HUSL O MPEJCTaBJICHUAX APYTUX areHTOB 00 3THX HapaMeTpax, Ipe/cTaBie-
HHS O MPEACTABICHUAX O MPEACTABICHUSX U T. 1. [3]».

Hmeercs 3HaYMTENILHOE YHCIIO PabOT, B KOTOPHIX B JIOMOJHEHUE K
¢dupmam, apeiictByrommMm 1o Kypno, BBoguTcs (upma, NeHcTBYyromas Io
0coObIM npaBmiIaM. OCOOEHHOCTh 3aKIII0YAaeTCsI B TOM, YTO OHa YCTaHABIIH-
BAacT CBOH ypOBEHb NPOM3BOACTBA, MAKCUMH3HPYSI COOCTBEHHYIO NMPUOBLIL
IIPU SIBHOM y4€Te PEaKIWH OCTAIBbHBIX (UPM Ha U3MECHECHHS €€ 00beMa BBI-
mycka. OcTanbHbIe e (PUPMBL, KaK U paHbIlle, MAKCUMU3HUPYIOT CBOIO TIPH-
ObLIb, MCTIONIB3YS NPEAToNoxkeHne KypHo o HEN3MEHHOCTH NMPOM3BOACTBA
apyrux ¢upM. DTy (HUPMY HA3BIBAIOT JHIACPOM WIN (GUPMOH, NEHCTBYIO-
mei o Illtakens0epry, Tak Kak OH MEPBBIM PACCMOTPEIN TaKyI0 CTPATETHIO
nosenenust [15]. IloTeHnMan bHO, JTHAEP HUMEET BO3MOXHOCTH MOIYYUTH
0O0JIbIYI0 TPUOBUIL M MOITOMY Ha KOHKYPEHTHOM OJIMIOIIOJILHOM PBIHKE
KXl U3 pallMOHAJIBHBIX areHTOB, PaJd YBEIMYCHHUS COOCTBEHHOM MpH-
OBUIH, CTPEMUTCS CTaTh JIMAEPOM. Peann3ys cBou nuaepckre aMOULIUK, OHH
BHOCAT Ha PHIHOK HEOJTHOPOAHOCTE.

B cBoem mnopasisionmeM OOJBIIMHCTBE MTPOBOANMBIC HCCIIECAOBAHUS
MIPEATIONaraioT TOJIBKO OJHOTO JIMEpa Ha PHIHKE, HO MHTEPEC MPENCTaBIIA-
10T TakXke peIeKCUBHOI MIpBI, KOT/Ia pealM30BaHbl JHICPCKHE aMOUIINT
HecKoJbkuX areHTtoB [7, 16—23]. U3y4aercs nnaepcTBO Kak Ha oxHOM [13,
17, 18, 24, 25], Tak u Ha pa3Hbix ypoBHsx [7, 10, 20-23]. CeteBbie MoeH
pPBIHKa C HEOJHOPOIHBIM II0 COCTaBy M HE(PUKCHPOBAaHHBIMH POJISIMH
YYaCTHHKOB INPH TOJHOW MH(GOPMAalMU paccMaTpHUBalOTCsS B MOHOTpaduu
[26]. B aTux U MHOTHX IPYrHX COBPEMEHHBIX MCCIICIOBAHMSIX PHIHKA pac-
TET MOHWMAaHHE TOTO, YTO B YCIOBHUAX aCUMMETPHIHON MH(OPMHUPOBAHHO-
CTH areHTOB M HEOIPENIEICHHOCTH BBIOOpa KOHKYPEHTOB PAaBHOBECHE J10-
CTHTaeTcs He B pe3yibTaTe OJHOKPATHOTO BBIOOpa areHTaMH CBOMX JEH-
CTBHH, a KaK MCXOJ HTEPAalMOHHOTO Mporecca peqeKCHBHOTO MPUHSITHS
pelleHHiA.

B Hacrosimeii cratbe paccMaTpuBaeTcsi IpodsieMa JTOCTHKSHUS PaB-
HOBECHS Ha PBIHKE OJIUTOIIOJINM Ha OCHOBE MaTeMaTHYECKOTO MOJIEINPOBa-
HUS TIPOLIECCOB MPUHSTHUS PALlOHANBHBIX PEIICHUI B YCIOBHSIX HEMOJIHOH,
aCUMMETPUYHOH MH(OPMHPOBAHHOCTH arcHTOB W HEaJEKBATHOCTH Mpel-
CKa3aHMH UMM JEHCTBHH KOHKYPEHTOB. PaOOTHI B 3TOM HaIlpaBIEHHH SB-
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JISIOTCSI aKTyaJbHBIMH BBUAY 3HAYUMOCTH HOHHUMAHHS IPOILECCOB IPHUHS-
TUS pEIICHUH, MPOMCXOISIINX Ha PEaTbHBIX COBPEMEHHBIX pBIHKAX, U
COMKEHUsI C HUMH TeOpeTHUYecKnx mojeneil. HecMoTpss Ha MHOXECTBO
pas3IUYHBIX peQIICKCUBHBIX MOJETEH U ONpENeNICHUs UIp Ha HUX, HA CEro-
JTHALIHAN JIE€Hb OTCYTCTBYET OoJee-MEHEe 3aBEpIICHHBIC HCCICIOBAaHUS H
MOKA HE CYIIECTBYET YHUBEPCAIBHOIO allapaTa aHAJINTHYECKUX PEHICHUI
JUIsl IIMPOKHX KJIAcCOB 3alad pPeQIICKCHMBHOTO ITOBEJCHUS, B KOMILIEKCE
YUUTHIBAIOIIUX MEHSIOIIUECS CUTYallMHd IO 3KOHOMUYECKMM OrpaHHYCHU-
SIM, KOHKYPEHIIUIO, HECOBMNAJEHUE SKOHOMHUUECKUX HHTEPECOB M HEMOI-
HYI0, aCHMMETPUYHYI0 MH()OPMHPOBAHHOCTh XO3SIMCTBYIOIIMX CYOBEKTOB
IpU MPUHATHU penieHui. [loka OCHOBHBIE yClieXW OrpaHHuYeHbl HaboOpoM
YaCTHBIX U OCTaTOYHBI IPOCTHIX MOJENEH.

OCOOEHHOCTBIO MCCIIEAOBAHNI B CTAaThE SIBIAETCA TO, YTO JUHAMH-
YECKMH MpPOLEeCC MPHUHATHS PEHICHUH OCYHIECTBISAETCA HE IYTEM ONTH-
MAaJIbHBIX OTBETOB areHTOB HAa MX OXKHMIAEMblE JCHCTBH, a KaK IOBTOpseE-
MbI€ CTaTUYECKUE WIPHl HA JUAla30He JNOIMYCTUMBIX OTBETOB C Y4€TOM B
Ka)XXJOH UIpe pealbHbIX SKOHOMHYECKUX OTPAaHMYCHHUH 10 MX MPHUOBLIA U
KOHKYPEHTOCIOCOOHOCTH. TpaguinoHHOE I TEOPUH WP ONTHMHU3AIMOH-
HOE MOBEJICHNE, KOT/1a KaX (bl areHT Ha Ka)/I0M I1are npouecca NpUHATUS
peleHuil BEIOMpaeT CBOM HAaWIy4Ilnil OTBET, 3a4acTyI0 HE MO3BOJISET I10-
JYYUTh CXOJAIINECS K PAaBHOBECHIO TPAGKTOPHUH. 37eCh ke KaXKJIbIi U3 pe-
(IIeKCUPYIOIUX areHTOB PACCUUTHIBAET CBOE TEKYIEe MOJOKEHUE LENIH U
H3MEHSeT CBOE COCTOSHHME B HAIPABICHHH TEKYILEro IOJIOKEHHUS MLeiH,
paccunThIBas PH BBIOOPE OTBETOB HA OKUJIAEMBIE JICHCTBHUS KOHKYPCHTOB
Ha TIOJIOKHUTENIFHYI0 COOCTBEHHYIO OXKH/IAEMYIO NMPHOBUIL WIM MUHAMH3A-
LUIO MOTEPb.

TeopeTnueckoil OCHOBOM Ul MOCTPOEHUS U MCCIEJOBAaHUS MPOLEC-
COB SBISFOTCS Teopus peduiekcuBHbIX urp [3, 10] 1 Teopust KOIIEKTUBHOTO
noBeneHus [2, 27]. OHU JONONHSAIOT OPYyr APYyra TeM, 4To pedIieKCHBHEIC
UTPHI MTO3BOJISIOT MCIIONB30BaTh MPOLEAYPHl KOJUIEKTHUBHOTO HOBEACHUS U
pe3yIBTATH Pa3MBIIIJICHUI areHTOB, IPUBOISIINE K paBHOBecHio Hamra.

OCHOBHBIM HOBBIM pE3YJIbTaTOM MPOBEACHHOTO AHAIUTHYECKOTO
HCCIICIOBAHMS SIBIAIOTCSA JOCTAaTOYHBIE YCJIOBUS CXOAMMOCTH IPOIERYP
pedIIeKCHBHOTO KOJUIEKTHBHOTO ITOBEICHHS, K PAaBHOBECHIO JUIS OJHMIOIO-
JIMH C IPOM3BOJIEHBIM YHCIIOM JrzepoB 1o llTakensbepry B kmacce THHEH-
HBIX U3JIEpKEK areHTOB U JMHEHHOr0 CIpoca.

Pe3ynbTaTel, NpeACTaBIEHHOIO B CTAaThe HCCIEIOBAHMS, MOTYT
UMETh MPUKIAJAHOE 3HAYCHHE Ui NOHUMAaHMSA TPYNIOBOIO MHMOBEIECHUS
areHTOB Ha COBPEMEHHBIX KOHKYPEHTHBIX phIHKax. UTo SBIsIETCSI 0COOCHHO
BO)XHBIM B YCJIOBHUSX IIM(POBU3ALMKN SKOHOMHUKH, HYXKJIAIOLIEHCS B HOBBIX
MOJIETISIX B3aMMOJIEHCTBHS XO3SIMCTBYIOIMX CYOBEKTOB, OCYIIECTBIISIONINX
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COBMECTHYIO JEATEIFHOCTD, MO3BOJIIOIINE ONEPATHBHOE PEarHpOBAaHUE U
peTyIupOBaHHE PHIHKOB.

2. ITocTaHoBKa 3aja4 McciaeqoBaHus. PaccmarpuBaercst AMHAMU-
YecKass CHCTEMa, COCTOSIAas M3 N B3aWMOCBS3aHHBIX II€JICHAINIPABICHHBIX
areHToB U (YHKIMOHUpYIOIIast B IUCKPETHOM BpeMeHH. I1ycTh cocTosiHne
cUCTeMbl B MOMEHT BpeMeHHM o jaercs N -MEpHBIM BEKTOPOM

qt =(qi,..., qit,..., q;), t=0,12,... , U TeKyllee MOJOKEHHE LEIU i -TO
arenta X (Q';) (i eN= {l, ,n}) 3aBHUCHUT OT JEUCTBHMI OCTAJILHBIX areH-

t t t ot t -
T0B, e 0. = (0,...,0j_1,Uisgr---»0y) — COCTOSHHE OKPY)KEHHUs JUISL |-TO

areHTa, BEKTOp qt 0e3 i -if koMmoHeHThI. TeKyIee MoJoKEeHNE 1eTN areH-

Ta — TaKOE €ro ACHCTBHE, KOTOPOE MAKCHMH3HPOBAIO ObI €ro IIEJICBYIO

(YHKIHIO TIPH YCIOBHH, YTO B TEKYIIHIA MOMEHT BPEMCHH OCTAIBHBIC ar¢H-

ThI BBIOpaITH ObI T€ JKe JeUCTBUS, YTO U B peAbLymii [2, 9, 27, 28].
[TycTe cMEHA COCTOSIHUSI CUCTEMBI MPH MEPEXO0JC OT MPEIBIAYIIErO

MoMeHTa Bpemenu t k nocnexayromemy (t+1) -My Momenty, T.e. npeoGpa-

1 .
30Banme BekTopa (' B ', mpejacraBisercs B BHE:

t+1

"t =a+7706(@)-a) ieN, t=0,12,.... o)
3nech }/iHl € [O; 1] — mapameTpbl, BBIOUpaeMble areHTaMH.

OrmpenennuM Takoe UTEPAIMOHHOE MpeoOpa3oBaHue JNEHUCTBUI areH-
TOB Kak npoyecc 1.

Mopgens (1) sBasiercst HanOoJee paclpOCTPaHEHHOW MOJEIBIO JH-
HaMUKH KOJIJIGKTUBHOTO TNOBejaeHHs. Ha ceromHsmiHuil neHs nmeercs He-
MaJIo IPHUKIIAJHBIX MOAEJIEH, WILTIOCTPUPYIOMHX 3P (EKTH KOIEKTHBHOTO
noBenenus o mozaenu (1) [2, 3, 10, 24, 25, 27, 29-32].

Mogaens (1) MOXKeT SIBIATHCS OCHOBOM IIJISl OTIpeiesieHus1 OoJiee mpo-

CTBIX YaCTHBIX IPOLECCOB. Tak npu yit =1 HoJTydaeM IpeoOpa3oBaHue:
gt =x(q%),ieN,t=012,.... )

OHpCHCJ’II/IM HUTEPALIMOHHOC HpeO6paSOBaHI/I€ KOMIIOHCHT BEKTOpa qt

B KOMITOHEHTHI BEKTOpa qt+l o popmyie (2) kak npoyecc 2.

Taxoit IpoHecc MOKHO YCJIOBHO HA3BATh «ONTUMU3ALIMOHHBIMY, TaK
KakK Ka)KI[LIﬁ arcHT B Ka)KZ[bIﬁ MOMCHT BPEMCHH BI)I6I/Ipa€T CBOI1 Haniy4d-
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M OTBET HA JACHCTBHUS OKpYyXeHHs. OZHAKO Takas AWMHAMHKA 4acTO HE
sBJISIETCS cxosmeiics [2, 3, 25, 27, 29].

TpebGoBaHue HEOTPUIATEIEHOCTH ASUCTBUH areHTOB, BOSHUKAIOIIEE,
HampuMmep, ¢ TOYKU 3PEHUS] SKOHOMHYECKHX OTPAaHHUYCHHUH, MOXET OBITh
peanu30BaHO MpeoOpa30BaHUEM BHIA:

v %@, %) >0;
G = ¢ 3)
0, X (q) <0.

Onpenenum npeodpasoBanue (3) AeicTBHI areHTOB Kak npoyecc 3.

HccnenoBanust Takux MPOLECCOB MOXKHO IOCMOTPETh, HAlpUMeEp, B
pabotax [25, 29].

Mopnens (1) MOeT SBISATBCS OCHOBOW JUIsi ONpejeNieHust Oosee
CJIOKHBIX TIpolieccoB. Tak B CEAYIONIEM IPOIecce YUYTEHO YCIOBHE HEOT-
pHLATEIbHOCTH ACHCTBUI areHTOB!

o = i +77 (@) -af), x(ah)>0;

"o X (q') <0. @

3nech Takxke 7; T e[0;1].

OmpesieniuM UTEPAIMOHHOE TPe0Opa30OBaHne IEHCTBUI areHTOB 110
¢dopmyne (4) xak npoyecc 4.

Pﬂll IIPUKIIaAJHBIX MO}IeJ’[Cﬁ KOJUJICKTUBHOT'O IMOBEACHUA, KOrga arcH-
TBI OOHYJISIFOT CBOHM JICWCTBHUS, €CITH MX TEKYIIEe TOJOKEHUE TN PABHO
HYJII0O WJIM OTPHIATEILHO, MOXKHO Haiitu B pabotax [25, 29]. Jpyrue mo-
qudukamyu mojenu (1) BcrpewaroTcs B MoHOrpadusx [2, 3, 27].

B ocHOBy uTepaniioHHOro mpoliecca BhIYMCICHHUSI HOBBIX JI€UCTBUM
areHTOB MOJIOKCHA CIIEAYIONIasi CUHas U MOJIENCH KOJUIEKTUBHOIO IO~
BeleHus npoueaypa [2, 3, 27]:

1. Kaxzsiit arent i (i€ N) B rexymuit (t+1)-it MOMeHT Bpemenn

HaOMoaeT JEeWCTBHS JPYTMX areHTOB {q,t} i) BHIOpaHHBIE MMH B
ieN\{i

npeaslaymuid  t-if MOMEHT BpeMeHHM (HadajbHbIE [EHCTBUS areHTOB

{qio } CUNTAIOTCS 33JaHHBIMH);
ieN

2. Kax[plil areHT pacCUMTHIBAET CBOE TEKYIIEE IMOJIOKEHUE LIENN
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3. Kaxnplif areHT B MOMEHT BpeMeHH (t+1) YTOYHSAET CBOE IIPEJIbI-

Ayuiee ,I[CﬁCTBHC, JAcjiasgd OT HEro «uiar» )/iHl < [0, 1] K TEKyHIEMY II0JIOKE-

HHWIO LICJIN.
4. IIponiecc moBTOpsieTCs C M. 1 AJIS CIeIYIOMETO MOMEHTa BPEMEHH.

B (2) u (3) areHr Bcerja menaet HOJHBIN mIar, Hoiaras yit 1o 1, Tem

cambIM, BeIOMpaeT cBoif Hamrydmmid oTBeT. B (1) u (4) arent Ber6opom ma-

t+1 . o
pamMeTpa }/i+ (S [O, 1] MOXKET OCJIaTh «HCEIOJHbBIM IHar» OT CBOCTO IpPEbl-

JIYIIEr0 COCTOSHHS K TEKYIIEMY IMOJOKEHHIO M€, ECTeCTBEHHO, YTOOBI
pu 7i”1 =1 (1) nepexonuio B (2), a (4) — B (3).

XapaxkTepHO, YTO TEOPHUS KOJUIEKTHBHOTO MOBEIEHUS MCCIIEAYET JIH-
HAMUKY TOBEAEHHUS OIHOPOIHBIX TIPYII B THIIMYHBIX IOBTOPSIOIIUXCS
KOH()JIMKTHBIX CHTYAIMAX, KOrJa KaKIblil paliMOHAIbHBINA areHT IpHHAMA-
€T PELIEHHs TIPH JTOCTATOYHO CJIA0bIX MPEANOI0KEHMIX OTHOCHTEBLHO €r0
“H(OPMHUPOBAHHOCTH.

[MpuBeneHHas 3/1eCh JJIs1 KOJJIEKTUBHOTO (TPYIIIOBOTO) TOBEICHUS
npolieaypa OCHOBAaHA HA HJE€ METOJA IPAJUCHTOB JUIS HAXOXKICHUS IKC-
TpeMyMa aHanuTuueckod (GyHkuuu. Kak u MeToJ rpajnueHra, OHa MpH OJ-
HUX 3HAUEHUAX JUATa30Ha BEJUYMHEI [IAra ABMYKEHHS K I[E€IM MOXKET CXO-
JTATKCSI, TIPU IPYTHX — PACXOAUTHCS.

Tekyliee MoJ0KEHUE LENU X; (qii) M, COOTBETCTBEHHO, TEKYIITHA

OTBET KaX/IOTO areHTa, pacCUnThIBaeMbIi 1o Gopmynam (1)—(4), 3aBucsr ot
TOTO, KaKue AEHCTBUS BBIOEPYT APYrHe arcHTHl B TOT XK€ CaMbIi (t+1) -#

MOMEHT BpPEMEHH, OTHOCHTEJIbHO KOTOPBIX TPYOHO OJIHO3HAYHO CKa3aTh
anpuopu. UTo BBIHYXJA€T areHTOB peqIieKCHpOBaTh, T. €. MPeJCKa3bIBaTh
MOBE/ICHHUE JAPYTUX areHTOB U BBIOMPATh CBOM JICHCTBHS YK€ C Y4E€TOM 3TO-
'O NPOTHO3A.

OmnpenenstomuM 3PPeKToM pedIIeKCHHN SIBISETCS TOCTHXXCHUE PaB-
HOBECHS, 10J] KOTOPHIM IIOHUMAETCs! yCTOHYMBBIN B TOM WM MHOM (OroBa-
pPHBaEMOM B Ka)kKJJOM KOHKPETHOM CITy4ae) CMBICIIE UCXOJ] B3aUMOJICHCTBHSA
areHTOB — BEKTOP UX PAaBHOBECHBIX AEHCTBHUH.

[enbro HacTOsIIEH CTAThH SBISIETCS] IPUMEHEHUE Mojenei pediek-
CHBHOTO KOJUIGKTHBHOTO MOBEICHUS Ul ONMCAHHSA M NPOTHO3HPOBAHHSA
TPYIIIOBOTO IOBEJCHUS areHTOB Ha PBIHKE OJIMTOIIONUHM M BBLIBICHHE
YCIIOBHI JOCTIDKCHUS PaBHOBECHS HA HX OCHOBE.

B nHamewm uccieoBaHUM KaXKIbli areHT MOXKET pearupoBaTh Ha eH-
CTBHUSI KOHKYPEHTOB OJJHUM U3 JBYX CIIOCOOOB, KOTOPBIE SIBISIOTCS TPaIH-
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IMOHHBIMU JIJII MOJIETIEH OJIMTOMOMCTUYECKOTO PhIHKA: pediiekcupoBaTh
KaK BEJJOMBIH WM pe(IeKCHPOBaTh KaK JIHIEP.

CoracHo TipuBeieHHOM B [3] Ki1accu(UKaMu BEIOMBIH areHT UMe-
€T HyJICBOW paHT pediiekcuu, a JIMaep — MepBbIil paHr pedIeKCuu. ATEHT ¢
HYJIEBBIM PaHTOM pe(IeKCHH BBIOMpAET CBOM NEHCTBHSA, CUMTAs], YTO NCH-
CTBHS OCTaIbHBIX arcHTOB OyIyT TAaKUMHU K€, YTO M B MPEABIIYIIHH MO-
MEHT BPEMEHH. ATEHT C MEPBBIM PAHTOM PE(IEKCHU CUUTAET BCEX OCTaJb-
HBIX areHTOB 00JIaAaI0IUMK HYJICBBIM PAHIOM pedIeKCHH 1 YTO OH TOYHO
IPE/ICKa3bIBAET UX BBIOOP.

B ycnoBusix HeomnpeneaeHHOCTH BBIOOpa KOHKYPEHTOB peQIICKCHB-
Hasi MOJIEJb OJIUTOIIONIMH C JINJIEPOM MMEET CBOI0 OCOOEHHOCTD 10 CpaBHE-
HHIO C KJaccuyeckoil uepapxuueckoil urpoit llltakensoepra. B urpe lllTa-
KenpOepra Iuzaep JenaeT MEePBBIM X0, KOTOPBIH CTAHOBHUTCSI U3BECTEH IPY-
THM areHram, B pedekcrBHOM MOIeNH BEIOOp pealbHBIX IEHCTBHIA BCEMHU
areHTaMH OCYIIECTBIISIETCS CHHXPOHHO (OJHOBPEMEHHO), APYTHUE areHThI HE
3HAIOT XOJ JHJepa, CHHXPOHHBINA cBoeMy xo.y. [1oq00HEI preM ymporia-
€T pealibHbIN MPOILIECC MOCe0BaTeIbHBIX peakuuii [24, 25, 33], on omnpas-
JlaH W aJIeKBaTe€H B CiIydae, KOrJa IOCTUTHYTOE PaBHOBECHE CTAOMIIBHO
[33].

B pedrexkcuBHO#l urpe BeqOMBII areHT Jake HE 3HAET, YTO Y HEro
€CTb JIWZIEp, ToJarasi, YTo OH, KaK ¥ JPYyrHe areHThl, OCTABUT CBOH 00beM
BbIITYCKa HECM3MCHHBIM (Haan/IMep, cyuTas OCTaJIbHBIX arCHTOB MCHCC «HMH-
TCIJIJICKTYaJIbHBIMWY, YEM OHHU CaMW, J'II/I6O YTO ONIOHEHTHI AOCTUIIIU paB-
HOBECHS U UM HE BBITOJTHO OT HETO OTKJIOHUTHCS). BeoMblil areHT He 3Ha-
€T, 4TO APYTHE TaKHe areHThl AEHCTBYIOT MOA00HBIM 00pa3oM.

B craTbe paccmarpuBaeTcs 3ajada MpUMEHEHUs pe(IeKCUBHBIX M0-
BTOPSIIOLIMXCS UTP W MOJeNeld NTUHAMHUKM KOJUIEKTUBHOTO TOBEJICHUS IUIS
OIMCAaHUsI ¥ MPOTHO3UPOBAHMS I'PYIIIOBOTO IIOBEICHNS areHTOB Ha PBIHKE
OJIMTOTIOJIMU B KJIacce JINHEHHBIX (YHKIMH CIpoca M M3JIEPXKEK arcHTOB.
)IonycxaeTcs[, YTO MOXKET OBITH IIPOU3BOJIBHOC YUCJIO BEAOMBIX ar€HTOB U
nunepoB. st TuaepoB ypoBHH (paHTH) JHACPCTBA B CTaThE HE paccMaTpH-
BalOTCSI.

C BBIYHCIUTEILHON TOYKHU 3pC€HUA TMHAMHWKHU [JIs1 BEAOMBIX U JINC-
POB PA3IHYAIOTCS PAcYeTOM TEKyUIero MOoJokeHUs neian. COOTBETCTBYIO-
e GopMyITBI UII H3y9aeMOH B CTaThe MPUKIIAIHOW MOJIEIH PHIHKA MTOITY-
YEHBI B CIEAYIOLIEM pa3Jee.

VYcnoBust cX0AMMOCTU MPOLIECCOB K MOJ0KEHUIO PAaBHOBECUS OTHO-

0 0 0 t+1
CATCS K HAYIBHBIM TIpuOMmKenusmM - = (Q;,..., 0, ), mapamerpam y; -,

001eMy YMCITy areHTOB Ha PBHIHKE W K YHCIY areHTOB, JEHCTBYIOIIUX Kak
BE/IOMbIE U KaK JIUJIEPHI.
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Jpyrast ocHOBHasl 3a/1a4a CTaThH JJI1 U3y4aeMOU PUKIaAHON Mojie-
JIA OJIUTOIIOJIBHOTO PBIHKA — MOJYUYCHHUE aHAJTIUTUYCCKUX BBIpa)KeHI/Iﬁ JIIsL
JAHUAIIa30HOB BCJIHMYHWH IIAaroB ar¢HTOB, a TaKXEC yCJ'IOBI/If/'I Ha Ha4YaJIbHbBIC

npuGmIKeHns (°, MPH KOTOPHIX TapaHTHPYETCS CXOAMMOCTh MOJeleil

pe(bHeKCI/IBHOFO KOJIJICKTUBHOT'O IMOBEACHUA K paBHOBECHIO.
ByueM nojiaraTtb, €CJIW OJId )IHHaMquCKOﬁ CHUCTEMBI PABHOBCCUEC

q =(%,...,q ..., qy) cymectsyer, To ¢ >0, Vie N. INocnennee ycmno-
BHE O3HAYAET, YTO BCE areHThl KOHKYPEHTOCIIOCOOHBI B paBHOBecHHU. [Iist
MOJIEH OJUTOIOJIMM B Cly4ae JIMHEWHBIX U3JEPIKEK areHTOB U JIMHEHHOTO
cIpoca paBHOBECHE CYIECTBYET U eAMHCTBEHHO. [lo/ paBHOBecHeM MOHU-
Maetcst paBHoBecue Homa. [lonaraem Takxe, 4To q0 > 0.

ITox cXOIUMOCTBIO K PABHOBECHIO MMOHMMAETCS CXOIMMOCTD IO €B-
KJIMJIOBOM HOpME.

3. IpuksiagHas MoJeJib /ISl OJIMTONOJIBHOTO PbIHKA. B KauecTse
NIPUKIIaIHOW MOJIeNH pedhICKCHBHOTO KOJIJIEKTUBHOTO TTOBEJICHUSI PACCMOT-
PUM KJIACCHYECKYIO0 MOJEINb OJIMIONOJIUH, COCTOALIEH U3 N, KOHKYPHPYIO-
IMx 00beMaMH BBIMYCKa OJHOPOAHOM NMPOIYKIIMH, ar€HTOB C IEJIEBBIMU
byHKIUAMU:

M (p(@).4) = Q)G () > max, e, )
JMHEHHBIMU (QYHKITUSIMU 3aTParT:
@(g)=c +d;, ieN, (6)
W TMHEHHOH 06PaTHOM (yHKIMK ClIpoca BUA:
p(Q) =a-bQ. @)

3pecy: 0; — BhIIYyCK (meiicTBue) i-ro arenra, Q = Z g; — cymmap-

ieN
HbIit 00beM BblycKa, C;,d; — Ipe/ebHble U IOCTOSIHHBIC M3/IPHKKH areH-
toB, P(Q) — emunas priHOuHas meHa, a,b — mapamerps crpoca. INonara-

€TCs, YTO BEChb BBIIIYCK p€aIn3yCTCs, OrpaHNICHNSA MOIIHOCTH U KOAJIUIIUN
OTCYTCTBYIOT.
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OmnpeznenumM pacueTHsle GOPMYJIbL Ul IOTOKEHUS LIeNu X; (qfi) i-
r'0 areHTa B TEKYIIUHA MOMEHT BpEMEHHU (t =0,12,... )

OnTuManbHbIE 00beM aKTHBHOCTH areHTa MOXKHO OIpeACJINTb U3
1t t _ t 1 (o0
yeuoBHA é—%=§BrQ§+Pt—§%ﬁ=Q Orciona EP;Z‘?{'E%‘pJ' U3
o oo o og o \og

t t
ATOTO PaBEHCTBA C yueToM (7) nmeem a_pt =—b g _ it.(ci _a+ b~Q‘) —
0t a g
o0t
1+ aQ? = it hi _1_% : QE, , TJe HCIOJIb30BaHbl CIIEAYIOLIUe 0003Haye-
qi qi i
HUSL:

h =, ®)

Ql = Zj¢i qti’ ©)

T.C. Qii — CyMMapHbIi 00beM BBIITyCKa 0€3 i -ro areHra.
oQ';
Tomyuaem g - (2 +8_tl) =h —Q';, u, okoHUaTeTLHO:
i

— t_
¢ =" (enit=012..).
| 2+8Qt'

g

(10)

Buauane paccmorpum npumenenune (opmynsl (10) k Bemomomy
arcHTy.

Benowmsblii areHT, moBeZieHHE KOTOPOTO M3BECTHO KakK IOBEJICHUE T10
Kypro [8], ycTanaBiauBaeT 00beM BBINTyCKa, MOJIaras, 4TO APYTUe areHTHI
OCTaBAT CBOM OOBEMBI BBHIIYCKa HEM3MEHHBIMH. TOTJa, COTIAacHO OIpene-

t Q!
nexnto audoepennuana, nmeem dQ-; = Z—t'dq j; M M3 TOro 4To0bBI
jeN j

i .
dQ.; =0 cmenyer, yrto st 1-ro areHTa AOMKHBI ObITH PAaBHBI HYJIO HE
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t
TOJIBKO dqtj (j=#10), wHo m aQ;i, TaK KaK B MPOTHBHOM CIydYae MpH
i
t t oQ ;
dg; #0 ©Oymer dQ; #0. Hrak, n =0(ieN), a mo (10) umeem
i
q = h -Q,
I 2 *

O003HaUNM qepes NC — MHOXCCTBO BCIOMBIX arc¢HTOB. HonyqaeM

BBIp&)KEHHUE JISI OMTHMATIBHOTO OTBETA BEZIOMOTO areHTa MM €T0 TEKYIIETo
nostoxenus e (cM. takxke [25, 29]):

Xi(q‘i)zh‘_TQti (ieNg;t=0,1,2...). (11)

Teneps paccMoTpuM npumeHeHue Gopmyisl (10) k areHTy-1HACDY.

Jlunep ycranaBimBaeT cBOM 0O0BEM BBIIYCKA, CUHMTAsl BCEX OCTaJIb-
HBIX areHTOB BEJJOMBIMH U TI0JIarasi, YT0 TOYHO 3HAET UX PEAKIHI0 (00BEMbI
BBIITYCKa) Ha €ro ACHCTBHE.

Homyctum, uto K -if areHT siBisiercs tunepom. M3 npeanonoxeHus,

YTO OCTaJIbHbIE JAEHCTBYIOT KaK BEJIOMBIE, CIIEAYET, YTO dqiI =0mu dQﬂi =0

. Q. h — Q"
npu i e N\{k}. Mmeem Q;' =0, a Takxke Qf ='TQ". U3 nocnennero
i
t t t t
paBeHCTBA noJyqaeM aii:—l~£;i:—l-£+i-aii:—l—
oq 2 0q 2 99, 2 oq 2
t t t t
—l-aQ—_tk+l~ai, HITH aiitz—l—aQ—_[k, npu ie N\{k}. Cymmmpys
2 o4 2 o oy oy
JIEBBIE W MPABBIE YaCTH MOCIIEHUX PABEHCTB 110 | € N \{k}, MoJIy4yaeM, 4To
) Q" Q! -
R non--n%e, g e Lo o (10)
o o oy n
t
-~ Q! n(h-Q%)
t :ul %1051 t =
qk 2 _71 qk n +1
n
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O06o3nauum yepe3 N, — MHOXKeCTBO areHToB-IMAepoB. Ilomyuaem

BBIP@KEHHUE JUTS ONITUMAJIBHOTO OTBETA JIKJIEPa MM €r0 TEKYILEro MooxKe-
uust nenu [25, 29]:

h —-Q".
Xi(qii)=n('—r?") (ieNg;t=0,1,2..). (12)
[Tpeobpazyem %) c y4eToM 6)—(9) K BUJIY

H}+l _ b(hI _QETl _ t+1)qlt+1

Tlonaras HEM3MEHHBIM BBIITYCK OCTaJIbHBIX ar€HTOB, Be[[OMBIﬁ arcHT

ieN, mpu h —Q"' =h —Q', >0, ucnons3ys napamerp y [0; 1], o

t+1

(1) Betbupaer Boimyck ;" (1o (4) BBIOMpACT MONOKUTEIBHBIH BBHIITYCK) B

HalpaBJICHUU TCKYLICTO IMOJIOKEHU LEJIH, KOTOPOC OIPEALIACTCA 11O (bOp-

1 .
myze (11). Ecau }/,” =0, TO OH He OKHMIAeT U3MEHEHHs CBOEH NPUOBLIH.

Ecnu ;/iHl =1, To areHT BbIOMpaeT onTUManbHbIN OoTKIKK (11) Ha oxuaae-
MBI€ JEHCTBUSI KOHKYPEHTOB, MAaKCHMHU3UPYsS OXHAAEMYIO HPHOBLIb, Tak
aH=+l
t+1

o

Kak = b(h -Q' - 2qt+l) =0. AreHT Takxke BBHIOOpDOM mMapamerpa

ot .
" [O 1] MOXET JieNaTh «HENOJHBIH mar». B wmoxmenmn (4) npum

—Q'; <0 MONOKUTEIBLHBIH BBITYCK JIAeT OTPHIATENBHYIO BAJIOBYIO MPH-
ObUIb (T.e. NpuOBLIL O3 y4eTa MOCTOSHHBIX u3jepxkek d;) u, 4ToObl MUHU-
MH3HPOBATh 0)KUAACMBIE ITOTEPH, areHT BEIOMPACT HYJICBOH BBITYCK.

: t
Arenr-mugep ieN; npu h —Q); >0, wucnonssys mapamerp

1 1
7™ €[0;1], no (1) sbibupaer Bemyck O (wm no (4) BbIGUpaeT nono-
JKUTEIbHBIA  BBIMYCK) B HAMPaBICHUH TEKYIIETO MOJIOXKEHUs Iie-

1
T, KOTOPOE OTPENeseTCst 1o (12). Ecnm ” =0,

TO OH HE 0)KHJAeT U3MCHCHHS cBOEH MPUOBLIH. Ecmm }/i =1

TO arcHT BHIOMpACT ONTUMANbHBIA OTKIMK (12) Ha oOXumaeMmble Jeii-
CTBUS OKPYXKCHHUS, MAKCUMH3UPYS OXHIACMYIO TPUOBLI, TaK Kak

an'Hl 6Q£+1 t+1 t+1 t+1 n-1 t+1
aqu:b 2 ~1|g™ +b(h -Q4 )= b( . jq,
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+b(hi - Qifl - qi”l) = b(hi - Qifl —HaniHlj =0. B wmomemun (4) npwm

h —Q'; <0 noJOKUTENBHBII BHITYCK 12T OTPUIATENBHYIO BANOBYIO TIPH-
ObLIb (T.¢. TPHOBLTL 6€3 ydeTa MOCTOSIHHBIX U3JepxkeK d;) H, YTOOBI MUHH-
MU3HPOBATh OXKHJaeMbI€ IIOTEPH, ar€HT BBIOMPAET HYJIEBOI! BEITYCK.

[Tonaraem, 4To Bce areHTHl TOYHO 3HAIOT COOCTBEHHBIC 3aTPaThl U
LeNeByo (QYHKIHIO, COOCTBEHHYIO (DYHKIMIO PEaKLUH, BKIIOYAIOUIYIO Ia-
paMeTpsl cripoca @ u D, paHee MpoHM3BeICHHbI BBIMTYCK APYTHMH areHTa-
MH, HO HE PAclojaraloT JOCTOBEPHOW ampHOPHOW MHQOpMaIeil OTHOCH-
TEJIFHO OXHIAEMBIX 00BbEMax MX BBIITYCKAa, MHOXKECTB JOIYCTUMBIX JIEH-
cTBHH, QyHKUM 3aTpaT U HeNeBbIX QYHKIMHA KOHKYpeHTOB. JInieps! Taroke
3HAIOT O0IIee YHCIIO areHTOB Ha PHIHKE.

IIpumep 1. PaccMOTpUM YHCIEHHBIH npuMep A nporeccos (1) —

(4) na poinke ¢ 4 arearamn N = {1,2,3,4}. Tlycts {l, 2} eN; u {34} eN..
Myers, raxoxe q° =(qf, 63, 5, df ) = (250, 250, 250, 200), ¢ =(c,C;,C4,C4 ) =
= (20, 25, 20, 30), a=100,b=0,1. Ilo (8) HaXOIUM, 49TO

h=(h,h,,h, h4) =(800, 750, 800, 700). OtHomeHHE % =1000 ompenes-

eT «EMKOCTh PBIHKa» (CUMTAETCS, €CIM CyMMAapHBIH 00BEM BBIMycKa Q

NPEBBINIACT EMKOCTh PBIHKA, TO (PUPMBI HECYT HOTEPH B O0BEME IOJHBIX
m3zepxek), a h, — 00bEM COBEpIICHHO KOHKYPEHTHOTO PBIHKA IIPU LIEHO-

00pa3oBaHUM MO TPENeNIbHBIM H3AEpKKaM p(Q):c Ha3bIBAEMBIH «CO-

i
BEPIIICHHO KOHKYPEHTHBIN 00bEM HUPMBI | ».

a
—, Xi (qt_l) HUMCIOT HATypaJIbHbIC €AWMHUIBI U3MC-

b

peHus (TOHHBI, IITYKU M 1Ip.), C;, & — CTOMMOCTHBIE.

Benuuunsl qit b,

B tabauue 1 npuBeneHs! nepBble ABAANATh UTEPALMI IS Ipoliecca
4 c ueThIpbMs areHTaMH, U3 KOTOPBIX MEPBbIE J1Ba AEUCTBYIOT 1o IllTakens-
Oepry, npyrue nBa areHta — no KyprHo. O0bEMBI BEITyCKa qit paccuMThIBa-

t

10TCs 10 (4), TeKylMe 1enu X, (q—i) mo (11) u (12). Ilaru ;/i”l IIPUHUMA-

0T CITy4JaitHBIM 00pa3oM OJHO U3 ABYX 3HadeHui «0,5» umm «1».
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Ta6mmma 1. HayanbHbl ()parMeHT YHCICHHOTO MpHMepa JuId nporecca 4
HTep aLH/II/lI Briny cku Teky mue uenu [Iap ameTp bl 11aro

t [*} q:2 qs qa X1 X2 X3 Xa | Y1|Y2|Y3| Ya
250,0(250,0|250,0{200,0{ 80,0 | 40,0 | 50,0 | -25,0
80,0 |145,0(150,0] 0,0 |404,0|416,0{287,5|162,5|1,0/0,5/0,5] 1,0
242,0(416,0/287,5| 81,3 | 12,2 |111,4| 30,4 |-122,8/0,5/1,0|/1,0] 0,5
127,1]1263,7| 30,4 | 0,0 |404,7|474,0|1204,6/139,4(0,5[0,5[1,0{ 0,5
404,7(368,9/117,5[ 69,7 [195,2[126,5(-21,7[ -95,5 |1,0]0,5/0,5] 0,5
299,9(247,7) 0,0 | 0,0 [441,91360,0|126,2| 76,2 [0,5]0,5[0,5] 1,0
370,9]303,8|126,2| 38,1 |265,5/171,8| 43,6 [ -50,5 [0,5|0,5[1,0] 0,5
265,5(237,8| 84,9 | 0,0 [381,8|319,7|148,3| 55,9 [1,0/0,5[0,5] 0,5
323,7|278,8|116,6f 55,9 |279,0)203,1| 70,8 [ -9,5 [0,5|0,5/0,5] 1,0
279,0(240,9| 70,8 | 0,0 [390,6|320,1|140,1| 54,6 [1,0|/0,5[1,0]| 0,5
10 334,81280,5|105,4| 27,3 |309,4)|226,0| 78,7 [ -10,4 [0,5|0,5/0,5] 0,5
11 309,4(253,3]/ 92,1 | 0,0 |363,7|278,9|118,7| 22,7 |1,0/0,5|/0,5] 05
12 363,7[278,9/105,4f 22,7 [314,5[206,6( 67,4 [ -24,01,011,010,5] 1,0
13 339,1(206,6] 67,4 0,0 [420,9(274,8{127,2 43,5 |0,5/1,0/1,0]1,0
14 380,0]240,7|127,2| 21,7 |328,31176,9| 78,8 [ -23,9 (0,5|0,5[1,0] 0,5
15 354,21208,8| 78,8 | 0,0 |409,9|253,6/118,5[ 29,1 [0,5/0,5[1,0]| 0,5
16 382,0|253,6| 98,7 | 14,6 |346,5/203,8| 74,9 [ -17,2 (0,5|1,0{0,5] 0,5
17 346,5|228,7| 86,8 | 0,0 |387,6/253,4/112,4[ 19,0 (1,0|/0,5/0,5]| 1,0
18 367,1|253,4] 99,6 | 9,5 |350,0)219,1| 85,0 [ -10,0 {0,5/1,0{0,5] 0,5
19 358,5[219,1) 92,3 | 0,0 [390,9]239,3|111,2| 15,0 {0,5|1,0{0,5] 0,5
20 374,7|229,2|101,7| 7,5 |369,2|212,8| 94,3 | -2,8 |0,5/0,5|/0,5] 05

Olo|N|[o|ju|~|lW[IN[F]|O

[Tpu momHO#H MHPOPMHUPOBAHHOCTH areHTOB CTATHYHOE PaBHOBECHE
Homa (" Moser ObITh HaliIeHO Kak pelleHHe CIeAyIomel CHCTEMBI JIH-

HEWHBIX aNreOpanvyecKux ypaBHCHUMN:

g +nQ=nh(ieNy),
g +Q=Nh, (ieNC).

Jlig Haniero npumepa Takas CUCTEMa YpaBHEHUM UMEET BUA!

g, +4Q = 3200,
0, +4Q = 3000,
0s +Q =800,
g, +Q = 700.
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OTcro/1a HAXOMUM pelnenue: (° = (400, 200, 100, 0).

ITo tabmume 1 BUAHO, 9TO IS TIpoliecca 4 UMEeT MECTO TeHICHITH
CXOAMMOCTH K cTaTHYHOMY paBHoBecuio Hama. OcobeHHOCTBIO mporiecca
SBJIIETCS OOHYJICHHWE BBINTYCKA areHTaMH, €CJHM HMX TeKyllee MOJO0KEHHE
LEeJT PaBHO HYJIO WX OTpUIATeNbHO. Tak, HanpuMep, Ha MepBOW U TPETh-
eil nTepauusix OOHYNSETCS BBIMYCK YETBEPTOrO areHTa, a Ha MSTOW — BbI-
ITYCKH TPETHETO U YETBEPTOTO areHTOB.

[TpuBenem Take OCHOBHBIC BBIBOJBI 110 JJAHHOMY IIPHUMEpY, OTHO-
csIIMecs: K CXOMUMOCTH JPYI'HX MPOLIECCOB MPU TAKOM JK€ HayalbHOM BBI-

IyCKe qo.
1
Jna mpomecca | mpu TakuX JKe mIarax ;/i” , Kak ¥ g npouecca 4,

TAKKE IMPOCIICIKNBACTCA TCHACHIUA CXOAUMOCTU K PABHOBCCHUIO. HOCJ’IC,H-
HHUC JABC uTepanun JUIA mnmponecca 1 HMCHKOT BU

q"° =(342,3;224,7,87,8,-20,0), q*° =(374,2; 248,3,107,2;1,3).
IIponecc 2 pacxogurcs. Yxke Ha 4ETBEPTOM M NATOM MTEpalusix

HMEeeM CIEYIOIHE BBIMYCKHU: q4=(640,0; 600,0; 400,0; 350,0), ¢° =

=(-1805,0; —1939,4; ~1406,6; -1505,0). ~ Jlanee komeGanms mpouecca

TOJIBKO YBEIMYUBAIOTCA.
[Ipouecc 3 He cxomuTcs BBUIY 3auukiuBaHus. Hauunas ¢ mectoi
UTEPAINH, KOKIIBIE ABE COCEHNE UTEPAIUH TaKOH ke BHJ, KaK Ha YeTBEp-

Toit u maroit: q* =(640,0; 600,0; 400,0; 350,0), g° =(0; 0; 0; 0).
HamomanM, 9To mpomecchl 2 1 3 MOXHO paccMaTpuBaTh KaK 4acT-
HBII ciaydail mponecca 1 u npouecca 4, COOTBETCTBEHHO, NPH yit =1, Hu-

e OyIyT IOy4eHBI yCIOBHUS, KOT/Ia TIPOLIECCH 2 U 3 CXOIATCA.
4. BciomoraresibHbIe JIeMMbl M HX J0Ka3aTeJbcTBa. BBemem

dynximu-unmkatops [2] of = Z(Xi (qii)—qit), XapaKkTepu3yolHue OT-

KIIOHCHUA TEKYHIHUX BBIITYCKOB OT TCKYIIUX ONTUMYMOB ar¢HTOB, JId arc¢H-

. 1+n
ToB ¢ peakiueii o Kypuo (ie N.) u o = +T(xi (@) -q) ans munepos

. 1+n
(ie Ng). Koobdumuentsr «2» u «

» BBCACHBI JJId MOCJICAYIOMINX

yno6ers. Mssectno [23, 25], uto h =Q"+¢q (ieN.) u h =Q*+q—i
n
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(i e Ng). Otr dopMynBI MOXKHO TaKKe MONYYUTh U3 MPEIENbHBIX BBIpaXKe-

wuit it (11) u (12) mpu t — . Torma umeem:

o =Q"+q -Q' —q, ieN,, (13)
« 1 . 1 .
g =Q"+—q Q' -=q;, icN,. (14)
n n
Jdemma 1. Bexmop Oeiicmeuii acenmos Q' = (q{,..., qit,..., qﬁ,) A6-
Jlemcst Cmamu4HblM pasHo8ecUuem q* = (ql*,..., qi*,..., q:) Mooenu onueo-

nonuu (5)~(7) moz0a u monvko mozoa, kozda ai =0 Vie N.
Hoxazamenvcmeo nemmor 1. O603HauuM yepes N, — 4UCIIO Be-

JOMBIX arc¢HTOB Ha PBIHKE, a 4YEpe3 ns — 4YHCJIIO Aar€¢HTOB-JINACPOB,

N, +ng =n. Ucnons3ys dopmynst (13) u (14), cymmMupoBaHHeM ait 10 WH-

mekcy ieN, wu ngf mo wmmmekcy i€ N, HoJyyaem

Z a +n Z a :(nc +Nn +1)(Q* —-Q"). Mycrs 3t, uro a' =0VieN.
ieN¢ ieNg
Torma Q* =Q' mmo (13) u (14) umeem g =¢; (i € N). Pemrenuem osmo-
poaHoit cuctemsl ypaBHeHuit (13)—(14), korna ozit =0, sBiseTCS paBHOBEC-
HBIN BBIITYCK.

Ecnu qit =q VieN, 1o omsre mo (13) m (14) momyuaem, urto
af =0VieN.

Jlemma 1 nokazana.

JleMMa TIOKa3bIBAeT, 4TO (YHKIMH-MHIMKATOPHI @ MOYKHO pac-

CMaTpuBaTb B Ka4YC€CTBE OLCHKH «YHAJICHHOCTHU» Arc¢HTOB OT ITOJIOXKCHUA
PaBHOBECHSI.

Brenem 6osee ynmoOHYIO s MOCIEAYIOIKUX MPeoOpa3oBaHmid 3aMe-
HY MapaMeTpOB:

t+1

t+1
A . SN,
ﬂ1t+1=7lT,IENC;ﬂit+l=7]/-I_'_—nyleNs- (15)
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C yuerom BBezeHHBIX o603HaueHuit (13)—(15) mepenumem (1) mst
mporecca 1 B Buje:

g =g +4"a, ieN;, A4"e (0: ﬂ (16)
t+l +l|t+l t | c NS, Ait+1 (O _i| (17)
1+n
I[aﬂee HOTpC6yIOTC5{ ciaeayromue COOTHOMCHUA AJId npouecca 1:
+1 +1 +1 H
at :(:I.—,lit )ait—zl;l/l} atj, ieN, (18)
je
t+l ﬂ'lHl t+1 t R
a; a—Zi a;, 1eNg. (19)
jeN

IpuBenem BoiBox (19) mis arenToB ¢ peakmueii no Illtakensoepry,
JUlsl areHToB ¢ peakiued mo KypHo 3ta ¢opmyna BBIBOAMTCS aHAIOTHYHO.

Ucnone3ys ¢dopmyny (14) nis a”l u ait, a Ttakke (17), umeem

ait+l_at (qlt+l qit)_Qt+1+Qt :_lﬂ'iwlait _Qt+1+Qt :(l_ﬁjait _
n n

—Q" +Q'. Cymmmposanuem (16), (17) mo wuHzekcy | momyuaem
Q" =Q'+ Z ﬂ}”a} U, OKOHUATeNbHO, (19).
jeN

[TpuBenem ananornansie GopMyIIbl IS TIporiecca 4.

Baenem HOBBIE 0003HAUCHS: N —{ ‘ x >0,ie N}

Né:{i|xfso,ieN}.Torua N;IN;=® u N;UN; =N

C yueToM 3THX ¥ paHee BBeIeHHbIX obo3HauyeHuil (13)—(15), a Tak-
ke (11), (12) 3amumem (4) xax:

. 1
qlt+l — ql ﬂyt+1 II, ie N ﬂ N t’ .t+1 c [O; _i|;
qiprl c 1 ﬂl 2 (20)

0, ie N, NN,
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t+1 q l“‘l I[’ | c NS m Nt, ﬂiH—l (O _:l

1+n (21)

0, ie N,NN3.
U3 popmyi (13), (14) u (20), (21) umeem:
Q*+qi*_Qt+l t+1 Q +q| Qt_qit_/litJrlait_Qt+l+Qt’ iGNCﬂNt;

« 1, 1 « 1, 1 1 .
Q +qu _Qt+1 q|[+1 Q +qu _Qt _qut _Hﬂi[-*-lait_QH-lJ’_Q[ll c NSﬂNI-

Torma nns mpornecca 4 ¢ yaetoM Toro, 4to 1o (20), (21) Q" =Q'+
t+1 ot t .
+ZjeN]t_ A a; _ZjeN; q;j, nmeem:

Hl (1 j"Hl) ZjeN{ ﬂ}ﬂa} +ZjeN‘2 qli’ ieN:N Nlt; (22)

. /I-Hl . .
att :[1_ - ja{ —zjeNiﬂ} o +Z,-€N5qtj' ieNSNN;.  (23)
Taxxe mo popmynam (13), (14) u (20), (21) moxygaem:
Q*+qi*_Qt+l [+1_Q +q| Q'(_qi'(+qit_Ql+l+Q[, IENCHNE,
- t+1 t+1 ¢ 11 t+1 t - t
Q +Hqi -Q7 - =Q"+=- q| -Q —HQiJFHQi—Q +Q',ie NgMN,.
Torpa nnst npouecca 4 uMeeM:

a = ot 4 g ZjeN{l}Ha}—’_zjeNéqtj' ieN NN (24)

1 .
ait+1:ait+ﬁq;_zjeN{,1}+la;+ZjeN5q‘j, ieN,NN;.  (25)
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Jemma 2. Ecmu 6 nocnedosamenvHocmu {ait,ieN} ecmv He

MOALKO NOJONCUMENbHbIe Ylehbl, Mo O npoyeccos 1 u 4 umeem mecmo
Hepasencmso Mmax {aim —a}*l} < 7' max {ait —a; } 30ecy 1' €(0;1).
i,jeN i,jeN
Jloka3aTenbpCTBO JIeMMbI 2 MOXHO HaiiTH B [25, 29].
Jlemma 3. ITycmo Ons npoyecca 1 rirl?\‘xz/l}*l <1luVieN o >0
j#i

u VieN af <0. Tozoa 3u' €(0;1), umo 4 m&rl\nx‘ait‘ > max att
le le

ﬂomwameﬂbcmeo aemmol 3.

ITycts BHavane ozit >0 (Vi € N) U He Bce uJeHbl paBHBI Hymo. Ko-

ria B {ait, ie N} TOJIBKO HYJIEBBIE WICHBI, 11O JIeMMe | TIpoIiecc HaXOAUTCS

H t+1
B COCTOSAHHUU PABHOBCCHUS. Ecmm JJIs1 HEKOTOPOTO | -ro arcHra ai+ > 0, TO

lit +1
n

1o (18), (19) umeem, uto (1—}Li”1)ozit >al™ (ieN;) u|1- o >a™t

(i € NS). Ecmm ai”l <0, To z /"L}H- max a} > —ai”l (i € N).
. ‘. jeN, j=i
jeN, j=i
ITycTs ait <0 (Vi € N). Eci  juist  HEeKOTOpOro i-ro areHra

2" 20, Tomo (18), (19) Y. 4™ _n’]‘ax.(—ag ) > o, Bemn of ™ <0,
jeN, j=i et

ﬂ,”l
O (1—/7,;*1)(—ai‘)> ~aft (ieNg) n 1—'T (—ait) >—ai™ (e Ny).

i
[Tomy4yeHHBIE HEpaBEHCTBA MOTYT OBITH 3aIMCAHBI B TPeOyeMOM BH-

ne u' max‘ait‘ > max‘ozit+l , tae 4 €(0;1).
ieN ieN

Jlemma 3 noka3zana.
Jemma 4. Iycmv Ons  npoyecca 4 VieN ait >0 u

max z 1}*1<1, umu VieN ait,aiHlSO. Tozoa EI,ute(O;l), umo
ieNl

1 jeNS j=i
4" max |at| > max e .
ieN ieN

Hoxazamenvcmeo nemmol 4.
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ITycts BHauane ozit >0 (Vi eN ) Ecnu i1t HEKOTOPOTO | -ro arenTa
ait >0, T0 i€ N;. Ecnu ait =0, 70 ipu i€ N; Oyner qit >0, a mpu
ie Nt2 Oyzer Xi(qt_i):O u g =0.

: 1
Torna, eciv 111 HEKOTOPOTO | -0 areHTa aiH >0, To mo (22), (23)
t+1

MOXeM  3arucaTh (1—21“1)(1} >a(ieNy) n |1-Z—|af >
n

(i € NS). A 1o (24), (25) cnenyer, 9yTO ai”l <0 (i € Nt2 )
Mycts a >0 (VieN) n ans mexotoporo i-ro arenra a™t <.
Toraa no (22)-(25) umeem  »° A" max aj > o
jeN}  j=i JeNp, J=#i
Iycts Temeps o <0 (VieN) u amt mHekotoporo i-ro arenta

;" <0. To (22), (23) nmonysaem, wro (1-4")(~af)>oi™

(enenne) o (150 ) et (en N, o ), 29

t
—a - >—a (i e N, ﬂN‘Z), —af _qFI> —ait (i eN.N N;)

Bo Bcex pacCMOTpPEHHBIX CHUTyallMsSX IIOJyYCHHBIC HEpaBCHCTBA
TaKKe MOTYT OBITH 3aIMMCaHbI B 00001IEHHOM BUJIE

t+ , T7e ,ut e(O; 1).

o max‘ait‘ > max‘a
ieN ieN

Jlemma 4 noxasasa.

5. PesyabTarbl W uX o0cy:kneHue Ha peduieKCHBHO Moaesn
oauronoaun. OCHOBHBIM PE3yJIbTaTOM JaHHOH CTATbH SBISIOTCS JOKa3aH-
HBIE B 9TOM pa3zeie YTBEPKIEHHS Ul OJIMIONOINU C IPOU3BOJILHBIM YHC-
soM nuaepoB 1o [l rakensOepry.

Vmeepocoenue 1. Ilycmo ¢ onueononuu (5)—(7) ¢ npousgonvrvim
yucnom audepos no Illmaxenvbepey ons npoyecca 1 6 nocredosamenvho-

t
cmu {(Zi } ecmbs Yjl€eHbl C pA3HbIMU 3HAKAMU. Toz20a 6 nociredosamenvHocmiu

{Olit+1} makoice 6y0ym YJIeHbl C PA3ZHbIMU 3HAKAMU, eCIIU
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t+1
el 0;
7 ( 1+

2n }(IGN NNY), 1 [ ;1+2nt}(ieNcﬂN‘), (26)

+

ot foenant oo penan). e

+nn; +nnt

30ece N, — muoowcecmeo azenmos ¢ peaxyueii no Kypno, N¢ —

. t (Nt
MHOOICecm8o azeHmos ¢ peaxyueli no LlImaxenvbepey, N, (N_) — MHOJICe-
CMBO NOJOAHCUMENbHBIX (OMPUYAMETbHBIX) YIeHO8 8 NOCIe008AMENbHOCU

t t t
{Cfi }, I’Lr (nf) — YUCTIO NOJIOAHCUMETIbHBIX (ompuuameﬂbﬂbzx) YJl1€eHO6 6 No-

t
CcnedosamebHoOCmu {(Zi } .

Hoxazamenvcmeo ymeepocoenus 1. N3 (18) u (19) ans mpo-

lt'+l
necca 1 umeem Za}”: > (l—l}”)aEJr > |1-——|aj-
et enng jentns "
t tel t _ gt t)) ,t t+l t
_n+Z/1j = (1 2] (1+n+))aj+ > ( - A (n+n DJ
JeN jeNLNNG jeNLNNg
—niz/ﬂ”a}. IMosTomy,  ecnu 1—/1}*1(1+ni)20(jeNiﬂNc),
jeNt,
1+nn;
l—ﬂ”l = >O( e N! NN ) u B {ait}eCTb XOTs Obl OAMH OTpHULA-
n

TeJbHBIH UIeH, TO Z a{™" >0 ucpemn o|" ( jeN! ) Bcernia Gy/eT XoTs
J€N+
Obl OJMH TOJOXXWUTENBHBIM YIIEH, T. €. €ro 3HaK CoXpaHuTcs. Takxke
t+1

Tats Y (- ¥ 1_% at -t Y il -

jent jeNLNNG jeNLNNg jeN

= Z (1—1}+1(1+n£))0{}+ z (1_ﬂ}+l(%+ntj]ag_nt Z /1}”0{}.

jeNLNNG jeNLNNg jent
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J1+nnt
n

Borm 1- 457 (140 )2 0(je N N, ), 1- 41 >0

(j eN'N Ns) U B {ait} €CTh XOTs OBl OJHMH IOJOKUTEIbLHBIA YIEH, TO

Z a}” <0 ucpeau a}“ (j € Nf) Bceraa OyeT OTpULATENbHBIH YIIeH.

jeN£
Hcnons3yst 3aMeHy nepeMeHHBIX A Ha ¥ 1o ¢opmyie (15), npuxo-
UM K ycroBusiM (26) u (27) yrBepkacHus 1.
VY1Bepxknenue 1 mokaszaHo.
Vmeepocoenue 2. B onucononuu (5)—(7) ¢ npousgonvrvim uuciom
audepos no lllmaxenvoepey npoyecc 1 cxooumces k pagnosecuio npu 1o0wix

HAYAILHBIX GbINYCKAX A2EHMO8 {qio, ieN= {1, ,n} ,n= 2}, ecau, Hawu-

Has ¢ HeKkomopo2o momenma spemenu ty, npu t >1t,, evinoanenwvl ycnosus
(26) u (27).
Hoxazamenvcmeo ymegepowdenus 2. Ilycth B Tekyumid t-id

MOMCHT BpEMCHU B {alt} €CTb YJICHbBI C pPasHbIMHU 3HAKaMHU U

t+k . 1 H t+k-1 t+k . 1 : t+k-1
ar e[o,m (i N NS, 4 e O’W (ie N NNE),

ﬂ,in € [0, M]% (| € Ns ﬂ Ni+k71), /1it+k c [0, m]% (l € NS ﬂ Ni+k71)

+ —

npu kK=1,2,.... Torna B {ai”k} TaKke OyIyT WIeHBl C Pa3HbIMU 3HaKa-

mu. Ilo  nemme 2 Oymer 0<...<n"max {ai“k —a}+k} <
i,jeN

< nt+kﬂt+k—1 max {ait+k—l _aEJrk—l} < < 77'(+k77t+k—1 ...7]H1 max {aiHl _atj+1} <
i,jeN i,jeN

t+k t+k-1 t+1 t t

<p™pt Tty In}fg\‘( {ai a}}. Taxum obpasom, ecu 77' € (0;1) u 7'

HE CTPEMHUTCS K HYIIO, TO Max {ait —a;} —0 mpu t— . Tlockonbky
i,jeN
3HaAaK MUHHUMAJIBbHOI'O U MAaKCHUMAJIbHOI'O YJICHOB B {(th} HC COBIIaAaroT, TO

VieN ait — 0 mpu t - . Ilo nemme 1 mporecc OyaeT CXOAUTHCS K paB-

HOBECHOMY BBIITyCKy (.
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Mycts of >0VieN wmn o <0VieN uects oTmmunble OT Hyss

YJICHBI (HO memme 1 PABCHCTBO BCEX YJICHOB MOCJICAOBATCIBLHOCTU HYIIIO

t+1

O3HavaeT paBHoBecue). Ecnu B {a-

i } OyayT WIEHBI ¢ pa3HbIMH 3HAKAMH,

TO, KaK BBIIIEC IMOKa3aHO, B YCJIOBUAX YTBCPKACHUA 1 Takoi Impo1ecc Cxo-

t+1

nurcs. Ecim B {a-

i } 6yﬂyT TOJIBKO HCOTPULATEIIbHBIC WU TOJIBKO HEIIO-

JIOKATENIbHBIE  4WIEHBI, TO II0  JIEMME 3 El,ut e(O; 1), 4TO

,ut max‘ait ‘ 2 max‘ai‘ . Ecmn Takas cuTyanust OyJIeT MOBTOPSTHCS, T. €.
ieN ieN

mpu  k=0,12, ...ai”kZOVieN WA ainSOVieN, TO TpH

max Y Ai"™ <1 nomyunm 0<...<u™ max‘ozit+k
ieN ieN

t+k  t+k-1 t+k-1
SH T maK o ‘3

j#i

t+k | t+k-1 t+1 t+1

t+k t+k-1 t+1 t
ST 7 rpell\lx‘ai
€

S 775 rpef?l\lx‘a,t‘ B ycnosu-

X yTBEpKJeHUsI | HepaBeHCTBa r_naxz 1}*“1 <1 Oyayt BeImonHEeHBI. U3
ieN =i
MIOJIYYEHHOH LIETIOYKH HEPABEHCTB CIEAYET, 4TO ait K cxomaTes x HYJIIO,

nockoneky 4 €(0;1) Vie N, vk>0 n g

. He cTpeMATcda K Hymo. 1o
nemme 1 mporecce 6yJeT CXOUThCS K pABHOBECHOMY BBIMYCKY (.

B nokazarenbcTBe yTBepXkIeHHS 2 (DUTypHPOBAI INIPOU3BOJIBHBIN
MOMEHT BpeMeHH, pu t = 0 nMeem HavanbHbIE YCIOBUS IIpoLEcCa.
Takum o0pa3om, MOKa3aHa CXOJUMOCTH Ipolecca | mpu JroOBIX

HayaJIbHBIX BBIITyCKAaX areHTOB {qio, ie N}, €CJIM BBINOJIHEHB! YCIIOBHS
(26), (27).

VYT1BepkneHue 2 10Ka3aHo.

IIpumep 2. Paccmorpum mpouecc 1 Ha peIHKE ¢ 4 areHTamu

N = {1,2,3, 4}. ITycTs {1, 3} e N, {2,4} € Ny, ¥ B TeKymuii MOMEHT Bpe-

menn o >0, oy >0, oy <0, ay <0. YpasHenus Takoro nporecca:

t+1 t+1 t t+1 ot t+1 ot t+1 ot
o —(1_2/11 )0‘1_/12 oy — A3 oy — Ay,

t+1 3 t+1 t t+1 ot t+1 ot t+1 ot
@, —(1_522 jaz_ﬂl o — A a3 = Ay ay,
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t+l (1 2/13t+1)a3 A’lHlal A;Jrlaz /1”1

a:‘+1 — (1_2/1}1&}&‘1‘ _ﬂfrlai _/12t+1a£ —ﬂé“a;
2
IIou t+1 t+l< t+1 ﬂ,t+l< HMeeM:
pu Ay n 2, 5
t+1 +a£+l (1 3ﬂlt+l) [l_gﬂé+lja2 2/1(;+1 At+la4 N O

A v = (1-348) é+(l—%l}1”ja2—2/ﬁ”alt—2/12”101;<0.

Taxum 06pa30M, B IIOCJICAOBATCIIBLHOCTHU {(ZiHl} €CTh OTpULAaTCIIb-

HBIE 1 TIOJIOKHUTEIILHBIE YJICHBI.
B tabnure 2 npuseseH GpparMeHT YUCIOBOrO NpuMepa npouecca 1 ¢
YETBIPbMSI areHTaMH, B KOTOPBIX /IBa areHTa (BTOPOH M YETBEPTHIi) SBIIA-
1otcs nmuaepami 1o HIrakens6epry.
B pacuerax 3HaueHUs mapaMeTpoB A I0JIaraloTCsi paBHBIMU BEpX-
HHUM T'paHHUIaM JMAIa30HOB CXOJMMOCTH Hpoliecca, KOTOpble IPUBEICHBI B
yrBepxknenun 1. [lepepacuer A 00ycioBieH M3MEHEHHEM 3HAKOB YJICHOB

> 5
B IIOCJICAOBATCIBHOCTAX {alt } . Tak Ha maToit UTepanuu 3HaK o5 U3MCHUII-

CSL C «—» Ha «+», a Ha CeBMOMH, HA000POT, C «+»HA «—», 4TO BEI3BAJIO IIepe-
pacuer A° u A%, coorBerctBemmo. Takke CMEHa 3HAKOB HEKOTODHIX

(YHKIUH-THIUKATOPOB MPOM30IIIA HA EBATHAIIATOW, BAANATH IIEPBOH,
JIBAANIATh BOCBMON W NIBAANATh JEBATON ureparusx. O CXOIUMOCTH TPO-

ecca yKa3bpIBaeT TO, YTO Max { j} —0 IIpH BO3pacTaHUH t.
i,jeN

Crneocmeue 1.B oyonomuu (5)—(7) npoyecc 1 cxooumces x nono-
JICeHUI0  pasHogecusi npu ,Hl (0; 1] (ieN,t=0,12, ...) u mobuix
nauansneix yenosusx q° >0, nezagucumo om mozo, azenm peguexcupyem
no Kyprno unu no Illmaxenvbepey.

N t
Hoxazamenvcmeo. Ecnu B Tekymuil t -if MOMEHT BpeMEHU Y ¢

u a; pasHble 3HaKH, TO ni =n'=1 u mo (26)-(27) umeem, uTO
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t+1

v, e (0; 1]. Ecin onuH 4iieH HyIeBOW WK 051t u a; HMEIOT OJMHAKOBBIE

3HAKH, TO, KaK OBLIIO IIOKA3aHO BBIIIIE JUI IPOU3BOJIBHOT'O YHUCJIa ar€HTOB Ha
PBIHKE, CXOAUMOCTD ITpoHecca A0Ka3bIBACTCA C IPUMCHECHUEM JIEMM 3ul.

Tabnuma 2. dparMeHT cXOAsIerocs npoiecca | i 4eThIpeX areHTOB

ISSN 2713-3206 (online) www.ia.spcras.ru

Hrepa- 3HaueHns QyHKIWiA-HHIMKATOPOB [TapameTpsl maros
Iy max {ai - }
t 0 02 03 Oa | M| A | A | M | oy | v | vs | ye
0 30,00 | 20,00 | -18,00 | -50,00 80,00
1 28,00 | 24,00 | -400 | -32,00]033| 040| 033 | 040 | 067 | 050 | 067 | 050 60,00
2 1387 | 1440 | -747 | -3040 [ 033 | 040 | 033 | 040 | 0,67 | 050 | 0,67 | 0,50 4427
3 1351 | 1579 | -0,71 | -20,05 [ 0,33 | 040 | 033 | 040 | 0,67 | 050 | 0,67 | 0,50 3356
4 645 | 1007 | -303 | -18,60 | 0,33| 040 | 0,33 | 040 | 0,67 | 050 | 067 | 050 25,05
5 6,57 | 1033 | 025 | -1261)|033| 040| 033 | 040 | 067 | 050 | 0,67 | 050 22,94
6 866 | 1258 [ 389 | -468 [ 025|029 033 | 067 | 050 | 0,36 | 0,67 | 083 17,26
7 256 | 685 | -134 | -7,06 |025|029| 033 | 067 [ 050 | 0,36 | 067 | 0,83 1390
8 138 | 516 | -121 | -597 | 033| 040| 033 | 040 | 0,67 | 050 | 067 | 050 1112
9 119 | 439 | -054 | -450 | 0,33| 040| 033 | 040 | 067 | 050 | 0,67 | 050 890
10 062 | 334 | -053 | -3,77 | 033|040 033 | 040 | 067 | 050 | 0,67 | 050 712
11 056 [ 282 [ -021 | -288 | 033|040 | 033 | 040 | 067 | 050 | 0,67 | 0,50 5,69
12 028 | 216 | -023 | -239 | 033|040 033 | 040 | 067 | 050 | 0,67 | 050 456
13 026 [ 181 [ -008 | -184 | 033|040 | 033 | 040 | 067 | 050 | 0,67 | 0,50 3,64
14 013 | 140 | -010 | -152 | 033|040 | 033 | 040 | 067 | 050 | 0,67 | 050 2,92
15 013 [ 116 | -003 | -1,17 | 033| 040 | 033 | 040 | 067 | 050 | 0,67 | 0,50 2,33
16 006 [ 090 [ -004 | -097 | 033|040 033 | 040 | 067 | 050 | 0,67 | 050 187
17 006 [ 074 [ -001 | -0,75 | 033|040 033 | 040 | 067 | 050 | 0,67 | 050 149
18 003 [ 058 [ -002 | -061 | 033|040 033 | 040 | 067 | 050 | 0,67 | 050 119
19 003 [ 048 [ 000 | -048 | 033|040 033 | 040 | 067 | 050 | 0,67 | 050 096
20 020 [ 058 [ 018 | -014 | 025|029 033 | 067 | 050 | 0,36 | 0,67 | 0,83 0,73
21 -003 [ 032 [ -006 | -028 [ 025|029 | 033 | 067 | 050 | 0,36 | 0,67 | 083 0,60
22 -003 [ 026 [ -005 | -024 |025| 033|025 | 029 | 050 | 042 | 0,50 | 0,36 050
23 -002 [ 022 [ -004 | -021 |025| 033|025 | 029 | 050 | 0,42 | 0,50 | 0,36 043
24 -002 | 018 | -003 | -018 |025]|033|025| 029 | 050 | 042 | 050 | 0,36 0,36
25 -001 [ 015 [ -002 | -015 | 025|033 025 | 029 | 050 | 0,42 | 0,50 | 0,36 0,30
26 -001 [ 013 | -002 | -013 |025| 033|025 | 0229 | 050 | 0,42 | 0,50 | 0,36 0,26
27 -001 [ 011 [ -001 | -011 | 025| 033|025 | 029 | 050 | 0,42 | 0,50 | 0,36 0,22
28 0,00 [ 009 [ -001 | -009 [025|033|025| 029 | 050 | 042 | 050 | 0,36 0,18
29 0,00 [ 008 [ 000 | -007 |033|040| 033 | 040 | 067 | 050 | 0,67 | 050 0,15
30 003 [ 009 [ 002 | -002 025|029 033 | 067 | 050|036 | 067 | 083 011
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OuYeBHIHO CIIEYIONIEE CIIENICTBUE.
Crneocmeue 2.B oyononuu (5)—(7) npoyecc 2 cxooumcs x nono-

0
JICEHUIO PABHOBeCUsl Npu H0ObIX HaualbHblx yeaosusx (° > 0, mezasucumo
om moeo, azenm pegpaexcupyem no Kypro unu no IlImakenvbepey.

g mpornecca 4 B Tyonoiny JOKaKeM CIIEAyIOIIee yTBEpKACHHUE.

Ymeepowwoenue 3. B oyononuu (5)—(7) npoyecc 4 cxooumces k no-

t+l .
NOJCeHUI0 pasrosecus npu ¥ e(O, 1] U 106bIX HAYANLHBIX YCIOBUAX

0
q >0, Hesasucumo om moeo, acenm pegpnexcupyem no KypHo unu no

t t+1
IImaxkenvoepzy, 3a uckmouenuem cayuaes a) eciu oy =0, mo y,~ =1, 6)

ecnu Gy =0, mo 71“1 =1

Hokaszamenvcmeo ymeepxicoenus 3. BHagane mokaxem, 4To B
JAYONOJIMM JIsA ar€HTOB C pa3HbIMU 3HAaKaMW, UMECT MECTO YTBCPKIACHHUC,
aHAJIOTMYHOE YTBEpXKIAeHUIo 1 mis mpomecca 1.

ITockoybKy KaXIbIii areHT MOXeT peduiekcupoBaTth o KypHo niam
o Hltakens6epry, To BHaYale pacCMOTPUM CiTydai, Koraa o0a areHra pe-
¢baexcupyior mo KypHo, m B Tekymmii t-ii MOMEHT BpeMeHHU oclt u ag

t t+1
UMEIOT pasHble 3Haku. [lokaxem, ecim «; >0, TO aﬁ >0, u, ecnu

af <0, oo™ <0. Mycts, s onpenenennocty, o >0, oy < 0. Tak Kak
a; >0, 1o u3 hopmynsl @ = 2(Xi Q%) —qit) umeeM ¥ (q';) >0, u mosro-
My {1} € N;. B cBOI0 OuepeIb, Ul BIOPOIO areHTa €CTh JBE BO3MOKHOCTA
{2} e N; wim {2} e N;. Ecim {2} e N;, To ypaBHenus npouecca 4 coBrma-

JIAal0T C COOTBETCTBYIOIIMMH YpaBHEHHMSIMH Tporiecca 1, KOTOpble ObLIH

accmotpensl B ipumepe 1, u ot >0, ol < 0.
p TP p pe 1, 1 2

1
t+1 <=

Eciu {2} e N}, To MOCKONBbKY Xy (qiz) <0u0< > HCIIOJTb-

3ysl COOTHOLIEHUE ly = 2(X2 (qt_z)—q;), o gopmyinam (22) u (24) nmeem

npu q£¢0 170117 ”1;&%.
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ot = (1—/11”1)0:{ ~Aad + b = (1— 211“1)04 +05 >0,

t+1 _ ot t+1 ot t t+1 ot
@ = a0~ Aoy + 0y =y + 2% () —ap — A ey = 2%,(Al,) —
e <0,
Taxum obpazom, B gyononuu KypHo mis nponecca 4, ecnu alt u ag
t+1 t+1

HUMEIOT pasHHe 3HaKM, TO Takue K€ 3HaKku Oyayr y a  H a, . Ecim
0<A <= (k 1,2,..) u g5t #0, 1o 3maku o™ u a3 Gyayr pas-

HBIMH U COBIIaAAaTh CO 3HAKAMH a]t_ n aé, cootBeTcTBeHHO. ITo MTeMMaMm 3 u

1 npomecc cxomsTcs.

Iyctb q; =0 u ﬂ,f = % o IIPEAIIOJIOKEHUIO
t t t t t+l _
oy =2(%(a') ~ 3 ) =2%,(a',) <0. Tlosromy mo (4) 5™ =0. Ho

ay™t <0, crenosatensHo, (X2 (qh - q”l> 2%,(9"5) <0 u mosTomy

2 0. IMockoabk B JaHHOI  cuUTyauuu at =0, TO
2 1

(Xl(q”l) q”l) 0. Io npexanonoxkenuio ¥ (q';) >0, mosromy ¢ >0
- Xl(qt+1)>0 Torna alnz (1 2/1{*2) t+1+q£+l (1 2/11”2) t+1:O U
t+2 t+1

at? =al +2qt+1 /11t+2 t+1 2X2(qt+l) t+2 t+l 2X2(qt+l)<0. Ta-

KuM 00pa3oM, HMes HCXOIHBIE TPEANOIOKEHUS {1}6 NI, {2}6 NS

1
alt >0, a; <0, q; =0 un ﬂ,l”l =5 Jajiee Mojly4aeM 0(1”1 0, a”z Ou

1 2
05" =0, g5"? =0. OueBuamo, ecnu mpouecc GyaeT MPOOIKATHCS TAKHM

00pazoM, TO CXOIUTCSI HE MOJKET.
Paccmotpum citydaii pasHopeduiekcupyromux areHToB. I1ycts, s
OTIPEJICIICHHOCTH, TIEPBBIA areHT peduekcupyror mo KypHo, BTopoi — mo

[ItakemsGepry u o >0, ay < 0. Tokaxem, uto ;™ >0 u ay™ < 0.

Jus {2} € N s10 cniestyer u3 cucremsl pasencts (18)—(19).
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1
Jois {2yeN; mpn  O0<A™ SE, MCTIONBb3ysl  COOTHOLICHHE

a, = (X2 @',)- qz) no dopmysnam (22) u (25) umeem npu Qs # 0 win
t+1 1
*—.

A 2

ot —<1—/11H1) -4+ :(1 Zﬁ“lm)al +0; >0,

1 1 1
at =ay+= QZ Aoy +qy == Xz(qiz) Ay

Taxum 06pa30M, B TaKoi AYONoJinu IAJisd Mpolecca 4 €ClIn a]t_ u (Z;

t+1 t+1
HUMEIOT paBHHe 3HAKH, TO TAKHE K€ 3HaKK OyayT y o = u «, . Ecmu

0< Ak < ,0< A <2 (k=12,..) (aro osmauaer0<yi™ <1), To0
t+k

3HAaKU @ H a;k 6y)1yT Pa3HBIMH M COBIMANATh CO 3HAKAMH @) H ly,
cooTBeTcTBeHHO. [10o memmam 2 u 1 mpomeccsl cxoasaTes.

1 1
AHAJIOTUYHO MOKA3BIBACTCS, UTO MPH q; =0u /11t+ = 2 npolecc He

CXOIHMTCA.
IIycte o00a arenra pecbneKcnpyIOT mo [Ilrakensbepry u
1
o >0, ay <0. Tokaxem, ato ;" >0 u a3 <0.

Jns {2} € N 510 criesyet u3 cuctemsl ByX paseHcTs Buja (19).
Huns {2} € N; mpu 0< 4™ S% no Qopmyne (25) mumeem npu

gy #0 wm A %

=(1-52 @”@+%—[—§qﬂ}q+¢>a

af" =+ 0 -4+ o = S0y~ e <
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TlosToMmy st Tipotiecca 4, eclld ¢ M @ MMEIOT Pa3HbIE 3HAKH, TO
t+1 t+l t+k 2
TaKWe e 3Haku OyayTry o  # o, . Ecrm 0< 4™ < 3 YTO O3HAYAET

0<y**<1(k=12..), to3uaxn &' u &' Gynyr pasusivu u cosma-
7| 1 2 yay

JlaTh CO 3HAKAMH @ H aé, cooTBeTcTBEHHO. ITo nemmam 2 u 1 mpouecc
CXOJIUTCHL.

2
AHAIOTUYHO MOKA3BIBAETCS, UTO MPH q; =0u ﬂf’l = 3 npolecc He

CXOJUTCHL.
Wrak, MBI paccMOTpEH Cily4au, KOTAa B TEKyIIMH t -if MOMEHT Bpe-
MeHH y @ W o pasHble 3Haku. Ecim B ayomomumn o >0, @ >0, wm

1t
a,a, <0, o, ay™ <0, To cxomuMocTh mpouecca 4 MOKa3bIBAETCS C

npumeneraneM JeMM 4 u 1. [loaTomMy ocTaeTcsi pacCMOTPETh CiTydai
1 1
a,a, <0, ot ayt >0.

ITycts i1 maHHOTO CIyd4ast OJUMH areHT AeicTByer mo [ltakensbep-
ry (U1l OnpeiesIeHHOCTH TIepBEIid), apyroit — o Kypno. Ipyrue Bo3mox-
HOCTH, Korja oba areHra Begyllue MM 00a BEZOMBIE PacCMaTPUBAIOTCS
AQHAJIOTUYHO.

t t t+1 t+1
Iycts oy, a, <0, o, >0.

Homyctum {1, 2} € Nlt. o (22), (23) mmeem:

2
t+1 (1 22;1) /11t+1a1t.

alt+1 (1_§/11H1j0‘1t _/gﬂa;,

Otcrona cienyer, 4to /L;*( a2)>al”l u /11”1< alt)Za;“. Io-

3TOMY max{ﬂf*l ﬂ;’l} max‘a ‘> max‘a“l
i{1,2 i{1,2

[TycTs TEmeps {1, 2} € N2. Io (24), (25) umeem:

t+1 t 3 ¢t
(2] —a1+5q1+Q2v
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t+l t t, ot
a,  =a,+20;, +0;.

Tak Kak {l,2}eNt, TO 0‘1I+§‘1;§0 WK q{g_gal -

1 1
ay+20y <0 wm q;s—Ea;. IMosTomy —Ea2>a1

2
= max ‘a ‘ > max ‘a”l
3|e 12 Ie 12

Iycts teneps {1} e N;, {2} e Nj. Cotyqait {1} e N3, {2} e N; pac-

cMmatpuBaetcs ananorunvHo. [1o (23), (24) umeem:
t+1 3 t+1 t t
o :[1_5/11 ja1+q2’

t+1 _ ot t t+1 t
o, =a,+20, -4 .

t t 1 t t+1 t+1 t+1
Tak kak o, +2q, <0, T0 —Eaz > u - > ay™. Tlostomy

IElZ

1
max4 4= ‘a ‘> max ‘a”l
2 |612

Wrax, mis ciyuas ap, oy <0, o,y >0 B nyonomnu Take

t+1

HMEET MECTO HEPAaBEHCTBO ,ut r_nax‘a ‘> max‘a , rae ,ut e(O; l). Yro
ieN

YKa3bIBaeT Ha CXOJMMOCTD TIporiecca 4.
VYTBepxkaeHue 3 g0Kka3aHo.
Crneocmeue 3. B oyonoruu (5)—(7) npoyecc 3 cxooumces x nono-

0
HCEHUIO paeHOoBeCcUst npu JIH00bIX HAYATILHBIX ycaoeusx q > 0, He3asucumo

om mozo azenm pegrexcupyem no Kypno uiu no lllmaxenvoepey.
PesynbTar, mpeacTaBleHHBI B YTBEpKIeHUH 1, 0000mmaeT u3Bect-
Hble aHaymord. Tak B paborax [24, 25, 29] 4acTHBIMH €ro CAy4asMu SBJIsI-

2
I0TCA JOCTATOYHBIE YCJIOBUSA CXOLUMOCTH BHUIA ;/it 6(0;1— I BCEX
+n
areHToB B Mozaenu KypHo, Takue ke ycIoBHs ISl areHTOB C peakLuei 10
t (g1
KypHo u y €| 0; = | mia nunepa B Monenu ¢ oguuM juaepom no Llra-
n
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1
KeHL66pr, ycjioBus }/It € (0, — | AJId BCEX ar€HTOB B MOJACJIM OJIUI'OIIOJINNA
n

C OIHMMU JUAepaMu. [lJ1 OJUTONONNH ¢ TIPOU3BOIBHBIM YHCIOM JIHICPOB
AQHAJIOTUYHBIE MOJICTIFHBIE HCCIIEJOBAHUS Ul CPABHEHUS HAM HE N3BECTHEI.

PesynbTarhl, cOpMyIMPOBAHHBIE IS YOTOJUU B YTBEPXKICHUH 2
U YTBEPKJICHHUH 3, MOTHOCTHIO COTNIACYIOTCS C M3BECTHBIMH aHAJIOTaMHU U
MOJICNBHBIME 3KcniepuMeHTamu [2, 25, 29, 34-38]. Uto MOXeT CBUICTEIb-
CTBOBaTh O KOPPEKTHOCTU NMPHUMEHSIEMBIX METOAOB U AJISI OJUIONOINY IpU
n>2. HoBbIMU 3/1€Ch SIBISIIOTCS METOJ| JIOKA3aTeIbCTBA THX YTBEpPIXKIe-
HHUI, a TaKk)Ke BBISBICHHBIE OCOOEHHOCTH, KOTJIa B AYOIIOJHUH Tpouecc 4
CXOANUTHCS HE MOXKET.

6. 3akylouenue. B cratee paccMoTpeHa mpobiiemMa TOCTHIKEHUS
paBHOBecust Ho1a Ha peIHKE OJIMTONOJIMU NPU OTCYTCTBUH OOILIETO 3HAHMS
Cpean areHTOB C NPUMEHEHHEM pPe(IIEKCHUBHBIX IMOBTOPSIOIINXCS UIP U
Mojenell TUHAMHUKH KOJUIEKTUBHOTO MOBEJEHUs. ATEHThI, OCHOBBIBAsICh Ha
HaOJIOZICHUH 3a TEKYIIMMH 00bEMaMH BBIIyCKa KOHKYPEHTOB M Pa3MBIII-
JICHUSIX O HAWiIy4dlleM cOOCTBEHHOM JEHCTBUH C yYETOM HAWIYYIIUX OT-
KJIMKOB KOHKYPEHTOB, NPU MOBTOPEHUH UTPbl YTOUHSAIOT IO MOJENU KOJ-
JIEKTUBHOTO TIOBEJICHUSI CBOM OOBEMBI BBHINTYyCKa, JIeNas IIard B HaIpaBslle-
HHUHM TEKYILETO ONTHMAJIBHOTO BBITyCKa. Pa3BuTHe AMHAMUKN HAIIPaBIISCTCS
BBIOOPOM areHTaMH BEJIMYMHBI [I1arOB.

Haydnast HOBH3HA pe3yIbTaTOB IPOBEAECHHOTO HCCICIOBAaHHS 3a-
KIIFOYAaeTCs B TOTyYCHUH HOBBIX aHAINTHYECKUX BBIPAKCHMH I IUana3o-
HOB BEJIMYMH TEKYIIUX IIaroB areHTOB, MPU KOTOPBHIX TapaHTUPYETCS CXO-
JUMOCTb MOJeJIeH KOJUIEKTUBHOTO MOBEJECHMSA K CTATHUHOMY PaBHOBECHIO
Hbma. B Hamem citydae yCiaoBHsS CXOAMMOCTY IIOJIYYEHbI JUJISl OJIMTOIIOIUH
C MPOM3BOJILHBIM YHCJIOM JHepoB o lllTakenpbepry B kiacce JTUHEHHbBIX
GyHKIMHA cnpoca M M3JIEpKEK areHTOB. ATCHTHI IPU BBIOOPE BEIMYUHEI
I1aroB MPUHUMAIOT BO BHUMAaHHE TEKyIIHE SKOHOMHYECKUE OTPaHWYCHUS
M0 IPUOBIIPHOCTH M KOHKYPEHTOCIOCOOHOCTH, MO3TOMY MAJIHMHBI IIaroB
MOTYT MEHSATHCSI BO BpeMEHH. Takas MONMTHKa BRIOOpA Iara IO3BOJSET
Ka)XJOMY areHTy MaKCHMH3HPOBaTb COOCTBEHHYIO NPHOBIIb HA OCHOBE
JOCTYNHOW eMy MH(opManny, npeanonaras IoJHOe (COBEpLIEHHOE) 3Ha-
HHE CPEAN areHToB. Tarke MoKa3aHo, YTO JUHAMHUKH CXOJISITCS MPH JIFOOBIX
HavaJIbHBIX 00beMax BbIMycKa. [logpoOHO oOcysknaercs ciaydail aAyonoianu
B CPaBHEHUHU C COBPEMEHHBIMHU pe3yibTaTaMu. [IpuBeneHsl HE0OX0OANMBIE
MaTeMaTHYeCKUE JIEMMBI, YTBEPKICHHS U MX T0Ka3aTeIbCTBA.

[Tomy4yeHHBIE pe3yNbTaThl CBUICTENBCTBYIOT O TOM, YTO B YCIOBHSX
HETIOTHOM MH(OPMUPOBAHHOCTH M OTCYTCTBHM OOIIET0 3HAHUS IPHU OIpe-
JICJICHHOM [JIMalla30HE 3HA4YCHUW JEWCTBUM arceHTOB MOXKHO Ppealu30BaTh
paBHOBECHBIE 0OBEMBI BBIITYCKa IIPH JIIOOOM YHCIIE JUIECPOB 3a CUET BBEJIE-
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HUS peduieKCupyromux areHToB. C TOYKH 3pEeHUs TEOPUH NMPUHATHS pere-
HUM, BBEeJICHHE PeQIIEKCUPYIOMINX areHTOB PACIIMPSIET MHOXKECTBO BEKTO-
pOB IeHcTBHUIl, KOTOPBIE MOTYT BBIOpPAaTh areHTHI, OCYIIECTBIISIONINE COB-
MECTHYIO JEATENIbHOCTh, U MO3BOJAET CYIIECTBEHHBIM 00pa3oM H3MEHSTh
cocTossHue pbIHKA. IloiydeHHBIE pe3ysbTaThl MOTYT MMEThb NPHKIAIHOE
3HAYEHME AJISI TIOHUMAaHUsI pe(IEKCUBHOTO TPYIIIOBOTO MTOBEACHHS ar€HTOB
HA COBPEMEHHBIX KOHKYPEHTHBIX PBIHKaX.

IlepcrieKTUBHBIM HANpaBJICHUEM AANbHEHUIINX HCCIEIOBAHUN Mpea-
cTaBIsieTCs ocnabneHue ycnoBuit (26), (27) Ha WHAMBUAYAIBHBIA BEIOOD
Ka)XJJOr0 areHTa M BhIPadOTKa €AMHOTO JUISi BCEHl COBOKYIMHOCTH areHTOB
YCJIOBHS Ha KOJIJIGKTUBHBIH (IpynnoBoi) BeIOOp. Tarke akTyalleH M 1iep-
CHEKTHBEH IOMCK aHAJIUTUYECKUX pEUICHUH Ui HeNHMHEHHBIX Mojenei
PBIHKA M W3BECTHBIX THIIOBBIX PE(IICKCHBHBIX MOAEIEH NMPHUHATHS KOJJICK-
TUBHBIX PEUICHUH C JIMAEpaMH Ha pasHbIX ypoBHsX. IIpencraBisor Heco-
MHEHHBII MHTEpEC MOAENHN, KOTOpPBIE OB XOPOIIO MHTEPIPETHPOBAIN CO-
JIep KaTEeIbHBIA CMBICT W TICHXOJIOTHIO BBIOOpa areHTOM TOTO WM HHOTO
1ara ABM>KEHHS K CBOEH TEKYILEH LeJIH.
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M.B. BOBbIPh, A.E. APXUIOB, C.B. 'OPEAUEB, 1I. I1AO, C.b. BXATTAUAPHA
HEYETKO-JIOTHYECKHNE METO/bI B 3AJJAUYE
JAETEKTUPOBAHUS T'PAHULl OBFBEKTOB

bobwipy M.B., Apxunoe A.E., Topbaues C.B., Llao L], Bxammauapes C.5. Heuerko-
JIOTHYeCKHe MOAXO0ABI B 3aa4e JeTeKTHPOBAHHS I'PAHHI 00 bEKTOB.

AHHoTamusi. PaccmatpuBaercs 3ajada yMEHBLICHHS BBIYHUCIHMTENBHONW CIOXKHOCTU
METOZIOB BBIJC/ICHUS KOHTYpOB Ha H300pakeHMsAX. PelieHue mOCTaBICHHON 3a[aun
npocturaercss MopudHKamueid aerektopa KaHHM [BYMs HEYETKO-JIOTHYECKUMH METOIAMH,
TIO3BOJITIOLIMMH COKPATHTh YUCIIO MPOXOAOB IO HCXOTHOMY M300pasKeHHIO: B-TIEPBOM ClIydae,
IyTEeM HCKIIOYCHHUS MABYX IIPOXOJOB, CBS3aHHBIX C OMNPCACICHHEM HAIM4YMs COCEACTBA
NPETeHAYIOEro Ha IPaHMIy IHKCENs CO CMEKHBIMH B paMKe pasMepoM 3x3, a BO-BTOPOM
cilyyae, WCKJIIOYCHHMEM OIEpaliyl ONpPEIENCHHUS yIja HANpaBICHUS TPajdCHTa IyTeM
(hopMHupoBaHUs TaHHOW BEIWYNHBI KOMOMHALMEH HedeTkuX npasui. Llenbio paboTe sBisieTcst
NIOBBIIIEHHE TIPOU3BOAUTENIBHOCTH BEIMHUCIHUTENBHBIX ONEpalii B MPOLecce IeTEeKTHPOBAHMS
IPaHULl OOBEKTOB IIyTEM YMEHBIICHUS YHCIA IPOXOJOB II0 HCXOJHOMY H300PaXKCHHIO.
VHTemtexTyanu3anus Ipolecca JETEKTHPOBAHHS TPAHUI] OCYIIECTBISCTCS YaCTUIHBIM
IIOBTOPOM BBIYHCIIMTENBHBIX OIepanyii, HCIONIb3yeMbIX B aerekTope KaHHH, ¢ panbHenmen
3aMEHOH HauOoJee CIOKHBIX BBIYUCIUTEIBHBIX MPOLEAYp. B mpemaraemsix Meronax mocie
OIIpeJieIeHNs BEININHBI TPAJNEHTa U yIJIa €ro HaIPaBJICHHUs OCYIIECTBISETCS (a33uduKarms
BOCBMH BXOJIHBIX NEPEMEHHBIX, B KadeCTBE KOTOPBIX HCIIONB3YeTCs PasHOCTh I'PaJMEeHTOB
MEXIy LEHTPAJIbHOH U CMEXHBIMH sYeHKaMu B paMke pa3mepoM 3x3. 3aTeM cTpouTcs 6asa
HEYCTKMX MpaBWI. B mepBoM MerTose B 3aBUCHMOCTH OT YIVIa HAlpaBlICHHS TpaJucHTa
UCHOJIB3YIOTCS YEThIPC HEYCTKUX MpaBHiIA M MCKIIOYAeTCs OUH Npoxod. Bo BropoM merone
IIECTHAAIATh HEYETKHX IIPaBHJI CaMU 3aJalOT YroJl HANpaBJICHUs TIPaJHeHTa, HPH JTOM
HCKJIIOYACTCS J1Ba MPOXOAA BAOJIb M300paxkeHHs. PasHOCTb IpaJleHTOB MEX1y LEHTPAIbHOMI
SIYCHKOM M CMEKHBIMU SYEHKAaMU I1O3BOJISIET YYUTHIBATh (OPMY pacIpe/esiCHUus] rpaieHTa.
3ateM Ha OCHOBE MeTOfla IIEHTpa TSDKECTH  OCYyHIeCTBIsieTcs — aedassuduxarms
pe3ynpTHpYIOLel nepeMeHHo. JlanbHelinee UCnoib30BaHHe HEYETKUX O-CPE30B MO3BOJIAET
OCYIIECTBUTH OMHAPH3ALUIO Pe3yIbTHPYIOIIEr0 H300paKeHNUsI C BBICICHHEM HA HEM I'DaHHI]
00beKTOB. [l OLEHHBAHUs BBIYUCIUTEIBHONH CKOPOCTH PabOTHl HPEIIOKEHHBIX HEYETKHX
METO/IOB JETeKTHPOBaHHsI rpaHul] B cpexe Microsoft Visual Studio 6buto paspaborano
nporpamMmHoe obecredenue. IIpencTaBiieHHbIE dKCHEPUMEHTATIBHBIE Pe3yIbTaThl ITOKA3alld,
9TO YPOBEHb IIyMa 3aBHCHT OT BEIIMYUHBI O-Cpe3a M IapaMeTpoB METOK TPalelHeBHIHBIX
¢ynxnmit  mpuHaUIeKHOCTH. OrpaHHYeHHEM JBYX METOJOB SIBIIETCS HCIOJIBL30BAHHE
KyCOYHO-THHEHHBIX ~(DYHKUUA NPUHALICKHOCTH. JKCIEPHMEHTAIbHBIC —HCCIICJOBAHMS
PpaboTOCIIOCOOHOCTH TIPETIOKEHHBIX METO/IOB JIETEKTHPOBAHHS KOHTYPOB IIOKA3alld, 4TO
BpeMs IepBOT0 HEYEeTKOro MeTona Ha 18% ObIcTpee 1o cpaBHEHHUIO ¢ fAeTekTopoM Kanunu u Ha
2% TO OTHOIICHUIO KO BTOPOMY HedeTkoMy Mertony. OJHAaKO IpH BHU3yalbHOW OIICHKE
YCTaHOBJICHO, YTO BTOPOI HEYETKHII METO] JTy4Ille ONpenesieT IPAHHIbBI 00BEKTOB.

KroueBble cjoBa: HeuéTkas JIOTWKA, JeTeKTOp KaHHU, BBIIENEHWE TPaHUIL, ONEpaTop
Cobenst, HEHTP TAKECTH.

1. BBenenue. I'panunsl 00bEKTOB Ha UM(POBBIX H300paKCHMAX
NIPEAOCTABIISIIOT BaXHYI0 HH(OpManuio, HEOOXOIMUMYIO JUIsi aHajlu3a M
JadbHEHIINX MHTEPIPETALUH, TaKKMX KaK MPOLEIyp Kak CerMEHTALUsl, pac-
MIO3HaBaHUE JIMIL, Paclo3HaBaHUE OOBEKTOB, OTCIEKHBAHHE, ITOUCK H300-
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paxxeHuil wiu crepeospenne u T.1. [1, 2]. UToObl u3BI€Ys KOHTYP 0OBEKTA
Ha M300paKeHNH HEO0OXOAMMO TOIYYUTh MOJTHYI0 WH(POPMAIHIO O TPaHH-
1ax, MOTOMY OOHapy)KeHHE TPAHHUI] ABISIETCS HEOTHEMJIIEMOM YacThi0 00-
pabotku uzobpaxenus [3]. IIpu 5TOM MHTEHCHBHOCTh M3MEHEHHUS TPaJHeH-
Ta Ha U300pa’KCHNU MO3BOJISIET OLICHUBATH BHE3AMHbIE U3MEHEHHS SIPKOCTH
Ha M300paXKCHUH U TeM CaMbIM JIETEKTUPOBATh TpaHuUIsl Ha Hem. OOHapy-
JKEeHUE T'PaHHMI] BKJIIOYACT B ce0s psii BBIYUCIUTEIBHBIX MPOLEAYP, HAIPH-
Mep, BBIYHCIIEHHE IPOU3BOJHOM (QYHKIIMM MHTCHCUBHOCTH N300pakKeHHs B
3aJaHHOM MECTOIIOJIOKEHUHM THUKces. Eciau BenmunHa IMPOM3BOAHON
(YHKIIMM MHTEHCHBHOCTH HM300pa)KCHUSI OTHOCHTENILHO BBICOKA, TO IHK-
cellb KTacCU(MUIMPYeTCsl KaK KpaeBoil IMMKceslb. BakHBIM CBOHCTBOM Tako-
ro Mojxoja OOHapy>KeHUs! IPAHHUI SBJISAETCS CIIOCOOHOCTH BBLACNATH TOY-
HYIO I'paHb IPaHMIBI C XOPOIIEH OpUEHTAMEH Ha paccMaTpUBacMOM H300-
paKeHHUH.

3a mocieqHAe 1Ba AECATHICTHS OBLIO OIMyOJIMKOBAHO MHOTO CTaTel
1o oOHapykeHuto rpaHuil. CymecTByeT AOCTATOYHOE YHCIO TOAXOMO0B U
cnoco0oB 0OHapyXeHHUs TpaHUIl. BONBIMMHCTBO M3 HHUX Oa3upyroTcs Ha
MpOoLEAype BBIYHUCICHHUS BEIWYMHBI IPAJIMCHTA MHUKCENS B Kau€CTBE MEPHI
oOHapy)XeHHs] HHTEHCUBHOCTH rpanul [4]. [pyrue meTonbl oOHapyKeHUs
rpaHull, Takue Kak, ¢uiabTpauus [Iproutra, Namnacuanckas (UIbTpanus
l"aycca, onepatopsl Ha ocHOBe MOMEHTOB, omneparop lllena u Kacranana,
nerekrop Kanuu u Jle-Pumia, [5], dunstparmss Cobens [6] HCHOIB3YIOT
pa3UuHbIe OLEHKU IMCKPETHOTO MPHOJIMKEHHS MPOM3BOAHON (YHKIHH.
Ho nexoTopsle o01ue mpodaeMbl 3THX METOJIOB 3aKJIIOYAIOTCS B OOJIBIIOM
00beMe BBIYMCICHUH YyBCTBUTEIBHOCTH K mIymMy. OIMH U3 MOJXOJOB IS
oOHapy)XeHHsI TPaHMI[ NPEACTaBIeH B craTtbe [7]. HekoTopble AeTeKTOpHI,
OCHOBaHHBIC Ha ONTHMH3AlMH, NIPEACTABJICHBI B HAy4HBIX pabotax [8, 9].
Hcnonp30BaHne CTaTUCTUYECKUX METOJOB [UISl JCTEKTUPOBAHUS TPAHUIL
MPOWLTIOCTPUpPOBaHO B ctaThe [10]. Jpyrue vHTEIEKTya bHbIE MMOAXOJIbI
TaKWe Kak, TeHeTHYecKue anroputmsl [11], paauansHo-6a3ucHbIe HEWpPOH-
Hele cetu [12], GaiiecoBckmii momxon [13], anropuTMsl, OCHOBaHHBIC Ha
ocTtaTOYHOM aHanu3e [14] m opToroHampHBIX mpoekuusax [15], Taxke mm-
POKO TIPHMEHSIOTCS B 3aJadax BBIJCJICHUS KOHTYpOB Ha H300paKCHHSX.
HexkoTopblie aBTOpPHI MBITATUCH U3YYUTh BIMSHHUE HIyMa HA M300payKEHUSIX
Ha MPOU3BOJUTENHHOCTh KPAeBBIX JCTEKTOpOoB [16], mpedmaras AeTEKTOp
TPaHHML, B KOTOPOM MOPOTrOBOE 3HAUCHHE BBIMOJHIETCS C HCIOJIB30BAHUEM
CTaTHCTHYECKUX ITPUHIIUIIOB.

B uccnenoBatenbekoi cratbe [17] paccMaTpuBaeTcs METO OCTPO-
€HHsI OOHAPY>KCHHSI TPaHUIl HAa OCHOBE KJIETOYHOTO aBTOMAaTa C HCIIOJIb30-
BAaHMEM HEYETKOW IBPUCTUUECKON (YHKIMHU, KOTOPBIA MPUBOJUT K JydIIeH
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MIPOU3BOIUTEIHHOCTH [UIS HEKOTOPBIX JIMHEHHBIX MPAaBWI M MOIXOIAIINX
IapaMeTpoB, HA OCHOBE METOJIa ONTHMHU3AINH POSI JaCTHII.

B mayuHoi#i craTbe [18] omucana cTpaTerus BBISABICHHUS TPAHUI] OITy-
XOJIY TOJIOBHOTO Mo3ra Ha MPT-u300pakeHusx mamueHTa. Meroa BKITIO4a-
eT B ce0s HeKoTopble (DYHKIMK IIyMOIIOJABIICHWS, YIydlleHus OanmaHca
kourpacra (BCET) u knacrepuszanuu Fuzzy c-Means (FCM). [lns o6Hapy-
JKeHUs] TOHKHX TPaHull NpuUMeHsuicst nerekrop KanHM, 9To obecneunBaet
HEKOTOPYI0 YCTOHUUBOCTD K IIyMY.

[TyTeM sKCHEpUMEHTAIBEHOTO CPAaBHEHUsI Pa3IMYHBIX METOJ0B OOHA-
pYXKeHHs TrpaHul] HU(PPOBOTO M300pa)kE€HHs, MOXKHO C/ENaTh BBIBOJ, YTO
TOYHOCTh CEIrMEHTAllUM OMHCAHHBIX METOJIOB B Psifie CIly4yaeB OCTAeTCs He-
JIOCTaTOYHO BBICOKOI OTHOCHUTEIBHO IKCIEPTHBIX OICHOK.

Anroputm KaHHH XOpomIo m3BecTeH KaK ONTHMAaJbHBINH METOI 00-
HapyxeHUs Tpanuil. OH paboTaeT 1Mo TpeM OCHOBHBIM IPUHIIUIIAM: HU3KUH
YPOBEHb OIIMOOK, XOPOIIas JIOKAIN3AI TPAHUIHBIX TOYCK M YETKHH OT-
BET Ha HANWYHE TpaHUIbl. UTOOB yIydIIUTE CTaphle METOABI OOHAPYKECHUS
rpannn, KanHW mpemiokwia B CBOEM ajropuTMe JBa HOBBIX IOIXOJA!
HEMaKCHMaJbHOE ITOIaBJICHHE M TBOWHOE OTIpeIeNIeHUe Imopora s BEIOOpa
IPaHUYHBIX TOYeK. V3-3a IJI0XOro OCBENIeHUs TpaHUIIbl 00JIacTel Ha U300-
PaKEHHH MOTYT CTaTh PACIUIBIBUATBIMH, CO3/[aBasi HETOUHOCTH B I'PaJIUCHT-
HOM u300pakeHnu. OHAKO TH [Ba MOPOTa, UCTIOJIb3YEMbIE JUIsl CETMEHTa-
LUK TPAJMCHTHOTO HM300pa)KCHUS, YCTAaHABIMBAIOTCA SKCIEPUMEHTAIBLHO
JUISL K&KI0TO N300pasKeHHSI.

Metox amanTHBHOTO OOHApYKEHHsI TPaHHI, OCHOBaHHEII Ha orepa-
tope Kanuwu, Obi1 npescraBineH B pabore [19]. [lns ompeneneHus moporo-
BBIX 3HaYCHHH B HEM HCITOJB30BAJICS METOJ MOpOTroBoi obpadorku Omy. B
ctatbe [20] aBTOPHI MPEIIOKUIN METOA OOHAPYKEHHS TPaHHIl, OCHOBaH-
HBI Ha HEYETKUX PACCYKICHHSX, YIUTHIBAIOMINX 3PUTCIHHBIC XapaKTePH-
cTukd 4denoBeka. Csi0 W Ap. B Hay4HOM HcciefoBaHuu [21] mpennoxxunu
YIIY4IIEHHYIO0 BEPCHIO JeTeKTopa rpanur] Kanuu, crenuaisHo pa3paboTaH-
HyI0 Ui n300pakeHuH, MCKakeHHBIX [ayccoBckum mrymoMm. B HayuHOM
nccienoBanuu [22] netekTop kKpaeB KaHHM MCTOIB30BaCS ISl CETMEHTa-
MY MEIUIIUHCKHUX M300paskKeHUH.

MHorue aBTOpPHI HCIIONB30BAIN PA3IMYHBIE MOIM(PHUKAINN 3TOTO
Metozna. B [23] mpensnoxeH anroputM, OCHOBaHHBIN Ha KOHIETIINK HEYeT-
KHX MHOXKECTB THIIA 2 C IIeJbI0 00pabOTKK HEONpeeIeHHOCTEH, KOTOPBIH
ABTOMATHYECKH BHIOMpAET IOPOrOBHIE 3HAYCHHUS, HEOOXOIMMBIC JUIS Cer-
MEHTalH IPAJMEHTHOTO N300paKeHHS.

I'ubpuamszanus METOJOB JeTeKTHpoBaHUS Tpanull Ha MPT-
n300pakeHusx npejacrarieHa Shah B ero HayuHoit ctathe [24]. Eme oqaum
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mpuMepoM MouduKanuu MeToma sBiseTcs mpeobpaszoBanne lllepnera c
[IBETOBBIM KOJUpOBaHueEM [25].

CoBpeMeHHbIE aJIrOPUTMBI, OCHOBAaHHBIE Ha OOydYeHHH, OOHAPYKH-
BAlOT TPAHMIBI C IOMOIIBIO KOHTPOJIMPYEMBIX MOJENEH M CO3daHHBIX
Bpyunyto ¢ynknuii. Hanpumep, D. Hu u np. [26] ucnons3yroT uepapxude-
CKyI0 MOJIETb ISl TIOMCKAa MHOTOMAcHITaOHBIX OOBEKTOB, OOBEIMHEHHBIX
3aKpBITBIM YCIIOBHBIM ciiydaiiHbiM nosieM. J. He u np. [27, 28] npeanarator
CTPYKTYpY IByHanpasieHHOH kackamaHoi cet (BDCN) mist oOHapyskeHus
pebep B pa3Hbix Maciitabax. OHM 00y4alOT CeTh, UCIIONB3YS APYrHe Mome-
YeHHbIe pedpa IS KaXka0ro Maciirada.

Hogeiimye anroputmbl 0OHapyKeHUsI TPaHKLl, OCHOBAHHBIE Ha IITy-
O6oxoM oOyuenuu [29-37], GoKycHpYIOTCS Ha TOYHOM OOHapy>XCHUH Tpa-
HHIl 0OBEKTOB, KOTOPHIE MOTYT IPEIOCTABISTE CEMaHTHUECKHUE TOACKA3KU
IUIA JanbHeimeil o0paboTKy, Takue Kak oOHapyKeHHe OOBEKTOB, CETMEH-
TalMs ¥ OTCIexKuBanue [38-46].

N3-3a TI0XOT0 OCBEICHMS, HU3KOTO KadecTBA M300pAKECHUS WIN
JIPYTUX BO3MOJXKHBIX ()aKTOPOB TpaHHNA MEXKAY Pa3INYHBIMH OOJacTIMH
N300pakeHHsT MOKET OBITh HEUETKOH. DTO jAenaeT OOJBIIMHCTBO I'PaHWY-
HBIX TOYEK HEOINpPEJEICHHBIMH, YTO NPHBOJUT K HENPaBUIILHOMY OIpeje-
JICHUIO TPaHMIl CYIIECTBYIOIIMMHU MeToJaMH. TakuM oOpa3oM, pa3paboTka
METOJIOB OOHApy>KeHHsl T'paHHI] H300pa)keHHH, OCOOEHHO C pa3pblBaMU
[47], sBnsieTcst akTya bHOM 3amaueii.

CornacHo [48], cTeneHb HEYETKOCTH H300PAKEHUS SBISICTCS OHUM
13 KJIIOYEBBIX (PaKTOPOB, BIMSAIOMINX Ha IPOU3BOANUTEIBHOCTD OTIPEICIICHUS
MOPOTOBBIX 3HAYEHUH CerMEHTauuu n3o0paxeHus. O4eBHAHO, Heolpene-
JICHHOCTb, NIPUCYTCTBYIOIIAs B M300pa’KeHUH, JIEJIAET HEOIPEACICHHBIM H
€ro rpajneHTHoe u3obpaxeHue. B Takux ciydasx mporecc BeIOOpa 1mopo-
TOBBIX 3HAYEHWH M3 TUCTOIPAaMMBI I'PaJIMEHTHOTO N300pakeHHs Al 0OHa-
PYKEHHS TPaHUI] CTAHOBUTCS 3aTPYIAHUTEIBHBIM, YTO TPeOyeT pa3paboTKu
HOBOM MOJENIN AETEKTOpa BBIIEICHUS TPAHMIl, OCHOBAHHON HAa HEUYETKOM
noruke [49-54].

2. Heas wmccaemoBanusi. OnucaHHbIe BBIIIE METOABI 0a3UPYyIOTCS
Ha ONpeAEICHUH U3MEHEHUs TPAJUEHTOB IUKCENE U BBIOIHSIIOTCS 3a J10-
BOJILHO IPOJIOJDKUTEJIFHOE BPEMS], YTO BBI3BAHO BBIIIOJIHEHHEM OOJIBIIOTO
KOJIMYEeCTBA MOCJIEIOBATENBHBIX NPOLIEYP, HEOOXOJUMBIX JUIS ITOUCKA Tpa-
HUIl. B TO ke BpeMsa MeTonbl, Oasupyronigecss Ha  BEUBIET-
npeoOpa3oBaHUsIX U HEHPOHHBIX CETAX C 00YUSHHEM, XOTh M JAIOT Jy4lIne
pe3ynbTaThl, TPEOYIOT /ISl CBOEH pealii3alliy Clel[HalbHbIe BEIYHCIUTEb-
HBIE YCTPOWCTBA, B KOTOPBIX NP YBEIMICHUH KOJIMYECTBA BXOAHBIX IEpe-
MEHHBIX BO3MO>KHO BOSHUKHOBEHHUE OIIHOKHU «IIPOKIIATHE PA3MEPHOCTH».
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Takum 00pa3oM, B IpecTaBIEHHON padoTe pelaercs 3aaada Houc-
Ka TpaHHIl, OTPAaHWYMBAIONINX OOJAacCTH OIJHOTO IIBEeTa, 3a 1Ba 3Tama. Ha
TIEPBOM ITAIC YaCTUYHO HMCIIOJIB3YIOTCA OIE€panuu JACTECKTOpa Kannn. Ha
BTOPOM 3Tale B NMEPBOH MOAM(HKALUK HCIOIb3YETCs HA0Op M3 YeThIpeX
HEUYETKHUX TPAaBMI U1 KaXKIOTO HAMpPAaBICHUS yIJla TPagUEHTa, KOTOpBIE
MO3BOJIIIOT C HCITIOJIB30BAHUEM METOJAa IIEHTPa TSKECTH OCYIIECTBHUTH Jie-
TEKTHPOBaHHWE KOHTYpPOB Ha H300paxeHUsx. Bo BTopoil Moamdukaimu
pacder yriia TpaJueHTa He TpeOyeTcs, Tak Kak pa3paboTaHHas CTPYKTypa
0a3bl 3HAHMH, COCTOSINAS M3 LIECTHAALATH HEYETKUX IIPaBHJ, CaMOCTOs-
TEJILHO (DOPMHPYET YIIIBI pacrpeeeHus rpaaueHTa. M rakxe ¢ moMouipio
LIEHTpPa TSHKECTH OCYILECTBIIIETCS BblAeieHHe rpanull. [Ipu aToM B nepBoi
Moau(dUKaMK 110 CPaBHEHHIO C JIeTeKTOpoM KaHHM HCKIroyaroTcst JBa
MIPOX0/1a TI0 M300paXKeHUI0, BO BTOPOH MOAM(HUKALINHN TPH MIPOXO.Ia.

[lenbro mccienoBaHus SIBIAETCS YMCHBIIEHHE BPEMEHH AETEKTH-
poBaHUS TpaHUIl OOBEKTOB Ha (DOTO - BHUIEOM30OpAX]KEHHUSIX, 32 CUET
YMEHBIICHHS BEIYUCINTENBHON CII0)KHOCTH MPUMEHSIEMBIX METOJIOB, IIPH
COXpaHEHHH KadecTBa JETEKTUPOBAaHHBIX TpaHMI. [Ipm 3TOM 3KCmepu-
MEHTAJIbHAsl OLIEHKA BKJIIOYAECT CPEIHIOI OIEHKY BPEMEHH BBIJCIICHUS
KOHTYpPOB 10 cTa M300paxkeHusM. J{yisi kauecTBa BBIJICJIICHUS] TPaHUIL UC-
[0Jb30Banach MeTpuka IIparra.

3. Merton nerekrupoBanusi rpannn Kannm. [lerexrop Kanuu co-
CTOUT U3 CJIACAYIOINNX BBIYUCITUTECIIbHBIX onepaunﬁ.

Iar 1. IIpeoOpa3oBanue nukceneil B rpagamuu ceporo. B xone
9TOH onepanuy 3HaYeHNE MHTEHCUBHOCTH KaXKJJOT0 MHUKCENS ONpEeseTcs
crepymomiei popmynoii [55]

l,,=0299R,  +0,387G, +0114B, , 1)

rae lyy — MHTEHCHBHOCTB SPKOCTH rpamanuu ceporo B mmkcene (ly, €[0,
255]) ¢ koopauHaTamu B0JE ocu abcrmce (X=1...W) ¥ BIOJIb OCH OpIHHAT
(y=1...h); w — mmpuna m306pakennst B mukcensix; h — Bicota uzobpaxe-
HHA B IIMKCENAX; R — 3HaueHHe MHTEHCUBHOCTH KPACHOTO IBETA B IIHKCEIIE;
G - 3HayeHHe MHTEHCHBHOCTHU 3eJIEHOTO IIBETa B NHUKcene; B — 3HaueHue
MHTCHCHBHOCTH CHHETO 1IBETa B MHUKCEE.

Ilar 2. Crinaxusanue. Pa3mbiTre nzodpakenus Gpuistpom ["aycea,
npeoOpa3oBaHHOTO B IPajalliy CEPOTo, C ENbI0 YIAICHHUS [IIyMa BEIYHCIS-
eTcsl IyTeM TI03JIEMEHTHOTO YMHOKEHHS 31eMeHTOB |y, matpumsl |, n aie-
MeHTOB H, , MaTpuisl I'aycca H ¢ pasmepom okHa 5x5:
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2 2 1
Kx,y = Z ZBHx,ylx,y’ 2

X==2 y=-2

rae Ky, — dJIeMeHThl 3HaYeHUH MHTEHCHBHOCTH JUI Ka)XKIOTO IHKCENs I0-
Clle CTIIaXUBaHUS; D — KO3 PUIIMEHT HOPMUPOBKH, PABEH CyMME 3JIEMEH-
toB marpuisl H (b=159); H — matpuna Naycca

2 4 5 4 2
4 9 12 9 4
H=(5 12 15 12 5|.
4 9 12 9 4
2 4 5 4 2

Mlar 3. Tlouck rpaguenta. Ha naHHO# omepanuy BBIYHACISIOTCS
NpUOIMKEHHBIE 3HAYCHMs TPaJHeHTa SPKOCTH HM300paXKEHUs MO BCEMY
N300paKEHHIO MTyTEM CBEPTKH M300pa)KeHHs LIeJIOUNCIEHHBIMA MaTpHLIaMU
B BEPTHKAJIBGHOM U FOPU30HTAILHOM HAMPABICHUAX 10 hopmynam [56]:

101
GX,, =, D.Ver, K, 3)
y=-1 x=-1
11
GY,, =Y. Y.Gor, K, (4)
y=-1 x=-1

rae Veryy, Goryy snemeHThl BepTHKanbHOH Ver u ropusoHTanpHoi Gor
Matpuil CoOeltsi, COOTBETCTBEHHO:

-1 0 1 -1 -2 -1
Ver=-2 0 2|,Gor={0 0 O
-1 0 1 1 2 1

Iocie omepanuu CBEPTKH HM300PaKEHHUs OCYLIECTBIISETCSA PacyeT
rpajienTa IS KayKI0ro muKcens mo Gopmye [57]:

G,, =4GX7, +GY7,, ©)
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lar 4. Onpenenenue yria HalPaBICHNS TPAAUEHTa, KOTOPHIIl 1Mo-
clle OKpYIJIEHHs IPUHUMAET TOJBbKO deThipe 3HaueHus 0°, 45°, 90° u 135°
Ipagycos.

) d| atan| S (6)
.y = round| atan L,
g GX,y

rae round — QyHKImA OKpyriieHHs pesynbrata Oy, A0 Henoro; atan —
(GyHKIHS OIpeesieH s apKTaHI€HCa OTHOIICHUS TPaIUCHTOB.

lar 5. [TogaBneHne HEMAaKCUMYMOB. B 3aBUCUMOCTH OT 3HAYECHHS
yIJla HalpaBJlIeHUs TPaJUEeHTa OCYIIECTBIIETCS IPOBEPKaA 3HAUEHUN Ipaju-
€HTOB B CMEXHBIX slYeHKaX paMKU 3x3 OTHOCHTENBFHO €€ LEHTPAIBLHOH TOY-
KH:

Ipaemio 1. Eciu © = 0° (nanpaenenue T). LlenTpanbHas s4eiika si-
JseTcd TpaHMIEeH, eciu e€ TpagueHT OoJblle, YeM y BEepXHEH M HIDKHEH
TYEeK:

edgex’y _ 1, eciu (Gx,y > Gx,yfl)&(Gx,y > nyy+1) . (7)

0, wunaue

pasuno 2. Ecnu O = 45° (nanpaenenue N). LleHrpanbHas sdeiika
SIBIISIETCSI TPaHUIIEH, ecii e€ TpaJueHT OoJibllle, YeM y BEpXHEH JIeBOH H
HIDKHEH NpaBoH siueek:

1, ecmu (Gx,y > Gx_lvy_]_)&<Gx,y > Gx+1,y+1)

g, = 0, unaue

(8)

Ipasuno 3. Eciin © = 90° (nanpasnenne —). Llentpanbhas suelika
ABJISIETCS TPAHMIIEH, ey e€ TpajueHT OOJbIIe, YeM Y JIEBOM U IpaBOH sue-
eK:

1 ecuu (ny

y

edgex’y = > fole)&(Gx,y > Gx+1,y ) .

(9)

0, wunaue

pasuno 4. Eciiu © = 135° (wanpasnenue 7). LlenrpanbHas sdeiika
SIBIISIETCSl TpaHUIleH, ecnu €€ rpaaueHT OOJIbIe, YeM y HIDKHEH JIeBOU u
BEpXHe MpaBoil A4yeek:
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edge. . = 1, ecmu (vay > Gx—l,y+1)&(Gx,y > Gx+1,y—1). (10)
0, unaue

[TosicHMM Ha TpUMepe Omeparuio MOJaBJICHUS HeMakCUMyMoB. Ha
pucyHkax 1 u 2 npencraBieHa paMka pasMepoM 5x5 co 3HAUCHUSIMH TpaJi-
€HTa B KXo stueiike u rpaduaecknM obo3HaueHHeM ero yria. [loutu Bce
MUKCENIM MMEIOT yrojl HakJIOHa rpaaueHTa pasHbid 0°. CrnenoBaTelnbHO,
HaJIMYME TPAHHUIIBI B 3TOW TOUKE OTPEAEISIETCS B 3aBUCHMOCTH OT BEIHYH-
Hbl TPajJIeHTa B sUelKaX, PacroloXeHHBIX cBepXy (Gyy.1=5) u cHu3y
(Gxy+1=2) orHocuTenbHO meHTpanbHOH (Gyy=6). 3HaueHHe rpagueHTa B
LEHTPAIBHOH siueiike Oosblre cMeXHbIX. ClieIoBaTeNbHO, TaHHBIN ITHKCEIh
sBIsieTcst rpanuiei. Ha pucynke 2 kpacHbIM MIpU(TOM BBIAEIEHBI ITHKCE-
M, SIBSIFOILUECS TPaHULICH.

0 0 0 0 0

Puc. 1. [lo onepanuu noiaBieHus Puc. 2. Tlocne onepariu moaaBICHUS
HEMaKCHMYMOB HEMaKCUMYMOB

Hlar 6. [Toporosas ¢punsTpanns. Ha aToif onepariu B 3aBHCUMOCTH
OT MOPOTOBBIX 3HAUEHUH JUI Ka)KJOrO MUKCENs YTOYHSAETCS, SIBISETCS JIU
OH TpaHHIEel Ha M300paXeHNH WM HeT. B 3aBucHMoOCTH OT ycioBHs (op-
MyJsl (11) mpuHUMaeTCs peleHne O IOCTOBEPHOCTH TPAHHIIBL:

L, ecmG,,>Gy, T,
edge;, =105, ecu(G,, <G, T,)&(G,, > G, -T),  (12)
0, ecmuG,, <G T

rae Tp, T) — noporosele 3Hauenus; G, = max h(Gx y); — MaKCUMaJIbHOE
x=1.w,y=1... '

3HAYCHHUE TPAJNCHTa B H300paKeHHH pasmMepom Wxh.
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Bropoe ycnosue dopmyist (11), mpu KoTopoM 3HaUeHHE TpagueHTa
HaXOJUTCA B AUANIA30HEC MCXKAY ABYMs IMOporaMu, YTOUHACTCA Ha CCAbMOM
mare, IS KOTOPOTo TpedyeTcs JOTONHUTENBHBIA MPOX0 BAOIL H300pa-
KCHHUS.

ar 7. YTouHeHHEe MPOMEKYTOYHOW TpaHmibl. Ha maHHo# omepa-
MY YTOYHSETCS 3HAUCHHUE TIEPEMEHHOM, BBIUUCICHHOH Mo Gopmyne (11) B
ciydae, korja edge’y, = 0,5.

1,
edgey , = I (G (12)

=
ol
i
<
Il
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=
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©
|
e
<
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&
Il
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<
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&

Il
-
=
—_
©

X

=

<

5

&

Il
-

~

rie || — 3Hak, o603HavarOIIKi oneparuio oruyeckoro UJIN.

To ecTh aHaNM3UPYEMBIN MUKCENH SBIAETCS T'PAHULIEH, €CIIU OH CO-
MIPHUKAcaeTcs ¢ TPAHUIICH 10 OTHOMY M3 BO3MOKHBIX BOCHMH HATIPaBIICHHUH.

Hepnocrarku nerexkropa Kannu. Bo-niepBbix, omnpeneneHue mnopo-
TOBBIX 3HAYCHUH (1Iar 6) SBISIETCS OMHUM M3 HETOCTaTKOB QribTpa KanHwu,
TaK KaK MPH BBICOKOM IMoOpore T MOTYT UTHOPUPOBATHCS cialble Kpas, y
KOTOPBIX 3HAYCHHS T'PAJUCHTOB B CMEKHBIX TOYKaX HE OCOOCHHO OTIMYa-
FOTCSL OT BEJIMYMHBI TPAJIMCHTA IEHTPabHOH stueiiku. [Ipu HU3KOM mopore
T, MOXeT BBIIENATHCS OOJBIIE TPAHMIl, YTO MPUBOJUT K IOSBJICHUIO JIO-
MIOJTHUTEIBHOTO IITyMa Ha n300paxkeHnu. Bo-BTophix, GprisTp Kanuu BBIIC-
JISICT TPAHUIIBI TOJBKO B CIy4ae, €CIU TPaTUCHT UMEET BHIMYKIYIO (hopMy
(pucynok 3a). M3MeHeHHME OCTalbHBIX BUAOB rpanui ¢puisTp KaHHu He
nerektupyer. Hampumep, Ha pucyHKe 3a MpEICTaBICHO pacHpeieiieHHe
WHTEHCUBHOCTEH Tpajamnuii ceporo, BBIYHMCICHHBIX MmO ¢opmyne (1). Ha
pucyHke 30 pacrpeneneHue TpaueHTOB, ONPeAeIeHHBIX o Gopmyne (5),
TIPH 3TOM YTOJI HATIPABJICHUS TPaJMeHTa ObIT BRIYUCICH TI0 (opmyite (6) u
coctaBmn ©®=0°. [lostomy mo ¢opmyne (7) ocymiecTBisieTcss CpaBHEHHE
3HAUEHWH TIpajleHToB LeHTpanbHol sueiikn (Gy,=209) c¢ BepxHeil
(Gxy-1=200) n mmxneit (Gyy+1=36) oTHOCUTenpHO Heé. Tak Kak 3Ha4YeHHE
TpaJleHTa B ICHTPAIBLHON sSYeliKe, OOJbIIE YeM B CMEXKHBIX, TO IICHTPAaJb-
Has sYeiKa JETEKTUPYeTCs Kak rpaHuna (pucyHok 3B). OmHako, mpu He-
3HAYUTENbHBIX M3MEHEHMSX 3HA4eHMH rpajaunuil ceporo (pucyHok 3r) B
YETBEPTOH CTPOKE MPOUCXOIUT U3MCHEHUC BEIHYMH TPATUCHTOB (PUCYHOK
3m). Hamee ¢ yduerom ypaBHeHHs (7) HmemaeTcs BBIBOJ, YTO IICHTpAaJbHAsS
siaeiika He SABJSETCS rpaHuiel (pucyHok 3e). XOTsS B JACHCTBUTEIHHOCTH B
JIaHHOW TOYKe TpaHuIa cymecTByeT. To ecth ¢pmibTp Kanau cinabo merek-
THUPYET pacrpeiesieHNe BEIMYKIONH (OpPMBI pealbHBIX TPAHMI] OOBEKTOB Ha
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n3obpaxkennu. Boruyras ¢opma Takke IUIOXO JETEKTUPYEeTCSd (QHIBTPOM
Kannu.

200 | 200 | 200 | 200 | 200

200 | 200 | 200 | 200 | 201 200 | 200 | 200 0 0 0

250 | 250 | 250 [ 250 | 250 204 | 209 | 209 1 1 1
1

250 | 251 | 252 | 254 | 250 37 36 32 0 0 0

240 | 241 | 241 | 242 | 243

a) 0) B)
200 | 200 [ 200 | 200 | 200
200 | 200 | 200 | 200 | 201 200 | 200 | 200 0 0 0
250 | 250 | 250 [ 250 | 250 190 | 190 | 190 0 0 0
1
247 | 248 | 247 | 248 | 248 37 35 | 32 0 0 0

240 | 241 | 241 | 242 | 243

r) ) °)

Puc. 3. JlerektupoBanue (popM IpaHUIl: a) MATPHIA Tpajaliiel ceporo nera; o)
MaTpHIia TPAANCHTOB; B) IETEKTHPOBAHNE TPAHNUIT; T) MaTpHIla Ipafaryei cepo-
IO IIBeTa [10cjIe U3MEHEHHUS; 1) MaTpHUIla IPaJIuCHTOB [0C/Ie U3MEHEHHUS; €) 1e-
TEKTUPOBAaHHUE I'PaHUI] [10CTIe U3MEHEHHS

B-tperpux, ans peanusanuu anroputMa KaHHM Ui miectoro u
celbMOro maroB TpeOyeTcs ABa JAOTOJHUTENIBHBIX POX0/a M0 M300paxe-
HUIO, YTO CHUXKAET €ro MPOU3BOJUTEIBHOCTD.

4. HeyeTKo-10TH4YeCKHEe METO/AbI 1eTeKTHPOBAHUS IpaHul. Pac-
CMOTPUM HEYETKO-JIOTHYECKHE METO/BI ICTEKTHPOBAHUS TPAaHML], OCHOBaH-
Hble Ha Moauukaru GrisTpa Kanam.

4.1. Meton 1. Hederko-orudeckuii MOAXO0A eTEKTHPOBAHUS
rPaHHUI € Y4eTOM YIJIa HANPaBJEHHs rPaJiMeHTa.

Iar 1. TToBTOpeHUE BBIYMCICHUN, aHATOTMYHBIX AeTekTopy KanHM
¢ 1 mo 4 maru.

ar 2. ®a33udukarys BXOIHBIX U BEIXOAHOH IIEPEMEHHBIX.

st hopMupoBaHUST BXOAHBIX NEPEMEHHBIX UCIIONIb3YeTCs pa3HOCTh
IPaJMeHTOB CMEKHBIX SYEEK OTHOCHUTENILHO CHTPAIbHOH (PUCYHOK 4).
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Gis| G| Gs AG: AGs
=
Gs Gy Gs AGs | AGy AGs

Puc. 4. Pa3HOCTb IpaJIM€HTOB OTHOCUTENILHO LIEHTPAIBHOM SYEHKU 1 X 0003Ha-
YyeHHne

Tor,ua BXOJHBIMU HapaMe€TpaMu SBJIAIOTCA BOCEMb ICPEMCHHBIX,
OIPEACIAIOINX PA3HOCTL MEKAY I'paUCHTOM HCH’I‘paJ’IBHOﬁ sYeiKu ¢ eé
CMC)KHBIMH BOCBMBIO H‘leﬁKaMH, OIpPCACIIACMBIX 11O q)opMyne:

AG, =G -G, (13)

rae i = 1...8 — HOMep sUEKHA OTHOCUTEIBHO IIEHTPATBHOM (PUCYHOK 4).
[TycTs (yHKUMM NPUHAIC)KHOCTH MMEIOT TPareUUeBUIHbIA BUI U
3a/IaI0TCsI YeTBIPbMsI mapameTpaMu. [ paduku BXOIHBIX U BBIXOJHOU (YHK-
LU MPUHAAICKHOCTH U MCEBAOKO/ BBIUKMCIICHUS CTEICHEH QYHKIMH MpH-
HaJJISKHOCTH TPEJCTaBJICH Ha pUcyHke 5 u Jluctutre 1, COOTBETCTBEHHO.

WAG)
Low High

0.8
Low High

0.6 a=20 a=10
b=0 b=355

04 c=10 c =255
d=355 d=255

0.2

0
50 100 150 200 250 AG;
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W Edge)
Non-Edge Edge
0,8
0,6
0,4
0,2
0

0 50 100 150 200 250 Edge
6)
Puc. 5. ®azzudukanms: a) rpaguk BXOAHBIX QYHKIUI MPUHAIUIEKHOCTH; 0) rpa-
(buK BBIXOHON QYHKIHH IPUHAIUICKHOCTH

Procedure Degrees_of Membership_Function

Input: AG;, a, b, ¢, d - napavempvi mpaneyuesuonoi  pyHkyuu
NPUHAONEHCHOCIU (DUCYHOK Sa)

Output: 1(AG;) — cmenens ¢pynxyuu npunadincenocmu (i=1...8)

Begin
If (AG, >=a && AG; <= b)
Return (4G -a)/ (b - a);
Else If (4G; >=b && 4G; <=¢)
Return 1;
Else If (4G; >= ¢ && AG; <=d)
Return (d - 4G;) / (d - ¢);
Else
Return 0;
End

Jluctunr 1. Pacyer creneneii GyHKIUIA TPHHAISKHOCTH

B Xxoje BBINOJIIHEHMS! JAHHOTO MIara pacCYUTHIBAIOTCS BOCEMb 3Ha-
YeHUH cTeneHer (GyHKINH TPUHAICKHOCTH.

BrixonHast QyHKONS TPUHAIIEKHOCTH 3aJaeTCS ABYMS CHHIJITOH-
HbIMH (OJHORJIEMEHTHBIMH) (QYHKIHMSIMH TIPUHAIJICKHOCTH C TEPMaMH
w(Out)={Edge(255), Non-edge(0)} (pucynok 56).

[Tar 3. ®opmupoBanue 6a3pl HEUESTKUX MPABHIL.

[IpaBmna HeweTkor 6a3bl (HOPMUPYIOTCS B 3aBUCHMOCTH OT HaIpaB-
JIHUS yrila TpagueHTa, pacCYUTaHHOTO Mo (opmyrne (6), KoTopas s
yIpolleHus: pacuera Oblia Tpancdopmuposana B hopmyiny (14), mo3sois-
IONIYI0 YETKO MHTEPIPETUPOBATh YToJl HANPaBJICHHs I'PaJUeHTa B 3aBUCH-
MOCTH OT €T0 BO3MOYKHBIX BBIXOJJHBIX 3HAUECHHIA:
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G,y 0°, ecm®,, =40 =-40 =0
atan . X,y Xy X,y
® d xy 45°, ecu®,, =10, =-3 "
«y = roun T = 90°, ecau G)x’y = 2’®x,y =2 : ( )

4 135°, ecm ®,,=-10, =3

Hederkne npaBuia cBeieHbI B TaOIUIy 1.

Tabuuna 1. ba3a HeyeTKHX npaBui Ui Meroa |

Rule | O [wAGY) |1(AG) |w(AGs) |n(AG) |m(AGs) |n(AGe) |M(AGY) |u(AGs) | Out
R, Low High Edge
R, 0° High Low Edge
R3 High High Edge
R1 Low High Edge
R, 45° High Low Edge
R3 High High Edge
R. Low High Edge
R> 90° High Low Edge
R3 High High Edge
R1 Low High Edge
R, 135° High Low Edge
Rs High High Edge

Jlns HaXOXKIeHUA 3HA4YE€HHUM CTeleHEH HEYEeTKUX MPaBMiI C y4eToM
JIaHHBIX, MPEACTABIEHHBIX B TaOuuile 1, UCTIOIB3yeTCsl onepanus HedeTKO-
IO MUHUMYMa:

R =min[ 4(AG,), u(AG))]. (15)

Iar 4. leda3zsuduranns getkoro 3HaueHus. Ha stom mare ocy-
mecTisieTcs Aedaszsuduxanys u OMHApU3AIHSI BEIXOAHOTO H300paXeHHUS C
TIOMOIIBI0 HEYETKOTO O-Cpe3a W ONpeJeNIeHNs] Ha HEM TpaHul] 00bEKTOB.
[IceBnokon qaHHOM onepanuu mpencrasieH B Jluctunre 2.

B otinume ot nerekropa Kanuu nanHas 6a3a npaBWil ¥ HCTIONB30Ba-
HHE Ol-Cpe3a M03BOJISIET pearnpoBaTh Ha Pa3IMuHbIC U3MEHEHHS IPaJNCHTa
LEHTPAIbHON s[UEeHKU OTHOCUTEIbHO CMEXHBIX S4eeK, U TeM CaMbIM Hpe-
JIO)KEHHBIH METOJ| CTaHOBUTCS OoJiee YyBCTBHTEJILHBIM K PAcIO3HABAHHIO
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(¢bopmM (BOTHYTOH W BBINMYKJIOW) pacmpeeNeHus TPaJUeHTOB Ha UCXOTHOM
N300paKeHNH.

Procedure Defuzzification_|I
Input: Ry, Ry, R3— cmenenu newemxux npasun
Threshold — nopozosoe snauenue (a-cpes)
Output: Out — bunapusuposannwiii k00: 1 — ecmv epanuya; 0 — Hem.

Begin
DeFuzzy = max(Ry, Ry, Rs);
If (DeFuzzy >= Threshold)
Return 1;
Else
Return 0;
End

Jluctusr 2. [lpouenypa nedazzudpukanuy 1 ONHAPH3ALUH BEIXOTHOTO H300pa-
JKEHHSI TI0 MeToy 1

Hanpumep, Ha pucynkax 3r, 31, 3e npeacTaBieHa CUTyalus, KOrja rpaHu-
Ila He JeTeKTHpyeTcs. PaccMOTpuM BbIYMCIIEHHE MPOOJIEMHOI CHTyalun
CBOHCTBEHHOI! feTekTopy KaHHN Ha OCHOBE NMPEATI0KEHHOT0 MOIX0a.

1. C yuerom npoueayps! (nuctunr 1, Threshold=0,4), peruncnsercs
yroJl HampaBieHus rpajguenra 0,y = 0° (pucynok 3x). Janee ¢ yuerom ba-
3bI IIPaBWJI TAOIHIBI | ONpeAeNsIoTCs CTENEeH! NPHHAUIC)KHOCTH JJISl BTO-
poit (AG;) u cenpmoii (AG;) BXOIHBIX TEPEMECHHBIX:

Low{s(4Gy)} = 1 Low{z(4G7)} =0
High{(4G)} = 0 High{(4G7)} = 1

2. Jlanee ocCyLIECTBISCTCS pacyeT CTeNeHEH HEYeTKHX MpPaBHII
(tabmuua 1):

Ri=min[Low{u(AG,)}, High{u(AG;)}]=min[1,1]=1,
Ro=min[High{uw(AG,)}, Low {u(AG;)}]=min[0,0]=0,
Rs=min[High{uW(AG,)}, High{u(AG-)}]=min[0,1]=0.

3. Ha ware nedassudukanun, ucrnons3ys nNpoueaypy (JUCTUHT 2),
JETEeKTHPYETCs IpaHMLa ISl HEHTPAJIbHON SUCHKH:

DeFuzzy = max(Ry, R,, R3)=max(1,0,0)=1,
Out =1, tak kax DeFuzzy > Threshold.
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Takum 00Opa3oM, CTAHOBUTCS BO3MOYKHO OIpPEAETICHHE Pa3TMIHBIX
(dop™m (BOTHYTast WJIM BBIITYKJIas) pACIpeaeeHus TPaJieHTa OTHOCUTEIBHO
LIEHTPAJIbHBIN SUEHKU.

4.2. Mertox 2. HeuyeTKo-J10ru4eckuii MOAX0d IeTEKTHPOBAHHUS
rpaHuil 6e3 yuera yrja HanpasJieHUsI TPaIueHTA.

[Tar 1. IToBTOpeHNE BBIYUCICHUN, aHAIOTUIHBIX JAeTeKTOpy KaHHH,
¢ 1 mo 3 marwu.

[ar 2. ®a33udukanus BXOJHBIX U BBIXOIHOH MepeMeHHBIX. JaHHas
onepanus ocyuecTsisiercsa anagoruuHo [lary 2 Mertoga 1.

[ar 3. ®opmupoBanue 6a3bl HEUSTKUX TPABUIL

Ha nanHOM 1mare 3amaercst 0a3a HEUETKUX MPaBHII, COCTOAIIAS U3
IIeCTHAAATH KOMOWHAIMI BEIMYMH PA3HOCTH TPAJMEHTa OTHOCUTEIHHO
LEHTpaJIbHOU stueiiku. B mporiecce oO0pabOTKM JaHHBIX OCYIIECTBIISIETCS
COIOCTaBJICHUE MPOTHUBOIIOIOKHBIX BEJIMYUH PA3HOCTU I'PAJUEHTa OTHOCHU-
TEJIbHO LIEHTPAJIbHOM STYEHKH, YTO MO3BOJISIET HE HCIOIb30BaTh pacyeT yria
HalpaBJICHUSI TPAJAMEHTa, TaK KaK OH (PaKTUYECKU 3aJaeTCA CTPYKTYpOi
HeYeTKuX TpaBwmi. [Ipu 3TOM naHHAS CTPYKTypa MpPaBHUJ TaK ke, Kak U B
Meroze 1 mo3BossieT pearupoBaTh Ha JI000€ M3MEHEHHE TpaJueHTa OTHO-
CUTEJIBHO LEHTpaJbHOU stueiiku. [103ToMy NaHHBIN MOIX0A TaKKe YyBCTBH-
TEJICH K Pa3IM4eHUI0 (JOpM pacrpeiesieHus TPaJueHTa UCXOTHOTO n300pa-
JKCHUS.

Tabnuua 2. ba3a HeueTkux npaBuil i MeToaa 2

Rule [p(AG) [n(AG;) |m(AGs) |w(AGs) |w(AGs) |n(AGe) |u(AGr) |w(AGs) | Out

R; High High Low Edge
R, High High Low Edge
R3 High High Low Edge
R4 High High Low Edge
Rs High High Low Edge
Re High High Low Edge
R; High High Low Edge
Rs High High Low Edge
Ro High High Low Edge
Rio High High Low Edge
R High High Low Edge
Ri2 High Low High Edge
Ris Low High High Edge
Ria Low High High Edge
Ris High Low High Edge
Ris Low High High Edge
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Jl1s1 HaxoKAeHMs 3HAUEHUI CTENEeHEH HEUeTKUX NpaBuil C y4ETOM
JTAaHHBIX, MPEJICTABICHHBIX B TAOJIHUIIE 2, UCIIOIB3YETCS ONEPaIis HEUeTKO-
IO MUHUMYMa:

Riy1s = Min[ #(AG,), u(AG;), u(AG,)]. (16)

Iar 4. dedaszsudukanus geTkoro 3HaueHud. Ha 3ToMm mare ¢ yde-
TOM KOMOWHAIIMU MOJeNH Aedaz3uuKanui MeHTpa TSHKECTH U MOJISTH
HEYETKOTO O-Cpe3a OCYILIECTBIIACTCS OMHAPH3AlHUs BBIXOJHOTO H300paKe-
HUA 1 OTIPEACIICHUEC HAa HEM T'PaHUI] 06’BCKTOB. Onepauml IIPOU3BOAUTCA T10
Tponeaype, npeacTaBieHHon B Jluctunre 3.

Procedure Defuzzification_lI
InpUt: er RZ! R31 R4l RS! R61 R7l RS! Rg, RlOr Rllr Rer Rl3l R14l R151 R16 -
cmeneHu Heyemxux npasui
Threshold — nopozosoe snauenue (a-cpes)
Output: Out — bunapusuposannwiii k00: 1 — ecmv epanuya; 0 — Hem.

Begin
DeFuzzy = (Zi=1..16 Ri - t(Edge)) / Zizy. 16 Ri;
If (DeFuzzy >= Threshold)
Return 1;
Else
Return 0;
End

Juctunr 3. [lpouenypa nedazzudukanuy 1 OUHAPH3ALUH BEIXOTHOTO H300pa-
JKEHHS TI0 METO.Y 2

Kak u B mpeapinymieM ciaydae, Ha OCHOBE NPEII0KEHHOTO T0AX0/1a
paccMOTPUM BBIYHCIICHHE ITPOOJIEMHOM CUTyaIlH, CBOWCTBEHHOM JETEKTO-
py Kannu (pucynox 3x).

1. C yuyerom mpouenypsl (TUCTHHT 1) BBIYHCISIOTCS CTETICHH TPH-
HAJICKHOCTH JUTSI BOCBMH BXOIHBIX TIEpEMEHHBIX (Tabiura 3):

Ta6mz1ua 3. Crenenu TIPUHAMJICIKHOCTHU BXOJAHBIX MEPEMCHHBIX

Low{u(AG)}=1

Low{u(AGs)}=1

High{1(AG,)=0

High{1((AG5)=0

Low{u(AGy)}=1

Low{1(AGe)}=0

High{1(AG,)=0

High{1((AG)=0

Low{u(AGs)}=1

Low{i(AG7)}=0

High{1(AG4)=0

High{1(AG-)=0

Low{u(AG4)}=1

Low{(AGg)}=0

High{1(AG,)=0

High{1((AGg)=0
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2. Tlocme pacyera creneHei (GYHKIUN MPUHAICHKHOCTH BBIYHCIIS-
FOTCS 3HAUCHUS CTETICHEH HeUeTKUX MpaBui (Tabiuma 2):

Ri=min[High{uw(AG)}, High{u(AG,)}, Low{u(AGe)}]=min[0,0,0]=0,
R,=min[0,0,0]=0, R3=min[0,0,0]=0, R,=min[0,1,0]=0, Rs=min[0,0,0]=0,
Re=min[0,0,0]=0, R;=min[0,0,0]=0, Rg=min[0,1,0]=0, Ry=min[0,0,1]=0,
Rm:min[0,0,l]:O, R11=min[0,0,1]20, R12=min[0,1,l]:0, ngzmin[l,l,l]zl,
R14:min[l,1,l]:1, R15:min[0,1,0]:0, R15=min[l,0,l]:0.

3. Ha ware neda3suduxanun, UCHoab3ys npoueaypy (Juctusr 3),
JIETEKTHPYETCs TPaHMLA JUTS [IEHTPAIbHOM SUESHKH:

DeFuzzy = 255,
Out =1, Tak xkak DeFuzzy > Threshold.

TakuMm 06pa3om, JaHHBIH METOJ TAKXKE IO3BOJISET OMPENEIATh pPas-
n4yHbIe (OPMBI pacHpesieNeHns TPAJUeHTa OTHOCHTENIBHO LEHTPATbHOU
SITYEHKH.

5. OkcnepuMeHTaNbHbIe pe3yJbTaThl. [IpakTHueckoe NMpUMeHe-
HUe pa3pabOTaHHBIX JIBYX METOAOB ICTEKTHPOBaHUS TPaHMIl Ha M300pa-
JKEHHUAX BBIMOJIHEHO B BHJE KOMIUIEKCAa IPOTPAMMHOTO OOECIedYeHHUs,
peanuzoBannoro B cpeae Microsoft Visual Studio 2019 ua si3pike mpo-
rpammupoBanus C#. [lnsg npoBeieHHst DKCIEPUMEHTa HCIIOJIB30BAJICS
nepconanbHbIi kKommbioTep Intel(R) Core(TM) i5-8600K CPU 3.60GHz,
O3V 16 T'B, omeparuonnas cucrema Winl0. B xome skcmepumMeHTa
OTIpeIeSUIOCHh BpeMsl, HE0OXOANMOE I BBIJICIICHUSI TPaHUIl Ha n300pa-
JKEHMSIX. DKCIEpUMEHTHI ToBTOpsuinCh 100 pa3 1i1s KakI0M U3 KapTUHOK.
BrineneHnss KOHTypOB Ha TpeX KapTHHKaX (TpakTop, MallWHA, IIPoLec-
cop) cBeneHB! B Tabmuiy 4. B tabmume 5 ykazano Bpems mo 100 skcrre-
pUMEHTaM, HEOOXOIUMOe AJIsl BBIJICICHUSI KOHTYPOB IO KaXA0H M3 Kap-
TuHOK. CpenHeB3BelIeHHbIH noka3arens IMP paccuntan mo tpem kapTun-
KaM JUIS K&KJIOTO U3 OnepaTtopoB. Pacyer cBesieH B Tabuuiy 5.

dopmyita aist pacuera IMP umeer Bup [56]:

1 A 1
P= , 17
max(l,,IA)iZ:;‘l+oc-di2 (7

rze |y, |o — KomMYecTBo rpaHUYHBIX TOYEK B HTAJOHHOM M IIOJYYCHHOM B IPO-
Hecce JETEKTUPOBAHKS KOHTYPE 00bEKTa, COOTBETCTBEHHO; O — KOO DHIIUEHT,
BeJIMUMHBI ITpada 3a CMemeHne TpaHMIHOW TOUKH (10 ymokanuio o=1/9);
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di— paccrosiHre OT TPAaHUYHOM TOYKH STAJIOHHOTO KOHTYPa JI0 TPAHUYHOMN TOY-
KU TIOJIy4EHHOTO B PE3YJIbTaTe JETEKTUPOBAHMU.

Tabmuna 4. JleTekTupoBaHue rpaHuIl Ha W300paKCHUH

Hcxonnoe PesymbTar neTeKTHpOBaHUS TPAHHAL]
n300paxe-

HHC

Paz-
Mep

Omneparop
Cobens

Ta6III/IHa 5. Anamus IIPOU3BOJAUTEIIbHOCTU BbIYUCINUTCIbHBIX aJITOPUTMOB

JerexTop

Kanun Meron 2

Meron 1

1920
X

1080
728

X

410

1830
X

1029

N3o0paxenue | Onepatop Herexrop Heuerkuit Heuerkuii
Cobens, cex Kannu, cex Mmerton 1, cex METOJ 2, CEK
Tpaxrop 66 84 69 70
Marniaa 9 17 10 10
IIponeccop 60 78 63 64
IMP 0,73 0,76 0,79 0,80

B xonme skcnepuMeHTa, Kak W IIPEIIONaranoch, YCTaHOBIEHO, YTO
HauWjy4liee OBICTPOACHCTBUE AETEKTUPOBAHUSI TPAHUI] MUMEET OIepaTrop
Cobensa. Ho n3o0pakeHus, MOJy4eHHbBIE C TIOMOIIBIO JJAHHOTO OTepaTopa,
MIPECTaBIICHEI B TPAJallisaX Ceporo, M Uil JajbHEHIIel OMHAPU3AINH BbI-
JISNIEHHBIX ~ KOHTYPOB ~ HEOOXOIWUMBI  JONOJTHHUTEIBHBIC  BBIYHCICHUS.
Hawmmyuymme pe3ynpTaTsl ¢ TOYKH 3pEHUS BBIACICHHUS KOHTYPOB M CHIKE-
HUS BpeMEeHH 00pabOTKH M300paKeHUH MOTydeHBl Ha OCHOBE TIEPBOTO He-
yeTKo-joruueckoro Merona. OH B cpenHeM Ha 18% mnpousBoauTeabHeH
OTHOCHTENBHO AeTekTopa KanHu 1 Ha 2% OTHOCHTENBEHOTO BTOPOTO HEYeT-
KO-JIOTMYECKOTO METOIa BBIJIEJICHNS] KOHTYPOB. Takke B X0JIe SKCIIEpUMEH-
Ta OBLJIO YCTAHOBJIEHO, YTO NPU 00pabOTKE KAPTHHOK C MEHBIINM pa3pelie-
HHEM (KapTHHKa — MallllHa) NepPBBI METO/ HE MOJHOCTHIO BBIJEISET Ipa-
HUIBI HA 00bekTax. [Ipu yBenuuenun paspemenus 1o Gpopmarta full hd mep-
BBIf METOJ JHOCTaTOYHO XOPOIIO BBHIAEISET T'paHUIBI. Tak, HampuMmep, Ha
KapTUHKE npoyeccop nerekrop KaHHU v BTOpOW HEYETKUH METOX B BEPX-
HEM JIEBOM YTIIy HOTEPSIIH YacTh KOHTYPOB, B TO BpeMs KaK IEePBBII HEUeT-
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KHA METOJ] CMOT BBIACITUTH KOHTYpHl. Hammydmiee BbIeneHHE KOHTYPOB
OBUTO TIOIYYEHO C IMOMOIIBIO BTOPOTO HEYETKOT'O METOa, XOTS 10 BPEMEHU
OH MIPOUTPHIBAET MEPBOMY HEUETKO-IOTHIECKOMY HOJXO0Ty, HO BEIUTPHIBAET
y aerexropa Kaunu mo OsictponeticTeuro Ha 16%. [ NOBBIIEHHUS] TOYHO-
CTH BBIIEJICHUS KOHTYpPOB B XOJI€ HKCIIEPUMEHTa OBIJIO YCTAHOBJICHO, YTO
MEPBBII U BTOPOH HEUETKHE METOMBI JCTEKTHPOBAHMS I'PAHMI] 3aBUCAT OT
IIapaMeTpoB TparennueBUIHON (GYHKIMN NpUHAIIe)KHOCTH. [ Tepma Low
(pucyHok 5a) HauboublIee BIHSHIE OKA3bIBACT PACIIOIOKEHHE METOK ¢ U d.
Just tepma High (pucynok 5a) HanOoJbliee BIUSHHE OKa3bIBACT PaCIOJO-
JKEeHHe METOK a 1 b. Takke KONHYeCTBO BBIICISIEMbIX KOHTYPOB 3aBUCHT OT
nepemenHoii Threshold (suctutru 2 u 3) U OT CTPYKTYPbI HEYETKHX MPABUIT
(Tabmuupl 1 1 2), KOTOpbIE MO3BOJAIOT JETEKTHPOBATh I'PaHHIly B LEH-
TpalbHOU siueiike oOpabaTeiBaeMoil paMkn n3o0paxenus 3x3. YcraHoBe-
HO, YTO peaknueH Ha JETCKTHMPOBAaHME TPAHHIl MOXKHO YIIPaBIATh H3MEHE-
HHEM CTPYKTYpbl HedeTkux npaswi. Hampumep, B Tabmune 1 mpasmio R,
(mpu ©,,=0°) pearupyer TOJIBKO Ha Mepenag ABYX COCEIHHX sdeek. Eciu
MIPEIOI0XKNATE, YTO TPAaHUIA UMeeT OOJNBIIYI0 JUIMHY W 3aBHCHT HE OT
JIBYX, a OT TPEX s[UeeK, TO TOYHOCTh BBIJICIICHUS] KOHTYPOB yBeTHUUTCS. B
COOTBETCTBUH C 3THM IIPEINOI0KEHNEM OBITH MOAUMDUITUPOBAHBI HEIETKHE
npaBuiia, Npe/ICTaBIeHHbIe B Tabnuie 1, u cBefeHsl B Tadbnuiy 6. [Tpu atom
YHCII0 HEYETKUX HMPABUII OBUIO YBEJIIMYECHO 10 MIECTHAIIATH.

Tabamua 6. ba3a MonuduIMpPOBaHHBIX HEYETKUX MPaBHJI 10 MeToay 1

eR ul Oy  [K(AG) [WAG) |(AGs) |(AGs) |u(AGs) |W(AGs) |R(AGY) |w(AGg) | Out

Ry High High Low Edge
R> . High High Low Edge
R3 0 High High Low Edge
R4 High High Low Edge
R: High High Low Edge
R, . High High Low Edge
Rs 4 High High | Low Edge
R4 High Low High Edge
R; High High Low Edge
R> . | High High Low Edge
R3 % High Low High Edge
R4 Low High High Edge
R; High High Low Edge
R, o || High High Low Edge
R3 135 High High Low Edge
R4 High High Low Edge
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Jlns HaxoXK/JIEHHS CTENEeHEeW HEYETKUX IMPaBUJl HCIOJIb30BAJIOCH
ypaBHenwue (16), a i nedasz3udukanui 1 OMHAPU3AIMH TIPOTIeTypa, Pe-
craBneHHas B Jlucturre 3. [Ipym MMHUTAlMOHHOM MOJIEIUPOBAHUM ObUIN
M3MEHEHbI 3HaYCHHUSI METOK BXOJIHBIX TPANCIUCBUIHBIX (DYHKITHI MpUHAM-
nexnocta: it repm Low={0,0,20,75}; mns tepma High={20,75,255,255}.
IMepemennas Threshold = 0.01. Pe3yabrarhl JeTEKTHPOBAHMS IPEACTABIIE-
HBI B TaOnwmme 7.

Tabnuna 7. JleTeKTupOBaHUE TPAHUII IOCIIC MOAUGBHUKAIINN HEYETKO-
JIOTHYECKOro Meroa |
N3o6paxkenue 1o momu- | M3obpakenue mocite | M300paxkeHue 1mo Mero-
¢ukanuu mo meroxy | Momudukanun mo mero- | ay Il

Bpewms perextupoBanus rpanui coctaBmio 10 cexyna st 00paboT-
kn 100 xapTHHOK, TaK ke, Kak M 0e3 MOIU(HKAINH, HO Ka4eCTBO BBIAEIE-
HUsI KOHTYPOB CYIIECTBEHHO YJIYYINWJIOCh. TakuM 00pa3oM, MOXKHO clie-
JaTh BBIBOJ O TOM, YTO IIOCTABJICHHAS I€JIb HOBBIICHHS NPOM3BOANTEIb-
HOCTH IIPH JIETEKTHPOBAHNUH I'PAHMI] IOCTUTHYTA.

6. 3akuriouenne. OmncaHbl ABa HEUYETKO-JIOTHYECKUX METO/1a JIETEeK-
TUPOBaHMs I'PaHuI] Ha n300paxeHusx. Pa3paboTka AaHHBIX METOJOB Oblia
0o0yciioBIIeHa HEOOXOAMMOCTBIO PACIO3HABAaHHUS OOJBIIET0 KOJUIECTBA
TpaHMII, TaK KaK HauboJiee ONTUMAIBLHBIN C TOYKH 3PEHUS BBIIEICHUS KOH-
TypoB ¢mnsTp KanHM mMmeer psp cuctemarmdeckux ommoOok. K omHO# m3
TaKHAX OMIMOOK OTHOCHTCS OTCYTCTBHE PEaKINH Ha pa3Hble (OPMBI H3MEHE-
HUS TpaaueHta. B craThe OBLIO YCTaHOBIICHO, YTO K M3MEHEHHSM BBITYK-
JIOW ¥ BOTHYTOW (POPMBI pactpeneeHus rpaauenTa aerekrop Kanan mano
qyBcTBUTEJIEH. [109TOMY BO3HMKIA HEOOXOAMMOCTh KOMIIEHCAIIMH JTaHHON
omnOKu. Jlisl peakuuu JEeTeKTOopa Ha CKOPOCTh W3MEHEHHs TpajlUeHTa U
(GOpMBI pacrpenesieHusi TpajueHTa Hanboliee Jydlle MOAXOAUT HedeTKas
JIOTHKa, TaK KaK OHa IO3BOJISIET C MOMOUIBIO TpaleNUeBUAHBIX (YHKIMHA
MPUHAJJTICI)KHOCTU YUYUTBIBATH U3MEHCHHUE CKOPOCTHU I'paJu€HTa, a C IMOMO-
IIpI0 HEYETKUX TPABIJI 33JaBUTH YTOJ €r0 pacipenencHus. B mepsom He-
YETKOM METOJe TaK )Ke, Kak M B Jerekrope KaHHH, mCmonp3yercss pacder
TpaJrieHTa M yIJIa €ro HalpaBJICHUs, B 3aBICHMOCTH OT 3HAYCHHS KOTOPBIX
OCYIIECTBIIICTCSI BBIOOp HeTHIpEX HEUYSTKUX TNpaBwiI, aedaz3upuranms
OCYIIECTBIIICTCSI HA OCHOBE METOJAA IIEHTpPa THKECTH, OMHApH3alus C WC-
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MOJIb30BaHUE HEYETKOIO Ol-Cpe3a. BO-BTOpOM HEYETKOM IOAXOJE pacydeT
yIia HalpaBICHHS IPAJNCHTa HE PAaCCUUTHIBACTCS, €ro HampaBiicHHE (ak-
TUYECKW 3aJal0T IIECTHAIATh HEUETKUX MpaBuil. BbICOkas MpOWM3BOIMU-
TENBHOCTh MPEICTABICHHBIX METOJOB OOYCIIaBIMBACTCS YMCEHBIICHHEM
KOJIMYECTBA IPOXOAOB MO HMCXOJHOMY H300paXEHHIO, TaK B JETEKTOpE
Kannm mig peanu3anny paBMil MCIIONB3YETCS TPU MPOXOAa, B Mpenjarae-
MBIX METOAAX TOJBKO oAWH. MareMaTndeckoe 000CHOBaHHE YCTONUYNBOCTH
U CXOIWMOCTH TPEIOKEHHOTO METO/a SBISCTCS NaTbHEHINM HaIpaBiie-
HUEM Halllero HAyYHOTO MCCIEA0BaHUS.
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FUZZY LOGIC APPROACHES IN THE TASK OF OBJECT EDGE
DETECTION

Bobyr M., Arkhipov A., Gorbachev S., Cao J., Bhattacharyya S.B. Fuzzy Logic Approaches in
the Task of Object Edge Detection.

Abstract. The task of reducing the computational complexity of contour detection in
images is considered in the article. The solution to the task is achieved by modifying the Canny
detector and reducing the number of passes through the original image. In the first case, two
passes are excluded when determining the adjacency of the central pixel with eight adjacent
ones in a frame of size 3°3. In the second case, three passes are excluded, two as in the first
case and the third one necessary to determine the angle of gradient direction. This passage is
provided by a combination of fuzzy rules. The goal of the work is to increase the performance
of computational operations in the process of detecting the edges of objects by reducing the
number of passes through the original image. The process of edge detection is carried out by
some computational operations of the Canny detector with the replacement of the most
complex procedures. In the proposed methods, fuzzification of eight input variables is carried
out after determining the gradient and the angle of its direction. The input variables are the
gradient difference between the central and adjacent cells in a frame of size 3"3. Then a base of
fuzzy rules is built. In the first method, four fuzzy rules and one pass are excluded depending
on the angle of gradient direction. In the second method, sixteen fuzzy rules themselves set the
angle of the gradient direction, while eliminating two passes along the image. The gradient
difference between the central cell and adjacent cells makes it possible to take into account the
shape of the gradient distribution. Then, based on the center of gravity method, the resulting
variable is defuzzified. Further use of fuzzy a-cut makes it possible to binarize the resulting
image with the selection of object edges on it. The presented experimental results showed that
the noise level depends on the value of the a-cut and the parameters of the labels of the
trapezoidal membership functions. The software was developed to evaluate fuzzy edge
detection methods. The limitation of the two methods is the use of piecewise-linear
membership functions. Experimental studies of the performance of the proposed edge detection
approaches have shown that the time of the first fuzzy method is 18% faster compared to the
Canny detector and 2% faster than the second fuzzy method. However, during the visual
assessment, it was found that the second fuzzy method better determines the edges of objects.

Keywords: fuzzy logic, Canny detector, boundary detection, Sobel operator, centre of
gravity.
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K.H. Iy5POBUH, A.C. CTEITAHOB, A.JI. BEPXOTYPOB, T.A. ACEEBA
UJIEHTUPUKALUSI CEJIBCKOXO3SNCTBEHHBIX KYJBTYP C
HCIOJIb30BAHUEM PAJIAPHBIX U30BPAKEHUI

Ilyoposun K.H., Cmenanose A.C., Bepxomypos A.JI., Aceeéa T.A. WnenTndpuxaums
CeJIbCKOXO035IHCTBEHHBIX KYJIbTYP € UCI0JIb30BAHHEM PagapHbIX H300paKeHuii.

AnHoTanus. OnHO# 13 Hanboee BaXKHBIX 33/1a4 B IPAKTHIECKON CEIIbCKOXO03HCTBEHHON
JIESITENIbHOCTH SIBJISCTCS UACHTU(DHKALMS CEIbCKOXO3SIMCTBEHHBIX KYJIbTYp, TPOU3PACTAOLINX
Ha OTAENBHBIX MOJSIX B JAHHBI MOMEHT M paHee. J[s CHIKEHUs TPYAOEMKOCTH IMpolecca
HACHTH(GUKALNY B ITOCICIHUE TOIbI UCIONIB3YIOTCS JaHHBIC AUCTAHIMOHHOTO 30HIUPOBAHHUS
3emim (/I33), B TOM umclie 3HA4YCHUs HMHICKCOB, PACCYMTHIBAEMBIC IO XOIy MEpUOAA
Bererauuu. [Ipu 5TOM 00paboTka ONTHYECKUX CIYTHUKOBBIX CHHMKOB M HOJy4YEHHE
JIOCTOBEPHBIX 3HAYEHHI MHJEKCOB 3a4acTyio ObIBaeT 3aTPyIHEHO U3-32 00JaYHOCTH BO BpeMs
cheMKHU. {1 pemieHust 3Toi mpoOieMbl B CTaThe NPEUIOKEHO HCHONB30BaTh B KayeCTBE
OCHOBHOT'O II0Ka3aTessl, XapaKTepPH3YIOLIET0 CEIbCKOXO3SHCTBEHHYIO KYJIbTYPY, KPHBYIO
CE30HHOI0 XO/ia PaJiapHOro BEereTallMOHHOTO MHJEKca ¢ JBoiHOM momspusanueii (DpRVI). B
nmepuoa 2017-2020 rr. auist MACHTHPUKAIMK KyJIbTYP HA ONBITHBIX HOMSIX J]albHEBOCTOYHOTO
HaY4HO-HCCIIEIOBATENbCKOI0 HHCTUTYTa cenbekoro xo3siicta ([IB HUMCX) 6bu10 nomny4yeHo
1 06padoTaHo 48 pagapHBIX CHEIMKOB Xa0apOBCKOTO MyHHITHIIAJIEHOTO paioHa XabapoBCKOro
Kpast co crmyTHuKa Sentinel-1 (pa3pemenue 22 M, HHTepBal cheMKH — 12 nHeil). B xauectBe
OCHOBHBIX HACHTU(HUIMPYEMBIX KYJIBTYp BBICTYNAIU COSl U OBeC. Takxke ObLIM J0OABICHBI
ITHKCENH TI0JICH, He 3aHATHIX JAHHBIMHU KyJIbTypaMH (KOPMOBBIC TPABEI, 3a0pOIICHHBIE TTOJIA).
Boumn nonydens! psnbl 3HaueHuid DpRVI kak 1st OTAENBHBIX MUKCENEH W moniei, Tak u
ANMpPOKCMMHUPOBAHHBIE PSAAbI  JUIL  TpeX KIAaccoB. ANMNPOKCHUMAIMA IPOBOIMIACH C
ucrone3oBanueM (ynkouu [aycca, ABOWHOW JIOTHCTHYECKOH (YHKIUM, KBapaTHOTO W
KyOMYecKOro MOJIMHOMOB. YCTaHOBJICHO, YTO ONTHMAJIBHBIM alITOPHTMOM aIIpOKCHMAIHU
SIBJISIETCSL MCIIOJIB30BAaHME JIBOMHOW JIOTHMCTHYECKOH (GyHKUMM (CpenHss ommulka cocTaBHIIa
4,6%). B cpeaneM, ommOka anmnpoKCUMAlUU MHAEKCA BEreTalluy Ul COU He mpeBbimana 5%,
JUISE MHOTOJIETHUX TpaB — 8,5%, a 1t oBca — 11%. JIst ONBITHBIX TOJiel OOIIeH MIIomaso
303 ra ¢ U3BECTHBIM CEBOOOOPOTOM ObLIa MPOBEACHA KiIACCH(MHKAIMS B3BEIICHHBIM METOIOM
k Ommxaiimmx coceneil (oOydaromast BeIOOpKa cdopMupoBaHa 1mo gaHHEIM 2017-2019 1T,
tectoBas — 2020 r.). B pesynbrate BepHO uaeHTH(uUIMpoBaHo 90% moneii. OOImas TOYHOCTH
KJIacCU(pUKALMU M0 MUKCESIM CcOocTaBHiIa 73%, YTO MO3BOJMIO BBISIBUTH HECOOTBETCTBHE
pEabHBIX TPaHUIl NTOJIEH 3asBICHHBIM, ONPEASIHTH 3a0pOIICHHbIE U 3a00I0YEHHBIC YIACTKH.
Takum oOpa3oM, ycTaHOBIEHO, 4T0 HHAekc DpRVI Moxer OBITH HCHONB30BaH It
UACHTHGUKALNE  CENbCKOXO3SIMCTBEHHBIX KyJbTyp fora JlanmbHero BocToka U CIyXHTh
OCHOBOH JUIsl aBTOMaTHIECKOT0 KJIACCH(UIIMPOBAHUS ITAXOTHBIX 3eMEIb.

KroueBble cjioBa: MICHTU(QUKALMS CEIbCKOXO3SHCTBEHHBIX KYIBTYp, BEreTAaI[MOHHBIN
HHJEKC, TUCTAHINOHHOE 30HIUPOBAaHNE, MOJICITUPOBAHNE.

1. Benenue. Mnentudukannss CenbCKOXO3IHCTBEHHBIX — KYJIBTYD
SIBIIIETCA OJHOM M3 Ba)KHEHIIMX 3a7a4 B MPAKTUKE CENbCKOTO XO3SHCTBA.
IMon wneHTHOUKanMed NOHMMAETCS YCTAaHOBJICHHE TOKAECTBEHHOCTH
HEU3BECTHOH KyNbTyphl U3BECTHOM Ha OCHOBAaHUM COBIAJCHUS MPU3HAKOB.
AXTyanbHOCTh pEIICHHA 3TOH 3aJaull HEMOCPEACTBEHHO CBs3aHA KakK C
HEOOXOANMOCTBIO YTOUHEHHUsSI CEBOOOOPOTA HA OTAENBHBIX IOJSIX, TaK U B
LIEJIOM OIEHKN HCIOJIb30BaHMS NMAaxOTHBIX 3eMmenb. Ilpm 3TOoM HazemHas
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BH3yaJIbHAsl 3KCIIEPTH3a — 3TO JOCTATOYHO 3aTPaTHOE MEpONpHUATHE, a B
PETPOCIIEKTUBHOM IIepHoie — HEeBO3MOXkHOE. [loaToMy B mocienHee BpeMs
JUISL OTIPENIeJIeHUS] TIPOM3PACTAIONIEH KyIbTYphl Ha CEbCKOXO03SHCTBEHHOM
TI0JIC UCTIONIB3YIOTCS IaHHBIE AUCTAHIIMOHHOTO 30HaAupoBanus 3emun (/133)
13 KOcMoca.

Oco0y10 BaXHOCTh HCCIICIOBAaHHE OSTHUX BOIMPOCOB HUMEET IS
poccuiickoro  [lampHero  BocToka:  BO-HEpBBIX,  CYILECTBYIOIIME
denepampHBle M perHOHaNbHBbIE  0a3bl  JaHHBIX 10 3EMIIIM
cenbxo3HazHauenus: (3CH) copepkaT JOCTaTOYHOE YHCIO OINMOOK U
HEKOPPEKTHBIX JIAaHHBIX, BO-BTOPBIX, apeHmatopel 3CH, B ToM uwmcie
WHOCTPaHHBIC  TPEANPHUATHS, 3a4acTyl0 MOPEJAOCTABISIOT  3aBEJIOMO
HEJIOCTOBEpHYI0 HMH(OpMaIuioo, B-TpeTbuX, s JlaaeHero Bocroka
XapakTepHO HAJIMYHME 3HAYUTEIFHOTO O0BeMa 3a0pOIIEHHBIX MaXOTHBIX
3eMeTb.

B HacTosmiee BpeMs AN peIICHHS 3a1aud  WACHTU(HUKAINN
CEJIbCKOXO3SUCTBEHHBIX KYJIBTYP MPUMEHSIIOTCS 3HAYCHUS BErCTAIlIMOHHBIX
HMH/IEKCOB, IIOJIy9aeéMBIX KaK C HCIOJNB30BAaHHEM ONTHYECKHX (BHANMBIC
CIIEKTPHI U OJIMKHUHN MHPPaKpaCHBIA TUana3oH), TaK U palapHbIX CHUMKOB.
Cpenu HHICKCOB, IMONYy4YaeMBIX IEPBBIM CIIOCOOOM, MOXHO BBIICIHTH
NDVI (HopManu3oBaHHBIH Pa3HOCTHEIN BETETAIMOHHBIA WHACKC). Tak, B
pabore [1] Ha ocHOoBe 16-mHeBHBIX Kommo3utoB MODIS NDVI ¢
ucronp3oBaHueM Merona Decision Tree mnpou3BoAMIIOCH —BbIICICHHE
mabioHOB ~ CeBOOOOpPOTAa M BBIYMCIICGHHE — IUIOIIAJCH,  3aHATHIX
CeNbCKOXO3SHUCTBEeHHBIMU KyNbTypaMu B mrate Maty-I'pocy (bpasmimis).
Jns 3amonHEHHsS TPOIYCKOB B JAHHBIX HCIIOJNB30BATUCH 3HAYCHUS
cocenmHUX THKceneld. B pabote [2] mns apyroro mrtata bpasunum yxke ¢
HCTIONF30BaHUEM JaHHBIX OoJiee BBICOKOTO pa3pemeHus (CHUMKH
Landsat-8) Berumcsincs cpeauue 3HadeHuss NDVI st Kaxmoro moist u
npousBoaunacs wuiaeHTH(GUKamus 10 CerbCKOXO3SHCTBEHHBIX KYIBTYp
MeTozoM k cpemuux. [[ns ompeneneHUs KyIbTYpbl, IMPOHU3PACTAIONICH Ha
I0JIC, UCTOIB30BaIKCh TOJbKO cpeauue 3HaueHuss NDVI mo stomy moiro. B
3  nmpoBuHmusx ['epmanuu  ObUTa  TpOBEICHa  aBTOMAaTHYECKas
Kiaccu(UKaIus MaxoTHBIX 3eMellb MeToioM Random Forest ¢ BeiaencHueM
12 CcenbCKOXO3SIMCTBEHHBIX KYNbTYyp MO 3HaueHUsM wuHaekca NDVI,
MOJYYEHHBIM IIOCPEICTBOM 00pabOTKM M300paKeHWH CO CIyTHHKOB
Landsat-8 u Sentinel-2 [3]. Ucnons3oBanne OBYX pasidyHBIX TPHOOPOB C
pasHBIM pa3peniecHHeM W TPASKTOPHAMHU JBIKEHHS TpeOyeT CII0KHOU
KaTHOpPOBKM ¥ MOXET NPHUBOAWTH K OIMMOKAM TPH BBIYHCICHUU
BereTalMoHHoro  uHaekca. Ha  ceBepo-BocTtoke  Kurtas  rpynma
uccrnepoBareneil [4] m3ydasa BO3MOXKHOCTh NPUMEHEHHS Pa3IMIHBIX
BereTanoHHbIX uHACKCOB (NDVI, PMI, NDRI u T1.1.) u wMeTonoB
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knaccudpukanuu (Random Forest, Support Vector Machine, Decision Tree)
JUIsl ONIpEe/eNICHUs] NPHUHAUIEKHOCTH IHKCEJIeH IOoJed TOMY WIM HHOMY
KJIAcCy CENbCKOXO3SIMICTBEHHBIX KyIbTyp. OTCcyTcTBHE 0€300Ia4HbBIX
CHHMMKOB 32 aBI'YCT (ITO COOTBETCTBYET NMHKY BEre€TalluH IJIsI HEKOTOPBIX
CeJIbCKOXO3SUCTBEHHBIX KYJIBTYp) TIPH CO3JaHUU OOydaromieil BBIOOpKH
3aMETHO YCJIOXKHSET HCIOIb30BAaHME TAKOTO alrOpUTMa Ha IpakTuke. B
pabore [5] mpeanpuHsTa MOMBITKA KJIACCU(PHUKALUK MaXOTHBIX 3€MEINb JI0
JOCTMDKEHUSI MHKa Bereraud IMyTEM  CONOCTAaBJIECHUS  3BKIMIOBA
paccrosiHusa Mexay pagamu NDVI ornensabix nukceneit 1 NDVI kynestyp,
CreHepHpOBaHHBIX HEHpOHHOW ceThlo Ha Oaze psymoB NDVI un EVI
(Enhanced  Vegetation Index) pasmeuennsix  mukceneit.  Ilpu
KJIaccU(UKaMM HUCIOJBb30BAINCH 3HAYEHUS cpa3sy C 3  passMuHbIX
CIIyTHUKOB, TO €CTh IMKCEJIM 00Jiee BBICOKOTO pa3pelleHHs] YCPEIHINCh U
MIPOCLHPOBANNCH Ha NHKCENH 0o0jee HM3KOTO pa3pelleHus, YTO BEIO K
MOTEPE U UCKAKEHHIO JaHHBIX.

Takum o00pa3oM, OCHOBHOW TPOOJIEMOW TIpH HCIIOIB30BAHHUU
ONTHYECKUX CHUMKOB SIBJISICTCS HAJIWYME MPOITYCKOB BO BPEMEHHBIX PsIax
JTAaHHBIX, BBI3BAHHBIX BIMSHUEM aTMOC(EPHON JBIMKH, 00IaKOB M TEHEH OT
HuX [6]. 11 BoCCTaHOBIEHMs MPOMYIIEHHBIX 3HAYCHWH TpebyeTcs, B
JM000M cityyae, 1100 UCTIONb30BaHUE JaHHBIX NPEAIIECCTBYIOMNX JIET, TH00
o0paboTka MaTreMaTHYecKMMU  MeToJaMu  (MHTeproJisiuus),  Jubo
IIPUMEHEHHUE MAHHBIX, MOJyYEHHBIX C PAa3HBIX CIIyTHHKOB (4TOo TpelyeT
MIPOEIMPOBAHUS TaHHBIX).

B kauecTBe TaKOro MCTOYHHMKA JAAHHBIX MOTYT BBICTYIIATh pajlapHbIC
cHUMKH. B pabote [7] mpuBeneHa mombITKa HASHTHGUKATUN 14 KyIbTyp IO
pa3MYHBIM pajapHbIM IaHHBIM (3 KaHajga) Kak Ha YPOBHE INPOBUHIMH
Hagappa B Mcnanuu, Tak ¥ Ha YpOBHE OTJEIBHBIX MYHHIMIAIUTETOB. Jyis
0o0y4eHHs MOJENN HWCIOJIB30BAINCh IaHHBIE O TpaHUIax IOyl u
IpoM3pacTaeMbIX Ha HUX KyJbTypax. VcciemoBaTenssMH NPOW3BOIMIACH
TpexXKpaTHasi KpocC-BalUAAllMsl W BaJMAalMs IIOCPEACTBOM IIOJIEBBIX
Habmonennii. ToyHOCTh KiIAacCH(UKANMK MO JaHHBIM Muccuu Sentinel-1
Tpex mossipusanmonubix kananos (VH, VV u VH/VV) e npessicuna 70%.
Taxke TpeANPHHUMANNCH TOMBITKH  COBMECTHOTO  HCIIOJIB30BAHHUS
pamapHbIX u ONTHYECKHIX JIAHHBIX TSt uaeHTUUKALUH
CENIbCKOXO3SICTBEHHBIX KyJbTyp [8,9]. B KkauecTBe HCXOAHBIX JAHHBIX
BeIcTynanu cHuMkH Landsat-8 (6o Sentinel-2) u Sentinel-1, a B kauecTBe
Merona kinaccupukanun — anroputM Random Forest. B oboux ciywasx
HaOMIONAaNMCh  3HAYMTENbHbIE NPOOENsl B AAaHHBIX, a JIMHEHHas
WHTEPIIONSANMS TaKUX TMPOIYCKOB CWIBHO BIMsJIa Ha TOYHOCTh
KJIacCU(pUKaIHH.
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Jliist uneHTUUKALIMKE KYJIBTYP C TOMOIIBIO pajlapHbIX N300pakeH
yalle  BCEr0  MCIOJIB3YETCS  paJapHblii  BEreTallMOHHBIA — MHIEKC
RVI (Radar Vegetation Index [10]. RVI ompenensiercss depes 3HaueHue
ko3¢ durmenta obparHoro paccesuust (0p, [dB]), mnpurEMaemoro
PaIroNIoOKaTOPOM CHUIrHaNa OT 0OBbEKTOB Ha 3eMHOM noBepxHocTH. Ha Bxoze
UCTIONB3YIOTCS JaHHBIE M300paXEHUH B MPOEKLMH HAKIOHHOW JAIbHOCTH,
ypoBHs obpaboTku Level-1 GRD (Ground Range Detected). Bo muorux
UCCIIEJOBAaHMAX II0Ka3aHa BBICOKAas YYBCTBHTEIBHOCTh Oy K JMHAMHUKE
pocra pacrenuit. Tak, B pabdore [10] aBTOpamm oTMe4aeTcs, YTO s
suauennit RVI > 0.35 GroMacca KyKypy3HOToO HOJIs Obuta Bhiie 2,5 Kr / M2,
MakcumanbHble 3HaueHHss OMOMAacChl 32 BECh BEreTAl[MOHHBIA MEPHO.
cocTaBmsimi okono 7 Kr / M2 PaIMONOKAIMOHHBIC JAHHBIE ObLIA
HCCIICAOBAaHBl TpW yriax mafeHus 35°. AHaJOTHYHBIE pPE3yIbTaThl
moka3assl B pabdore [11]. [Ipu yriaax mageHus paguoIoKaliOHHOTO CUTHANIA
B juanasone 35-45° cooTHouleHue 0y, /0o, Jydllle KOPPEIUPOBAIO C
poctoM Ouomaccel Kykypy3sl w NDVI, B oTimume OT pa3neiabHBIX
K03 DULUMEHTOB 0y, U Ty, B paborax [8,12] aBropsl ykasbIBaloT, 410
9TO COOTHOIICHHE MPUMEHUMO M K OLEHKE (hEHOJOrMYECKOTO COCTOSHUS
KYJIBTYp, XapaKTepUCTHKE PACTHUTENLHOCTH M UX Kiaccuduxamuu. Kpome
TOTO, 3TO MO3BOJISIET PA3/IEIATh KyJAbTYphI 110 MIPU3HAKAM Ha KYKYpY3y, COIO
1 MOJICOJIHYX Ha MO3JHHUX CTaUIX UX (a3bl pa3BUTHSI.

B orimume or RVI, B ocHoBe monydenust ungekca DpRVI (Dual
polarimetric  Radar  Vegetation Index) nexar mnpeoOpazoBaHusA
KOMIUIEKCHBIX TOJISIPUMETPUYECKUX PAIMOJIOKAIIMOHHBIX JaHHBIX YpPOBHS
obpabotkn Level-1 SLC (Single look Complex) [13]. O6pa6otka
BBITIOJTHSAETCS OJHUM M3 METOJIOB MOJISIPUMETPUUECKON IeKOMIIo3uIuH [14-
16]. Ipn 9TOM MIPOUCXOJUT  Pa3JIOKEHHE KOMIIIEKCHOTO
MOJIAPUMETPHYECKOTO OTKJIMKA CUTHalla OT OOBEKTa Ha COCTaBILIOLINE,
KOTOpBIE XapaKTepPU3YIOT BKJIAJ TOTO WIM WHOTO MEXaHH3Ma pPacCestHus B
o0wmmii pagroIOKAUOHHBI CHrHAT (OAHOKPATHOTO, ABYKPATHOTO HIIA
00péMHOTO). MHpOpMamms O paccesHHH paccMaTpUBAacTCi B TaKUX
TEpPMHUHAX KaK: CTEIICHb HOIPHU3ALMH U MEPa JOMHHHUPYIOIIET0 MEXaHN3Ma
paccestHus. bmaromapsi 3THM pacdeTHBIM IOKAa3aTelsiM, KaK ITOKa3bIBAIOT
aBtopsl B [13], nanekc DpRVI cTranoBuTCS G0JIee YyBCTBUTENBEHBIM K POCTY
KyJIbTYp M TpPHMEHSETCS KaK OTHOCHTEJLHO IPOCTOW M (HU3MYECKH
MHTEPIPETHPYEMBIH IECKPUIITOP PACTUTEILHOCTH.

Ilens  paboTel —  pa3paboTka  MeTOAa  UACHTH(HUKAIUA
CENIbCKOXO3SIICTBEHHBIX KYJIBTYP C MCIOJIB30BAaHUEM paJapHOro HMHIEKCa
DpRVI ¢ BbICOKMM ypOBHEM TOYHOCTH. JJIi JOCTMXKEHHUS 3TOW IIENH B
paMKax pabOTHI peIIakCh CISAYIONINE 3a/lau: pacyEéT 3HAYCHNI HHIAECKCOB
DpRVI TS MUKceIei noJieit JlansHEeBOCTOYHOTO HAy9IHO-
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HCCIIEIOBATENILCKOTO HMHCTHTYTA CEJIBCKOTO XO3SHCTBa, AaNMpOKCHUMAINS
cesoHHoro xoma wuHAekca DpRVI  pazmmuapiMu  QyHKIUSMH |
CpaBHHTENIbHAsL OLEHKA TOYHOCTH, KJiacCH(UKalus MaxoTHBIX 3eMelb U
HACHTU(DHUKAINSA CEITFCKOX03IHCTBEHHBIX KYJIbTYp Ha HCCIETyEMBIX IMOJIAX,
OIIEHKA Ka4eCTBa KIACCU(PHUKAINN M HICHTU(DUKAIIIH.

2. Marepuajgbl U MeToAbl. B KauecTBe HCXOMHBIX MaHHBIX IS
KJIacCU(UKAIMK HCIOJIB30BAIHNCH ANNPOKCUMHUPOBAHHBIE PSIIbI CE30HHOTO
xoga DpRVI mis kaxmoro mukcens 11 ombitHbX moneit [|JB HUUCX B
nepuon 2017-2020 rr. Omeitaele nons B HUUCX pacnonaratorcs B
XabapoBCKOM MYHHUIMIIAIILHOM paiioHe XabapoBCKOTO Kpast MEXXAY CeJlaMH
Mupnoe, PosHoe u CepreeBka. Kimmar palioHa xapakrepusyercs
JIOCTATOYHO XOJIONHBIMM 3WMaMH C MaJbIM KOJMYECTBOM OCAIKOB H
TEIIBIM, BIAXHBIM JeTtoM [17]. OOwine CONHEYHBIX JHEW U
OaronpusATHBIE ITOYBEHHBIC YCIOBHS JeNaloT XabapoBCKHH paioH
BEAYLIMM CEJIbCKOXO3IUCTBEHHBIM TMpou3BoauTenieM Kkpas (Oomee 35%
MaxoTHBIX 3eMenb Kpas) [18,19]. O6Gmacts wccimemoBaHUS BhIZEICHA Ha
pucyske 1.

KouTypst ombITHBIX TONeH (Shp-daiimer  mist  Kaxmoro  mosis)
noxydeHsl u3 ExnHolt ¢enepanbHON HHPOPMAMOHHON CHCTEMBI O 3€MIISIX
CeJIbCKOXO35ICTBEHHOTO Ha3HAUSHMUS.

Uccnegyeman-obnacts.

Eupeickan ABTOHOMHaA

0Obnactb

B kauecTtBe BXOAHBIX AaHHBIX AJs pacyera DpRVI ucnons3oBanuch
paaroIOKaMoOHHbIle HM300paskeHuss coyTHHKa Sentinel-1A/B  yposHs
obpabotku Level-1 SLC [20] u3 pacnpeaeseHHOro apXxuBa CIYTHHKOBBIX
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nauubix ASF DAAC (Alaska Satellite Facility Distributed Active Archive
Center). Ha mepBom sTame Oblia MpOBEAEHA MPOIEAYpa KOPETHCTPAIIHN
Pa3HOBPEMEHHBIX CHHUMKOB. PeSyHBTaTOM lIaHHOﬁ MpoueaAyphbl ABJIACTCA
cepusi M300paXCHHH, COBMEUICHHBIX C CyONMUKCENPHOW TOYHOCTBIO, B
KOTOpOil Bce cHUMKH (slave) mpeoOpa3oBaHbl B TEOMETPHIO 3apaHee
BBIOpAHHOTO OIMOPHOTO M300pakeHust (master). Jlamee, ko Bcel cepum
n300pakeHMit ObUTa TPUMCHEHA OIepalus HEKOTePCHTHOI'O HAKOILUICHUS
(B anrn. multilooking) [21]. /lanHas omepanus MO3BOJSCT CHU3UTh YPOBEHB
CHEKJI-IIIyMa W JOOUTHCS, YTOOBI MUKCEIH CTAIN «KBaJPaTHOTO» pa3Mepa.
ITpn sTOM TMpoCcTpaHCTBEHHOE paspemnieHue i Sentinel-1 gocruraer 22 m.
3areM, AU KaxIoW JaThl BCEro CTeKa JaHHBIX (OopMHUpYyeTCs
KoBapualuoHHas marpuna C,. DIEMEHThl MAaTPUIBI MPEICTABISAIOT COOOU
KOMIIJICKCHBIC BCJIIMYUHBI, TIOJTYYCHHBIC Ha MMPEAbIAYIIUX Jranax
BBI‘{I/ICJ'ICHI/II\/'I, B KOTOPBIX COACPIKUTCA BCsL I/IHq)OpMaLII/IH (6]
MIOJIIPUMETPUYECKIX CBOMCTBAX paccesHUs HccienyeMon obsactu. Bcee
9MIEMEHTHl ~ MATPHUObl  JOTOJHUTENBFHO  IOJBEPraloTCcsl  MPOLEAype
OJaBJIEHHUS NIYMOB IIPH IIOMOIIHK afanTuBHOro Gpuiastpa Lee [22].

c, = C11 C12] _ [ (ISvvl?y  ISvvSyul) ’ (1)

Co1 Gl KISyuSovl)  (ISvul?)

rue.

Syy — KOMIUIEKCHASI BEJIMYMHA PAJIUOIOKAIIMOHHBIX JAHHBIX KaHAJa
¢ VV nonspusanuei;

Syn — KOMIUIEKCHAsI BEJIMUUHA PAIMOTIOKAIIMOHHBIX JAHHBIX KaHAJa
¢ VH nonsipusarmeii;

orepaTop * — KOMIUIEKCHOE COMPSIKEHHE;

orepaTop ( ) — CpejiHee M0 KaKIOMY DJIEMEHTY MaTPHUIIbL.

Kaxnpiii u3 anementoB C, HeceT B cebe nHPOpPMAIHIO 0 MEXaHU3ME
paccesiHus, a JIBe HE3aBUCHMBIX KOMIIOHEHTBI Syy U Syy 00pa3yioT BEKTOp

-

paccesiaus k:

k = [Syv,Svu] )

Janee, U3 21€MEHTOB KOBapUallMOHHOW MaTpuupel uHaekc DpRVI
OBLJT BEIYHCIIEH JIJIS1 KaXKIOH AaThI 10 opMyJie:

— 1 _ 1 4Gl A
DpRVI=1-mB =1 /(mmz T (©)
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rue:

omeparop Tr — cyMMa JHarOHAIBHBIX dJIeMeHTOB MaTpuiisl C, (1);

| | - onpenenurens matpuint Cy;

M — cTeneHb MOJSPU3ALMU — OTHOILCHHUE CPeIHEeW WHTEHCHBHOCTH
TIOJIAPU30BAHHOM YacTH BOJIHBI K CpeAHel OOIIei WHTEHCUBHOCTH BOJHBI
(0<m<1;

B — Mepa OOMHMHHPYIOIIErO MEXaHW3Ma paccesHHs, KOTopas
olpenersieTcsl W3 CIEKTPAIBHOTO pas3loxeHus wMarpuisl C, Ha JBa
HEOTPHIIATEIbHBIX COOCTBEHHBIX 3HaueHus (1, = A, = 0).

B nanbHeimeM Ui OTy4eHUs! OJHOPOJHOM BEIOOPKH MTPOBOMIACH
¢mreTpanus 3naueHuit DPRVI, paccuntanHBIX IS OTAETIBHBIX MHKCENEH.
Brinm ynaneHsl mUKCeNn ¢ aHOMallbHBIMK 3HaueHusMu DPRVI (aHomamiu
CBA3aHBI JMOO C BBIXOJOM THKCENS 3a TPaHUIy TONs, JH0O0
HEpaBHOMEPHOCTBIO TIOCEBA WJIM POCTa KyJIbTYphl Ha ogHOM rmone). s
9TOTO IS KaXJOTO MMONS Ha KaXIYI0 JAaTy PAaCCUUTHIBAIINCH CpPEIHHE
3HaueHuss uHAekca DpRVI.  Ounenka  oxHOpomHOCTH — BBIOOPKHM
OCYILECTBJISATIACH C UCIIOIB30BaHUEM KpuTepus “367.

Ha cnenyromem stane AWHAMUYECKHE PsIIbl 3HAYEHUH CE30HHOTO
xona DpRVI, nonydeHHbIe s KaXI0ro MUKCENs, allpOKCHMUPOBAIUCH C
noMoIipo kBagpataoro (Sq) u ky6uueckoro (Cube) momunoma [23],
nBoitHo#N nmoructuueckor ¢pyukumu (DL) [24] u dynkunu [aycca (Gauss)
[25]. Ammpokcumaris mpuUMeHsIIACh IS CriaxuBanus psmoB DpRVI u
(GUIBTpAIIN UCKAXXCHUH palapHbIX JaHHBIX, BOSHUKAIOIINX TP ChEMKE.

Oyukuus ['aycca npencTaBisieT BIpaKEHUE BUAA:

—(i—b)? 4
Gauss = DpRVI, e 2% , Q)
re:
i — 9TO HOMep Hezeny;
b — xapakrepusyet poct GpyHKIHH;
€ — XapaKTepu3yeT JUINTEIbHOCTh BEreTallMOHHOTO MepHo/a.
[poiinas noructuueckas ¢ynkims FD 3amuceiBaetcs B Buze [26]:
DL =c¢; + ¢, * (. L L )
=G 2 a1 az—i\/)1 5
Lrexp(SD)  vrexp(%2)) ®)
re:

C, — MUHIMAaJbHOE U3 3HaYeHuit DpRVI,
C, — pa3max BapbupoBanus DpRVI,
a; — ToukKa nepernda KPUBOH, e OHa HAYMHAET PACTH;
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ay — TEMII pOCTa;

Az — TOYKa reperuda KpUBOMH, T1Ie OHA HAYWHAET UATH BHH3,

a4 — TEMII CHWKEHUS 3HaY€HUI Ha KPUBOL.

KBagpaTudeckuit 1 KyOM4eCKUi TOJTUHOM UMEIOT CIIECIYIONINA BH/I;

Sq = ai® + bi +c, (6)

Cube = ai® + bi® +ci +d, @)

rae a, b, ¢, d — Hen3BecTHBIE MapaMeTpbl MOJCTIH.

JIJIst OLIEHKM TOYHOCTH arpOKCHMAallU PACCUUTHIBAJICS ITOKa3aTelb
MAPE (Mean absolute percentage error), % — cpenHsss aOCOJIOTHas
ommnbOka annpokcumar DpRVI, BeipakeHHas B poLeHTax:

anmnpoxc
i

n
|DpRV1 ~DpRVI

1 aKT|
MAPE = —
n DpRVI;baKT

i=1

100, (8)

rue:
N — KOJIMYECTBO U3MEPEHUN;
DpRVI®*™™ _ haxruueckoe 3uauenne DpRVI B HENEIIO i}
L
DpRVI? TIPS _ anmpokcuMupoBaHHOE 3Ha4YeHUE DpRVI
B HEJEIIO I.

ANNpoKCUMHPOBAHHBIE PSABI BET€TALMOHHBIX MHIEKCOB MaXOTHBIX
3eMellb C W3BECTHBIM CEBOOOOPOTOM OBUIM pa3OHUTHI Ha OOY4YaloIlylo U
TecTOBYI0 BbIOOPKY. OOyuaromias BBIOOpKa BKIIOYajga B ceds CE30HHBIC
psaner DPRVI 3a 2017-2019 rozapt s nukceneit 10 onbITHBIX Mojel o0mei
wromansio 219 ra (4180 psgoB). B kxauectBe TecTOBOH BBIOOPKH
paccMmatpuBanuch nukcenu 11 moneit uromansio 303 rekrapa (1753 psna).
Kaxgomy mnmkcemo oOydaromero MHOXKECTBA OBUIM IIOCTAaBICHBI B
COOTBETCTBHE METKa OJHOTO M3 TPEX KIIaCCOB: OBEC, COS M MHOTOJIETHHE
TpaBbl (CIOJa BOLNIM KaK 36MJIM C KOPMOBBIMH TpPaBaMH, B YaCTHOCTH,
TUMO(DEEBKOI JTyTOBOM, Tak W 3a0pOIICHHbBIC WK 3a00I0YCHHbBIE YUACTKH).
B kauectBe Merona kiaccudukanuu ObUl BHIOpaH B3BElIEHHBIH Meron k
ommxaimunx cocenedl. Kiaccngpukanus u e€ OleHKa MPOM3BOAMINCH C
nomomipto uHcTpymeHnrta Classification Learner cpemsr Matlab (k = 10,
MeTpHKa OJHM30CTH — OBKIUAOBO paccrosiHue). Jlas OLIEHKHM TOYHOCTH
Kaccu(UKauy UCIOIb30BAIUCH AaHHBIE O IPOU3PACTAEMBIX KYJIBTYpax 3a
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2020 rox u 3HaueHHst MeTpUK: oOmieil Tounoct (OA), TOYHOCTH KaXI0ro
kiracca (UA), momHoTs! utst Kaxaoro kiacca (PA) u kanmst Kosna (%) [27].

04 = %X“ +100%, 9)
UA; = 21« 100%
T Xy 0 (10)
X..
PA; =2 100%, (11)

i+

s = VEimXiim T XjpK s (12)

N2—2§=1Xj+x+j

re:
N — of1mee yucno muxcenei;
I'— 4YHCIIO KIACCOB;
Xjj — KOIMYECTBO MPABHIILHO KIACCH(UIMPOBAHHBIX MUKCENEH B j-M
KJ1acce;
Xj, — ob1ee yncno nUKceseH j-ro Kkinacca JUis HCXOHOH KapThl,
X j — obmee YHCIIO IUKCcesen j-ro KJacca ULt

KJIacCU(PUIIMPOBAHHOHN KapTHI.

3. PesyaswTarsl. B nepuon 2017-2020 rr qys XabapoBckoro paiioHa
ObUIM TIONyYeHbl pajapHble cHuMKH Sentinel-1. Ha pucynke 2 s
HEKOTOPHIX KaneHaapHbiXx aaT 2017 r mpencraBineHbl komnosutHele RGB
nzobpaxenus (R — o0 VV-nonspusauust, G — 60 VH-nonspuzanus, B — o0
otnomrenus VV/VH-monspusanuu), KOTOpbIE II0Ka3bIBAIOT JOCTATOYHO
YETKOE M3MEHECHHUE I[BETa OTBITHBIX IOJIEH BO BPEMEHHU, YTO 00ECIICUUBACT
BO3MOXXHOCTb IIOCTPOCHHS KPHUBBIX CE30HHOTO XOJa, OTPAKAOIINX
W3MEHEHHMs BETETAIIHOHHOTO NHKIA. [ToMrMO 3TOTO0, Kak BUAHO U3 PHCYHKA,
PasHBIM MOJSAM AJISI KaXJI0H AaThl COOTBETCTBYIOT Pa3HbIE OTTEHKH IIBETA,
YTO CBUAETEIHCTBYET O BO3MOXKHOCTH HCIIOIB30BAaHUS PaJapHBIX HHICKCOB
JUIsl UAGHTH(UKAIMK OTICIbHBIX KyJbTYp. B mepuon ¢ mas mo ceHTSIO0pb
Ka)KJJOro rojia ObUIO MOJIy4eHo Mo 12 pamapHBIX CHUMKOB, JUISl KOTOPHIX B
JanbHeHIeM npoBoauics pacyer 3HaueHuii DpRVIL

Ha pucynke 3 npencraieHsl ycpenHeHnHsle 3Hadenust DpRVI s
moje ¢ OBCOM, CO€M ¥ MHOTONETHHMMH TpaBaMH, a TakxkKe HX
annpokcMMupoBaHHble rpaduku B nepuoj ¢ 2017 mo 2020 roa. Ha rpaduke
BU/IHO, 4YTO BCE IPEJACTAaBICHHbIE (YHKIMH [IOCTATOYHO XOPOIIO
oToOpakaroT ce30HHYyI0 AuHaMuKy DPRVI mist Bcex KymbTyp.

Informatics and Automation. 2022. Vol. 21 No. 2. ISSN 2713-3192 (print) 413
ISSN 2713-3206 (online) www.ia.spcras.ru



WMCKYCCTBEHHbLIV UHTENNEKT, MHXEHEPWA OAHHBIX 1 3HAHUI

210717 26/08/17 .

Puc. 2. PagapHpie KOMIO3UTHI U1 00JIaCTH UCCIIEA0BAaHHS (BBICICHBI KOHTYPBI
OIBITHBIX TIOJIEH), oydennsie B 2017 r: @) 22.05.2017, b) 15.06.2017,
) 21.07.2017, d) 26.08.2017

Onenka ce3onHoro xoxa DpRVI Ttaxke ToO3BONMIA BBISIBUTH
pasznuaus B hopme rpadukoB ISl OBCA, COM M MHOTOJETHHX TpaB. Iloms ¢
coel XapaKTCPpU30BAJIMCh JOCTATOYHO IUIABHBIM HN3MEHCHHUEM 3HAYCHUA
unaekca, ot 0,2 B 19-20 xanengapusie Heaenu, 10 0,45 B 39 kaneHmapHyro
Henenmo. B To xe Bpems 1 monel ¢ oBcoM HaOmoAancs MakCHMyM B
nepuon 29-30 xaneHIapHbBIX HeAenb co 3HadeHueM 0,52, a g momueu ¢
MHOTOJIETHUMHM TpaBaMu — B 27-28 Heaelno roja.

C wucnosp3oBaHNEM ABYX(AaKTOPHOI'O AWMCIEPCHOHHOIO aHaln3a
JIOCTOBEPHO YCTaHOBJICHO, YTO 3HAYEHUs Cpe/Hel aOCOJIIOTHOM OIMIMOKH
anmnpoKCHMaluyd  3HAYUMO  pa3IMyaloTcs  JUIl  PasHBIX  THUIIOB
ANMNpoKCUMUpYIONMX (QYHKIHMH, a Takke Ui Mojed ¢  pasHbIMHU
KynbTypamu (Tabnmma 1). AmMOCTepHOpHBIH aHATW3 HA OCHOBE KPUTEPHUS
Qdumiepa TOKazaj, YTO TOYHOCTH MOJENN C Hcmoib3oBaHumeM DL
CYIIECTBEHHO BBIIIE, YEeM IPH HCTONb30BaHMM ¢yHKIH [aycca u
momHOMOB (Tabmmma 2). CpenHss abcoMOTHAs OIIHUOKA MPH MPUMEHEHUN
DL 6s11a paBHoi#t 4,6%, B TO Bpemst Kak amst pyakuun ['aycca — 9,2%, a s
KBaJIpaTHOTO M KyOH4ecKoro noanHoMoB — 9,3% u 8,6% cOOTBETCTBEHHO.

Kak BupHO W3 Tabmuipl 3, TOYHOCTH ANIPOKCHMAIMM 3HAUCHHH
DpRVI nns noneii ¢ coeil cylecTBEHHO BBIIIE, YeM AJIS MOJEH C OBCOM U
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MHOTOJIETHUMH TpaBamu. CpeaHsist abcotoTHast onrnOKa sl oJeH ¢ coeit
Haxojawiack Ha yposHe 4,6%, mis noneit ¢ oBcom — 10,7%, MHOTOJIETHUMH
TpaBamu — 8,4%.

AHanu3 guarpaMMbl  pasmaxa (pUCyHOK 4) ToOKazad, dTo
CTaTUCTUYECKH 3HAYMMBbIE 3HAYCHHS a0COJFOTHBIX omunboK
anmpokcuManun npu npumenennn DL we mpesprmamm 10% s Bcex
KYJBTYp, YTO COOTBETCTBOBAJO BBICOKOM TOYHOCTU ammpokcumanuu. [lpu
UCTOJIB30BaHUM JIPYTUX ANIPOKCUMHUPYIONMX QYHKIUH IUTs MOJieH ¢ coel
CTaTUCTHYESCKU 3HAYMMBIN THATIa30H Takxke Haxomuics B npeaenax 0-10%,
BBIOpOoCcOB  (akTHUeckn He HaOmoxpanock. Jlns 3Hadenuit DpRVI,
XapaKTepU30BaBIIUX MO C  OBCOM, OTMEYAJIOCh  yBEIHYCHHE
CTaTUCTHYCCKU 3HAYMMOTO JUana3oHa Mpu NpuMeHeHuH ¢GyHkuuu [aycca
u ouHOMOB — 110 20%. Anmpokcumanuu 3HaueHu DpRVI mms moneit ¢
MHOTOJISTHUMU TpaBaMH COOTBETCTBOBAJIO OOJIbIIEE YHCIO BBIOPOCOB C
abcomoTueiM  3HaueHueM 30 - 50%, Yro MOrjao OBITh  BBI3BAHO
HEOIHOPOAHOCTHIO ATOTO KJIacca.

Ogec a)
0,6
DpRVI
05 .0 e
0’4 . ;.( 2 '— ¢ — \QN.\\\
P ."’ SN
0.3 @ O_~_ O
A" B SN
0,2 <
Homep Henesn
0,1 P
19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39
® Real Sq = -Cube Gauss === DL
Cosn b)
0,5
DpRVI
0'4 —,—‘6."*".__-
0,3 _g’_.-a."- ®
- -_—-.-—""
02 C=——e®
0,1
0 Homep Henenn
19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39
® Real Sq = -Cube Gauss === DL
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06
DpRVI
05

0,4 {4

&
L 4

0,3
0,2

0,1

® Real

MHoroJieTHHE TPAaBbI

=

_ Rty

\N
o

c)

ﬁ\
‘~._\.<.

Homep Henean

Gauss

19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39

Sq = -Cube === DL

Puc. 3. Annpokcumanus 3HaueHwnin DPRVI pasHbIME QYHKIHSAME [T TAXOTHBIX
3emenb XabapoBckoro paiiona (19-39 kanennapusie Hegenu, 2017-2020 rr.):
a) osec, b) cos, ¢) MHOTOJICTHHE TPaBBI

Tabmuua 1. CpenHre 3Ha4eHUS OIIUOKH alIPOKCHMAIIMU Pa3HBIMHU (QYHKIUIMA
ce3oHHOTO X012 nHAeKca DPRVI st con, oBca u MHOTONETHNX TpaB (XabapoBckuit
paiion, 2017-2020 rr.), %

Annpokcumupyromast QyHKIHsI
C/x Ksanpar. Ky®. DyHKIUSA JIBoiiHas Bcero P
KyJbTypa MOJIMHOM MOJIMHOM Taycca JIOTHUCT.
dyHKIMS
Osec 11,9 12,1 12,9 6,0 10,7
Cost 4,2 3,5 6,5 44 4,6
Muororer. | 19 g 10,3 83 33 g4 | P00
TpaBbl
Bceero 9,3 8,6 9,2 46
P P<0,05

Tabnmma 2. P-3nadenus anoctepuopHoro kpurepus Oumepa npu monapHoM
CPaBHEHUH TOYHOCTH AIMIPOKCHMALUH Ce30HHOTO Xo1a DPRVI| weTsipemst

YHKLIAAMHA
Anmnpoxcumupyromas | Keanparneii | KyOwudecknii DyHKIHSA JlBoiinas
byHKITSL TIOTUHOM TIOTUHOM T'aycca JIOTHCTHYECKAst
(dyHKIHS
KeanpatHsiit - 0,742 0,959 0,024 (P<0,05)
TIONUHOM
Ky6nuecknit 0,742 - 0,781 0,048
MTOJIMHOM (P<0,05)
Oynkims ['aycca 0,959 0,781 - 0,027 (P<0,05)
JlBoiinas 0,024 0,048 0,027(P<0,05) -
JIOTUCTUYECKAS (P<0,05) P<0,05)
dyHKIMS
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Tabmmma 3. P-3nauenus anocrepropHoro kpurepust Oumepa npu
IOIIApHOM CPaBHEHUU TOUYHOCTH alNPOKCUMAINK ce30HHOTr0 Xo1a DpRVI s tpex
CEIbCKOXO035HCTBEHHBIX KYIBbTYP

CeIlbCKOX03sCTBCHHAS Ogec Cos MHoroeTHre
KYJIBTypa TpaBhl
OBec - 0,001 0,209
(P<0,05)
Cos 0,001 (P<0,05) - 0,036 (P<0,05)
MHOTOJICTHHE TPaBbI 0,209 0,036 -
(P<0,05)
60
MAPE, %
50
40 = *
30 °
20 *®
i
]
10 °
! i i
»
0
Sqg Cube Ga DL Sq Cube Ga DL Sq Cube Ga DL
-10 . : .
oat soybean forage grasses
Crop

Puc. 4. Jlnarpamma pazMaxa abCOJIFOTHOM OIMHOKY anmpOKCHMAIIUN
3HayeHuit DPRVI 114 cenpXo3siCTBEHHBIX KyAbTYp IOl
Xabaposckoro paitona B 2017-2020 rr.

Ha  crnenyromeM  3Tame  MpOW3BOAWIACHE  UACHTH(DHKAITHS
[IPOU3PACTAEMBIX KYJIbTYp Ha YPOBHE OTAENbHBIX mojed. s Kaxaoro
[OJIA MOJICYUTHIBATIOCH KOJIMYECTBO MHUKCENEH, OTHECEHHBIX K TOMY WIH
HHOMY Kjaccy. PemieHue o ToM, Kakas KyjibTypa Mpou3pacTaia Ha IMoJje,
MPUHUMANIOCH HAa OCHOBAaHWUU TOTO, MUKCENIM KaKOTO Kiacca Hamboee
MIpeCTaBJICHbl HA TaHHOM II0JI€.
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Ha pucynke 5 mnpencraBieHsl 1Ba MOJIsl, BOIIEANIMX B TECTOBYIO
BeIOOpKY. Kak BugHO w©3 pucyHKa, mome ¢ coeir (pucyHOK 5a)
WIeHTU(HUIUPOBAHO YCIEUIHO — BKPAIUICHUI MHKCeNnell APYrux KiaccoB
noutu Het. [Tone ¢ oBcoMm (pucyHOK 5b) Takxe MIeHTH(HUIUPOBAHO TOYHO,
B TO € BpeMs IHKCEIX Ha MOJie C MHOTOJICTHUMH TpaBaMu (PHCYHOK 6a)
OBLTH OTIPE/IeTICHBI C MEHBIIEH TOYHOCTHIO — CBSI3aHO 3TO B TOM YHCIE U C
HEOJHOPOAHOCTBIO PACTHTEIILHOTO COCTaBa BHYTPH JaHHOTO Kilacca.

Ha pucynke 6b mpeacraBneno tectoBoe mosie Homep 13, koTopoe
obut0 3asBieHO B 2020 romy kak moiie ¢ oBcoM. Kak BHIHO, OJHO3HAYHO
olpesiesIsieTcsl Kak OBEC COBOKYITHOCTH ITMKCENEH 3amaJHON ITO0JIOBUHBI
NoJIsA, B TO BPeMsl Kak BOCTOYHAs 4acTh HE SBJISIETCS OJHOPOAHOHN. bpiio
YCTaHOBJICHO, YTO BOCTOYHAs 4YacTh MOJIs 3a00yoyeHa M (aKTHUECKH He
BO3/enbIBaeTCs. Takue ke 3a0pOoIleHHbIC MM 3a00JI0YCHHBIC YYaCTKH, B
OCHOBHOM TIPHJICTAIOIIME K OYEPUCHHBIM TPAHUIIAM, ObUIN BBISBICHBI U IS
JIpYruX NoJei.

Study area over Khabarovsk district. The sample field Noll is white polygon. Classification result is

presented as raster.
L 6T L k]

Legend

3 class forecast:

B Perennial herbs

A AT

&
s

0.15 km
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Nt

Study area over Khab

13817 18 BB

k district. The ple field Nol2 is white pelygon. Classification result is

presented as raster.
12ETEOE

1awano

1aEFE e

Legend

3 class forecast:
B Sovhean

[ oat

B Perenual herds

AFAETAT

Puc. 5. Pe3ynbrarhl Kitaccuukauy TeCTOBOH BEIOOPKH: @) MOJIE C COeH,

b) mose ¢ oBcom

Study area over Ehabarovsk district. The sample field No135 is white polyyg

LSRR

0.3 km

.Cl

presented as raster.
1280 B 128203 OB

Legend

3 class forecas::

Informatics and Automation. 2022. Vol. 21 No. 2. ISSN 2713-3192 (print) 419

ISSN 2713-3206 (online) www.ia.spcras.ru



WMCKYCCTBEHHbLIV UHTENNEKT, MHXEHEPWA OAHHBIX 1 3HAHUI

Study area over district. The ple field Nol2 is white polygon. Classification result is
presented as raster.
1FIen0y 13858 1R 13 EE

Legend
3 class farecast:
I sovbean
] oat
[ perennal herbs

wEa T

Puc. 6. Pe3ynbraThl KiIaccu(pHKaIiy TECTOBOH BHIOOPKH: @) 1MOJIe C
MHOTOJISTHUMH TPaBaMH, D) mojie ¢ 0BCOM ¢ 3a00JI0UEHHBIM YIaCTKOM

Bruto BepHO nnenTudumpoBano 90% TecToBHIX moneil. Pe3ynbraTs
monukcenpHOW Kimaccudpukammu (K = 0,5, OA = 73%, UA; = 84%,
UA, = 61%) cBHUOETEIbCTBOBAIN: BO-TIEPBBIX, O BO3MOXKHOCTH
UCITIONIB30BAaHMA  NPEIJIOKEHHOTO  MeToja Uil IIpe/lBapUTEIbHON
nACHTH(UKAINK KYJIbTYp W BBISIBIEHHS HECOOTBETCTBHH B CEBOOOOPOTE;
BO-BTOPBIX, O HEOOXOAMMOCTH YTOYHEHUs TPaHHUIl U MOCTPOEHHS HOBBIX
KOHTYpPOB MJIsl TOJIeH mepex mpoBeneHueM kiaccuduxamuun 3CH Ha
paiiOHHOM HJIM PETHOHAILHOM YPOBHE.

4. 3axaouenue. Takum o00pa3oMm, B pe3yjibTaTe IPOBEAECHHBIX
HCCIIEJOBAaHUN YCTaHOBJCHO, YTO KIACCH(HUKAIMIO NMAaXOTHBIX 3€MENb Ha
JanmpHem  BocToke  BO3MOXKHO — NIPOBOAMTH € HCIIOJIb30BaHMEM
anmpOKCHMHPOBAHHBIX PAMOB 3HaueHHi pagaphoro mHaekca (DpRVI). B
JaHHOW paboTe BHEpBBIC I pPEUICHUS 33Ja4d  HICHTU(PUKANH
CENIbCKOXO3SIIICTBEHHBIX KYNbTYp OBLIM TIPUMEHEHBI CE30HHBIC PSIbI
nunexca DPRVI. [Ins yctpaHeHus! pa3pe)XeHHOCTH B JaHHBIX, BBI3BaHHBIX
UCK@KCHUSIMM TIPU TOJYYEHHHM CHHUMKOB M 00pabOTKE CIyTHHKOBBIX
JIAaHHBIX, TaKXKe ObUIa BIIEPBBIE NMPEANPUHSATA aAlPOKCHMAIHs CE30HHOTO
xoza unaekca DpRVI. 3nauennss DpRVI Gbumn paccunTansl no pajapHbIM
CHHMKaM CIIyTHHKA Sentinel-1 B Hepuoz BEreTaluu
CeNIbCKOXO3SIMCTBEHHBIX  KynbTyp JlambHero Boctoka (Maii-ceHTSOpH
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2017-2020 rr.). Jdns anmpoxcumaru uHaekcoB DPRVI nenecooGpaszno
HCTIONB30BaTh JBOWHYIO JIOTUCTHYECKYIO0 (YHKIHIO: CpeHAs OImmnoKa
anmpoKCHUMAaIllU JTBOWHOM JIOTHCTHYECKOW (yHKIUeH cocrtaBmia 4,6%,
ommbOKa anmmpokcuManuu (yHknued ['aycca, KBaapaTHBIM M KyOHMYECKHM
moamHOMOM TpeBbicnita 8,5%. IlpoBeneHHas KiacCUpHUKAIMA MaXOTHBIX
3eMenb XabapoBCKOTO pailoHa /ISl MPOU3PACTAIOIMNX KYJIbTYP COH, OBCa U
MHOTOJICTHUX TpaB TOKa3aja TOYHOCTh ompeaenicHus 90% s TECTOBBIX
moyieii. Bmecte ¢ Tem, oOIMas TOYHOCTh KiIacCU(UKAIMM HAa YpPOBHE
OTJIENILHBIX MUKCeNel cocTaBmiia 73%, 4To 0OBACHICTCS HEOIHOPOIHOCTHIO
HEKOTOPHIX IMOJICH U HAIMYMEM HEUCIIONb3YeMbIX y4acTKoB. [IpoBeeHHBIN
aHaJIU3 TPOJIEMOHCTPUPOBAIL, YTO JUIS KaXJIOTO U3 KJIACCOB CE30HHBIN X0
unnekca DPRVI uMeeT oTiuuuTenbHbIe OCOOCHHOCTH, U PSAABI 3HAYCHHUU
WHAEKCa MOTYT OBITh WCIOJB30BAHBI JJISI TPOBEPKH COOTBETCTBHUS
pearsHOH U 3asBICHHON KYJIBTYPHl Ha OTACIHHOM II0JIe, YTOUHEHHUS TPAHHUII
TIOJIeH, TTONCKA 3200I0UEHHBIX 1 3a0POIICHHBIX YIaCTKOB.
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K. DUBROVIN, A. STEPANOV, A. VERKHOTUROV, T. ASEEVA
CROP IDENTIFICATION USING RADAR IMAGES

Dubrovin K., Stepanov A., Verkhoturov A., Aseeva T. Crop ldentification Using Radar
Images.

Abstract. One of the most important tasks in practical agricultural activity is the
identification of agricultural crops, both those growing in individual fields at the moment and
those that grew in these fields earlier. To reduce the complexity of the identification process in
recent years, data from remote sensing of the Earth (remote sensing), including the values of
vegetation indices calculated during the growing season, have been used. At the same time,
processing optical satellite images and obtaining reliable index values is often difficult, which
is due to cloud cover during the shooting. To solve this problem, the article suggests using the
seasonal course curve of the radar vegetation index with double polarization (DpRVI) as the
main indicator characterizing agricultural crops. In the period 2017-2020, 48 radar images of
the Khabarovsk Municipal District of the Khabarovsk Territory from the Sentinel-1 satellite
were received and processed to identify crops in the experimental fields of the Far Eastern
Research Institute of Agriculture (FEARI) (resolution 22 m, shooting interval - 12 days).
Soybeans and oats were the main identified crops. Pixels of fields not occupied by these crops
(forage grasses, abandoned fields) were also added. The series of values of DpRVI were
obtained both for individual pixels and fields, and approximated series for three classes. The
approximation was carried out using the Gaussian function, the double logistic function, the
square and cubic polynomials. It is established that the optimal approximation algorithm is the
use of a double logistic function (the average error was 4.6%). On average, the approximation
error of the vegetation index for soybeans did not exceed 5%, for perennial grasses — 8.5%, and
for oats - 11%. For experimental fields with a total area of 303 hectares with a known crop
rotation, the classification was carried out by the weighted method of k nearest neighbors (the
training sample was formed according to the data of 2017-2019, the test sample -2020). As a
result, 90% of the fields were correctly identified, and the overall pixel classification accuracy
was 73%, which made it possible to identify the discrepancy between the actual boundaries of
the fields declared to identify abandoned and swampy areas. Thus, it is established that the
DpRVI index can be used to identify agricultural crops in the south of the Far East and serve as
the basis for the automatic classification of arable land.

Keywords: crop identification, vegetation index, remote sensing, modelling.
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A.C.1IIAYPA, A.T'. 3JIO0BUHA, 1.B. 2)KyPEUH, A.1. BAXXEHOBA
AHAJIN3 JAHHBIX PASHOBPEMEHHON
MYJbTUCIEKTPAJIBHON ASPO®OTOCBEMKHM JIJISsI
OBHAPYXEHMUS T'PAHUIL UICTOPUYECKOI'O
AHTPOIIOT'EHHOI'O BO3/JIEMCTBUSA

Hlaypa A.C., 3nobuna A.T., XKypoum HU.B., badxcenosa AM. AHaau3 HAaHHBIX
Pa3sHOBPEMEHHOI MYJIbTHCHEKTPAIbHONW a3p0OoTOCHEMKH M O0OHAPY:KeHHs] TPaHHI
HCTOPHYECKOI0 AaHTPONIOTeHHOI0 BO3/IelicTBU .

AnnoTanus. B pabote npencTapieHo NPUMEHEHHE aITOPHTMa CTATHCTUYECKOTO aHAIIM3a
JAHHBIX Pa3HOBPEMEHHON MYIBTHUCICKTPAIbHON a’pO(QOTOCBEMKH C IENbI0O BBIIBICHUS
YYaCTKOB HCTOPHYECKOTO aHTPOIIOIEHHOTO BO3/ICICTBHSA HA MPHPOAHYIO cpeny. Mcenenyemsrit
Y4YacTOK pAacIoiOoXKEeH Ha OKpauWHe IOCe]Ka TOpPOJCKOro THma 3HaMeHKa (3HaMEeHCKHIl paiioH
Tam0oBcKoO# 0071aCTH) B JICCOCTEIIHOM 30HE ¢ TUIMYHBIMH YEPHO3EMHBIMH IOYBAMH, TA€ BO
BTOopoii monoBuHe XIX — nHawame XX BB. ObUIM pacronokeHel namHd. [Ipu3HakoM s
BBISBJICHHS ~ CIIEJIOB  MCTOPHYECKOrO  AHTPOIOTEHHOTO  BO3JEHCTBUS ~ MOXKET  OBITh
PACTUTENBHOCTD, BO3HHUKIIAS B Pe3yIbTaTe BTOPHYHON CYKIIECCUH Ha 3a0pONICHHBIX yIaCTKaX.
OTIM4IUTETFHON OCOOEHHOCTBIO TAKOH PACTUTEIBHOCTH OT OKPYXKAIOMIEH IPUPOIHON Cpembl
SIBIISIETCS €€ TUII, BO3PACT M TNIOTHOCTB NpoM3pacTanus. Takum o0pa3om, 3a1aua 0OHapYKEHHUs
TPaHHI] aHTPOIIOTEHHOTO BO3AEHCTBUSI IO MYIbTHCIEKTPATbHBIM H300pPaKEHUSIM CBOJHUTCS K
3a/1a4e KIACCH(UKAIMH PACTHTENBHOCTH. VCXOMHBIMM NAaHHBIMH SBISUINCH PE3YIbTAThI
Pa3HOBPEMEHHOH MYJIBTUCIIEKTPANIbHOH cheMKH B 3eneHoM (Green), kpacHoM (Red), kpaeBom
kpacHoM (RedEdge) u Ommwxuem wun¢ppakpacaoMm (NIR) cnekrtpanbHbiX auanasonax. Ha
MIEPBOM 3Tale alrOpUTMAa MIPEANoIaraeTcs BEIYUCICHNE TeKCTYPHBIX MPH3HAKOB Xapanuka Ho
JIAHHBIM MYJIBTHCIIEKTPAIBHOH CBEMKH, Ha BTOPOM JTale — YMEHBIICHHE KOJIMYECTBA
MPU3HAKOB METOAOM TIJIaBHBIX KOMIIOHEHT, Ha TPETbeM — CErMEHTalus H300pakeHHH Ha
OCHOBE TIOJYYCHHBIX MPH3HAKOB MeTogoM k-means. DhGEKTHBHOCTD MPEITIOKEHHOTO
aJITOpUTMa MOKA3aHa TIPH COTOCTABJICHHH PE3yIbTaTOB CETMEHTAINHU C 3TAJIOHHBIMU JAHHBIMH
HCTOPUYECKUX KapTorpa)Mueckux MaTepHanoB. I[lolydeHHBIH pe3ylabTaT CerMEHTALMH
OTpaXaeT He TOJBKO KOH(PUIYPALMIO YYACTKOB aHOTPOIIOI€HHO-NIPE0OPa30BaHHOM TPUPOIHOM
Cpellbl, HO M OCOOEHHOCTH 3apacTaHus 3a0OpONIEHHOW ITallIHH, ITOCKOJBKY MCCIIeOBaHHE
Pa3sHOBPEMEHHBIX MY/IbTUCIIEKTPAIbHBIX CHUMKOB I103BOJIIET O0JIee MOTHO 0XapaKTepH30BaTh
U y4ecTb JUHAMHUKY Hapal[uBaHus (PUTOMACCHI B PA3HBIC IEPHUO/IBI BETETALIHH.

KurodeBrbie c/10Ba: MyJbTHCHEKTpalbHAs ChEMKA, TEKCTYpHAs CErMEHTAIUs, NPU3HAKU
Xapanuka, METOJ TJIaBHBIX KOMIIOHEHT, KiacTepusals, k-means, pa3HOBpeMEHHBIC TaHHBIC,
TIePUO]] BETETaLllN, BTOPHYHAS CYKIECCHS.

1. Beenenue. VccrenoBanue NpUPOAHON CPEAbl PETHOHOB, TJE CO-
BpPEMEHHBIE JIAHAMAPTHI CIOKHIKCH I0J] BINSHAEM XO3SHCTBEHHOTO BO3-
JIEWCTBHSA, CTAHOBUTCS 3aMETHBIM SIBJIGHHEM B COBpEMEHHOW Hayke. Pas-
JIMYHBIE BUJIBI HCTOPUYECKOTO MTPHUPOIOTIONH30BAHHS BBI3BIBAIOT J0JITOBpE-
MCHHBIC HM3MEHEHUsI PacTHTENBLHOCTH, MOYB M ruaporpaduu (Harmpumep,
[1-3]). O1u mpobaembl B rybepHHIX cpeaHeil monockl Poccuu mpuBIeKIn
NpHUCTaNIbHOE BHUMaHHe emie B KoHie XIX — nayane XX B. [4]. B Hacros-
11ee BpeMs JUI HEKOTOPBIX PErHOHOB, B yacTHOCTHU i1l TamOoBCKoit 001a-
ctu (OpBII. TamMOOBCKOM TyOepHUM), HA OCHOBAaHUH Pa3HOOOPA3HBIX HCTO-
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PHUYECKHUX MCTOYHUKOB KOHKPETH3UPOBAHBI HEKOTOPHIC MPUYMHBI CIIOKHB-
mreicst aKoJIoruueckoi curyanuu [5—7]. B ¢BsI3M ¢ 3THM, TOMCK y4acTKOB
CIUIONTHBIX PYOOK Jieca, MamieH U CEHOKOCOB BTOPOW mojoBWHBI XIX —
Hagasma XX BB. HEOOXOAMM JJIsl PEKOHCTPYKIIUH CHCTEMBI XO35HCTBA B UC-
TOPHYECKOH PETPOCIEKTUBE M MCHOIb30BAHUSI UCTOPHUUYECKOTO OMBITA JUIS
OTIpeEeTICHUsS NIEPCIIEKTUBHBIX HAIPABICHNI B OCBOCHHH TEPPUTOPHH.

Heo6xoanMo OTMETHTH, YTO CIIebl HCTOPUYECKOTO aHTPOIIOTEHHOTO
BO3/ICHCTBYUSI HEOTHO3HAYHO BBIPaKEHBI B COBpeMEHHOM Jsanamadre. Ox-
HUM W3 NPHU3HAKOB 3a0pOIIEHHBIX CEJILCKOXO3SHCTBEHHBIX YrOIMH MOTYT
SIBIISITECSL  YYAaCTKH PACTUTEIBHOCTH, C(HOPMHUPOBABLICHCS B pe3yJbTaTe
BTOPUYHO# cykueccuu [8, c. 225-257; 9].

Anpobanusi  MeTosa  BBISIBIEHHS ~ y4acTKOB — aHTPOIIOTEHHO-
peoOpa30BaHHON MPUPOJHON CpeJbl MPOBEICHA Ha MaTepHaIaXx MYJIbTHC-
MEKTPAbHOM CHEMKM HBIHE 3a0pOIICHHOM MallHKH WMEHHS 3HAaMEHCKOe
(coBp. TOCENOK TOPOICKOTO THMA 3HaMeHKa, 3HaAMCHCKH paiion Tam6oB-
cko#t obmactu) [10]. VcameGHas yacTh MMEHHS PacIiONOKEHA B JIECOCTEI-
HOH 30HE C THUNHUYHBIMH YEPHO3EMHBIMHU MOYBaMH. M3BECTHO, UTO B Jeco-
CTEIIM BOCCTAHOBJIEHHE MPOQUIS UYEpHO3EMa IPOHCXOAWT B TEUCHHE
30-40 JseT moOCNE 3aBEpIICHHS OSKCILTyaTallMd BO3JCIBIBAEMBIX TOJICH
[9, 11]. danee, npu OTCYTCTBHH GIOKHUPYIOIIMUX MPOIECCOB (TIOKAPDI, BBI-
rachkl CKOTa ¥ JIp.), IPOUCXOUT MOJTHOE BOCCTAHOBJIEHHE PACTUTEIBLHOCTH,
TUTMWYHOW JJIs1 JAHHON MECTHOCTH, — B OOJIBLIIMHCTBE CIIy4aeB, pa3HOTPABbs
U KyCTapHUKOB. DTOT Mpollecc 3aHUMaeT B cpenHeM 50-60 jetr ¢ MoMeHTa
MIPEKpaIIeHNs X03HCTBCHHON AEATEILHOCTH. B HEKOTOPBIX Cilydyasx Mpo-
JIOJDKUTENIFHOE OTCYTCTBUE aHTPOIIOTEHHOTO BO3JCHUCTBHS HA NPHUPOAHYIO
cpeny (6onee 100 mer) crmocoOcTBYeT HOPMUPOBAHHUIO YIACTKOB JOCTATOY-
HO TIFIOTHOTO TPOU3PACTaHUs APEBOBUIHBIX MOPOA, MPeo0Iagaomux B Je-
cocrenHol 30He [12]. Takum 00pa3oM, MPU3HAKOM IS BEISIBICHHS CIICAOB
CIUTOIIHBIX PYOOK Jieca W mamieH BTopoi momoBuHEI XIX — Havama XX BB.
MOXeET OBITh PACTUTENHLHOCTh, BO3HUKINAS B PE3yJbTaTe BTOPHYHOI CYK-
LIECCUH Ha 3a0pOLICHHBIX yyacTKaxX. OTIMYUTENLHON OCOOCHHOCTBIO TaKOW
PaCTUTENLHOCTH OT XapaKTEPUCTHUK OKPYIKAIOLICH TPUPOIHON CPebl SIBIIsI-
eTCsl ee THII, BO3pacT W IUIOTHOCTh Tpom3pactanus [8, c. 250-257], uro
0TOOpaXkaeTcsi B TEKCType COOTBETCTBYIOUIMX (DPArMEHTOB MYJIbTUCIICK-
TpalbHBIX M300paxkeHuil. Takum obOpa3om, 3amada OOHApY)KEHHS TPaHMIL
AQHTPOIIOTEHHOTO BO3/CHCTBUS 110 MYJIBTHCHEKTPAJIbHBIM H300pasKeHUIM
CBOJMTCS K 3a7adye KiIacCHU(pUKAIMM pacTUTEIBHOCTH Ha TEPPUTOPHU 00-
CIIC/IOBAHMUSL.

Hcnonb3oBaHue MYJBTHCHEKTPAIBHBIX IaHHBIX B 3aJadax CErMeH-
TalMu W300pakKeHUH MOBEPXHOCTU 3eMJIM OOYCIIOBJIEHO TEM, YTO pa3HbIe
naHamadTHele 0OBEKTHI (B TOM YHCIE M PACTUTENBHOCTH) OTINYAIOTCS
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CHEKTpaJbHBIMHU XapakTepucTUkaMu. Kpome Toro, orpaxarenbHas Crocoo-
HOCTH PACTUTCIIBHOCTU CYHICCTBEHHO M3MCHACTCA HA PA3HBIX dTallax BEIec-
TaIMOHHOTO TepHoAa. JTa 0COOEHHOCTh Hambojiee SPKO TMPOSBISAETCA Y
JIMCTBEHHBIX JIEPEBHEB M KYCTAPHUKOB, & TAKIKE y TPABIHUCTON PaCTUTEIb-
HocTH. Ilo3TOMY aHanM3 pa3HOBPEMEHHBIX CHUMKOB IIO3BOJISET BBISBIATH
U3MEHEHHSI PAaCTHTEIBHOTO IIOKPOBA M HCIIONB3YETCS IUII MOHHUTOPHHTA
COCTOSIHHSL MIPUPOJHON CPEIbl U CENbCKOXO3IHCTBEHHBIX yroauii [13-16].
He menee Ba)KHO, KOMIUICKCHBIH aHalM3 MYJIBTHCHEKTPAIbHBIX IaHHBIX,
MOJYYEHHBIX B pasHble NEpPHOABI BereTaly, 0OecrevynBaeT IMOBHIILICHHE
JIOCTOBEPHOCTH KJIACCU(HUKALMK YYaCTKOB pactutenbHocTH [17, 18]. Boi-
cokast 3()(EeKTUBHOCTb TaKOT'0 IOAX0/a JIOKa3aHa ISl Pa3iIMYHbIX MPUPOJI-
HO-KJINMAaTHYECKUX 30H. B dYacTHOCTH, NpU pacrno3HaBaHUU DPa3IHMYHBIX
TUIOB NOWMEHHOM PacTUTENLHOCTU B 10KHOW yactu Hunepnannos ananus
KOMIUIEKCa MYJIbTHCHEKTPAIbHBIX CHUMKOB ITO3BOJIMUI JOCTUTHYThH BBICO-
KHX TOKa3aTeJe TOYHOCTH Kiaccubpukanuu (6 KIaccoB ¢ oOmend TO9HO-
cteio 6onee 90%) [19]. TIpuHIMIHATBHO BAXKHO, [UTS CXOKUX KJIACCOB pac-
TUTEJIBHOCTH (JIyra ¥ TPaBSHUCTAs! PACTUTEIBHOCTh) OBLIO J0KAa3aHO CYIIe-
CTBEHHOE TOBBIIIEHHE TOYHOCTH KJIACCU(UKANNN B CPAaBHEHHH C PE3YIIbTa-
TaMH, MOJyYeHHbIMU 0€3 ydera AMHAMUKHU mpolecca Bereranuu. Cxoxue
pe3ynbTaThl OBLIM MOJYYEHBI NMPH KIACCU(PHUKALUHN YYaCTKOB XO3SHCTBEH-
HOW fesitenbHOCTH Ha fore [lopryramum [20]. TToka3aHO, 4TO COBMECTHBIN
aHaJIM3 MaTepualioB pa3HOBPEMEHHON MYJIbTUCIIEKTPAIBLHON ChEMKH HE00-
XOIMM JUUIsI IOCTIDKCHHS YIOBJICTBOPUTEIILHOW TOYHOCTH KapTorpadupoBa-
HUSI Y9aCTKOB OTKPBITHIX ITOYB, KyCTAPHUKOB, ITOJIEH, 3aCESIHHBIX 3€PHOBBI-
MH KyJIbTypaMH, a TaK)Ke JIECHBIX MAacCHBOB W Jyros (0Omias TOYHOCTh
knaccudukanun — 74,5%). HeobxomuMocTs BCHONb30BaHus Habopa MyJlb-
TUCTIEKTPAJILHBIX CHUMKOB TaKXK€ MPOJIEMOHCTPUPOBAHA UISI TPOIIMYECKUX
U 3aCYIUIMBBIX PETHOHOB IIEHTPAIbHOM M 10)KHOW AQpHKH, T1Ie 0COOEHHO
SIPKO TIPOSIBIISIETCS CE30HHOCTh pactutenbHocTH [21]. JIns 12 xmaccoB
naHAmadTHRIX OOBEKTOB, BKJIIOYAMOIIMX JPEBECHYIO, KYCTAPHUKOBYIO H
TPaBSHHUCTYIO PACTUTEIBHOCTh C PA3JIMYHOI IUIOTHOCTHIO MTPOM3PACTAHHUS, a
TaKXe OTKPBITHIC IIPOCTPAHCTBA, ObIJIa TOCTUTHYTA OOIIas TOYHOCTH Kilac-
cu¢ukamuu 6omee 90%.

Takum oOpazoMm, IIPUMEHEHHE PA3HOBPEMEHHOW MYJIbTHUCIEKTPANb-
HOH CBEMKH II03BOJISAET YYeCTh JMHAMHUKY M3MEHEHHUS CHEKTPaJbHBIX OT-
pakaTeNbHBIX CBONCTB PACTUTENLHOCTU. DTO UIPAET CYIIECTBEHHYIO POJIb
IIpH KJIacCU(UKAIIMKA CXOXKUX JAHAMAPTHBIX 00BEKTOB: JTyra W 3a0poIeH-
HBIE TI0JISI, TOKPBITHIE TPABSHUCTON PACTUTENBbHOCTHIO; YYACTKH Pa3HOBO3-
pacTHOM KyCTapHUKOBOW PaCTUTEIHHOCTH. I BBIABJICHHUS y4acCTKOB XO-
3SMCTBEHHOTO HCITOJIb30BaHUS BTOPOW MOIOBHHBI XIX — Hawama XX BB.
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HUCXOJHBIMH JAaHHBIMH SABJIAIOTCA MYJIbTHUCIICKTPAJIbHBIC I/I306pa)KCHI/I$[ B
MIepHOJT paHHEH BereTaryu (Mai) U Pa3BUTOH PaCTUTEIHHOCTH (HIOJIB).

2. UcxoaHble M dTaJIOHHbIE JaHHBIE. YUacTOK 00CIlieoBaHus pac-
MIOJIOKEH Ha OKpanHe TOCeKa TOPOJICKOro Thra 3HaMeHKa (3HaMEHCKH
pation TamboBckoit obnactu). B nagane XVIII Beka, 31ech, y clusHus pek
Kapuana u I1nb1, Bo3HUMKIA ycaapba Kapuan-3arpsokckoe (Mmo3aHue Ha3Ba-
nust — Kapnan-Ctporanoso, Kapuan-3uamenka). 30HbI XKWIOH 3aCTPOHKH 1
napka ycaapObl SIBJISIIOTCSI LEHTPOM COBpeMeHHOro mnoceska. Cesepo-
BOCTOYHAS YaCTh MMEHHMS, IJle OBUTH PACIIOJIOKEHBI MAIIHH, JIyra U JIECHBIE
YroJibst ycaapObl, B HacTOsIIEee BpeMsl BEIBEJEHA M3 X035HCTBEHHOro 000po-
Ta.

CornacHo ucropuueckoit kapre 1913-1914 rr. «llnan TamOoBckoU
ryoeparn TamMOoBckoro yesma ycaneOHOW dacTH 3HAMEHCKOTO HMEHUS
BunaneHus kua3s [.A. Illepbatosa» [10], ¢pparMeHT KOTOpOI MpHUBEACH Ha
pHCYHOK la, 3HAUUTENBHYIO YacTh ydacTKa 0OCIIeIOBAHNS 3aHUMAJIA MaNTHS
(obmact co mTpHxOoBKOH). Ha ceBepo-BOCTOKE yWacTka pacmojarajiuch
JyTa, a ero 3amajHasi 4acTh MOKPBITa KYCTAPHUKOM. AHAJIN3 OpTO(OTOILIA-
Ha U HaTypHBIC 0OCIIEIOBAHMUS MOKA3aIH, YTO YYaCTOK JOCTATOYHO PABHO-
MEpPHO NOKPBIT IJIOTHOW KYCTapHHUKOBOM paCTUTEIbHOCTBIO, CIEAbl MAlIHU
u siyra Hadana XX B. BU3yalbHO HE (GUKCHPYIOTCS.

200 m

Puc. 1. Uccnenyemsblii yaacTok: (pparMeHTbl HCTOPUYECKOi KapThl (a) 1 opTodhoTOo-
iaHa (0). YepHas paMka — rpaHulla yqacTka o0cinea0BaHus

BeposiTHO, 3TOT y4yacTOK 00padaThIBAICS KOPOTKHH MPOMEXYTOK
BpemeHn. Ha panHuX Kaprtorpadmdeckux marepuanax — «Tomorpadude-
ckuit MexeBoit atnac TamOoBckoii rybepHun» 1862 T., BHIIIOIHEHHBIN 0]
pykoBozacTBoM A.W. Menne [22], — Bcs TEPPUTOPHsS HMEHUS Ha CEBEPHOM
6epery p. LlHbI eme 0603HauCHA KaK «MOKPBIH JIYT C KYCTAPHUKOM BCSIKOTO
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poma». Ha mo3mHmx kapTorpadmueckux uHCTOUHHKax — kapra PKKA
1930-x rr. [23] — 310 y4acTOK yke 0003HaUeH MycTyrommM. IIpeanoaoxu-
TEJNBbHO, M3y9aeMbIi y4acTOK OBUI pacmaxaH B MUK MajO3e€Melbs B KOHIIE
XIX B., Tak Kak B xoxe pedopmbr 1861 r. kpecThsiHe 3HAMEHKH MOJTYYHIIN
OuYeHb MaJICHbKHE Hanenbl. Takke pachamika Moria ObITh CBA3aHA C CHJIb-
HbIMH 3acyxamu 1880-x m, ocobenno, Hadama 1890-x rr. M3BecTtHO, 49TO
3aJMBHBIC YYaCTKH [EPHOAWYCCKH pACIaxXWBAJUCh B TOIBI  3aCyX
1905-1906, 1920-1921, 1932-1933 rr. 3eCh MOTIIH CEATh O3UMYIO IIICHU-
y. ITomumo aToro, pacmarika MorJia ObITh CBsI3aHA C II0CEBAMH KOPMOBBIX
TpaB, JUIsl YCTOHYMBOTO POCTA KOTOPBIX HEOOXOJMMa JOCTATOYHO BHICOKAS
BJIAXXHOCTH MOYBEI. W3 ommcanus xo3siictBa rpada I1.C. Ctporanosa, Bia-
nenblia 3HaMeHkH 110 1911 r., u3BecTHO, YTO TUMO(EEBKY B UMEHUH CESIIN
HECKOJIBKO nmecsaTmwieTuii [24]. TloaToMy clieqpl TaIlH| MOTIIH COXPAHUTBCS
Ha Joiroe BpeMs. BeposTHO, peryisipHas pacramika Ha ydacTke o0ciemo-
BaHUA Npekpatuiack B 1918 r., mocne counanuzanuy NOMENIMYbEN 3eMIIH.
B pesynbTaTe BTOpUYHOM CyKLeccuu, Inpoaospkasiueiics okoino 100 ner,
PaCTUTENFHOCTh TOCTETIEHHO BEPHYJIACh K COCTOSHUIO HEIaXaHOTO 3aJIHB-
HOTO JIyTa.

CoBpemeHHbIe OecnuiioTHBIE JeTatenbHbie ammapaTsl (BITJIA) mo3-
BOJISIFOT BBINOJHUTH KPYHMHOMACIITAOHYIO a3pO(OTOCHEMKY C BBICOKHM
MPOCTPAaHCTBEHHBIM paspenrieHreM. OueBUIHBIM MPEUMYIIECTBOM a’podo-
tocheMku ¢ BIIJIA mepen kocMu4eckol CheMKOW U MIJIOTHUPYEMOH a’po-
(OTOCHEMKOH SIBISETCS €€ JAOCTYIHOCTh M BO3MOXKHOCTb II€JICHAINPABJICH-
HOTO 00CIIeIOBaHUS JIOKAJNBHBIX YUACTKOB (CIUHUIBI-ICCATKH TeKTap) Mpu
BEIOOpE ONTHUMANFHBIX YCIOBUH (BBICOTHI ITOJIETA, BPEMEHH CYTOK, TOTOJ-
HBIX YCIIOBHH W T.IL.). DTO 00ecrednBaeT KOHTPACTHOE BEISBICHUC TEHE-
BBIX, ITIOYBEHHBIX M PACTUTCIBHBIX IIPU3HAKOB DPA3HOIUIAHOBHIX JIaH/-
madTHEIX 0OOBEKTOB MTOKCKA.

AdpodoTocreMKa B BUIUMOM THAINa30HE TOCENIKa 3HAMECHKA H TIPH-
JIeTaIeld TEeppUTOPUU TIPOBEACHA B IEPHUOJ] paHHEW Bererauuu (Mai
2019r.). Cwemka BeimojgHeHa ¢  BIIJIA  camojeTHoro  Tuma
Supercam S350-F (OO0 «®wunko», Mkerck) npu Beicote 250 M Hax cpea-
HUM YpOBHEM pelibeha MeCTHOCTH. B pesynbrate QoTorpaMMeTpUIecKon
o6pabdotkn (PHOTOMOD UAS) 6511 mocTpoeH opTOo(OTOIUIaH B CHCTEME
koopauHaT MCK-68 ¢ paszpemenuem 0,05 M Ha TMKCENb (PUCYHOK 10).

Jnis nmokanmu3aliy y4acTKa 3a0pOIICHHOW NAallHH HCIIOJIb30BaHBI
MaTepHuaibl MYJIbTUCIICKTPAIILHONW CHEMKH, TIONYYCHHBIC HA STale paHHEH
Beretanuu B Mae 2019 r. u npu pa3Buroil pacturensHocTy B utone 2019 r.
(pucynok 2). CheMKa BBINONHEHA MYJIBTHCIICKTPAIbHONW Kamepoil Parrot
Sequoia. Tlpumensemas kamepa UMEET CJIEAYIONIHE XapaKTePUCTHKH: JIU-
HaMH4YecKuil nuama3oH — 10 OWT, MPOCTPaHCTBEHHOE pa3pelieHrne MyJib-
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TUCTIEKTPAIBHBIX CHUMKOB — 0,3 M, criekTpanbHoe pa3pemienne — 4 KaHaia
(Bumumbrit 3enenbiit Green, 530 — 570 HM; BuauMBbIiA KpacHeiid Red, 640 —
680 uM; rparnuHbIi KpacHed RedEdge, 730 — 740 uM u OmmwkHui nHOpa-
kpacubiii NIR, 770 — 810 aM). doTorpammerpudeckas o0paboTka MyIb-
THCTIEKTPAIBHBIX a3p0(OTOCHUMKOB BBITIOJNHEHa B mporpamme Pix4d. Uc-
XOJIsl M3 U3BECTHBIX OCOOEHHOCTEH BEreTallMOHHOTO NEPUOA TUCTBEHHOI 1
TPaBSHUCTON PACTUTENBHOCTH, Ha 3Tale paHHEH Bereranuu (aKTHBALHA
KM3HEHHBIX MPOLECCOB) 00BEM 3€JICHOH MacChl CYIIECTBEHHO MEHBIIE, B
CPaBHEHUM C JTalOM DPa3BHTOM PAaCTUTENILHOCTH, KOTJla B TOJHOW Mepe
NPOSIBIISIETCsI 3eJieHast Ouomacca JIMCTBEHHBIX JIECOB, KyCTapHUKOB M TPaB.
OTH OTIMYMS HATJSTHO HPOCIIEKMBAIOTCS NPU BU3YAILHOM aHalIn3e Hc-
XOIHBIX CHUMKOB TEPPUTOPHH 00CIeI0BaHIS (PUCYHOK 2)

CrekTpaibHasi OTpaXkaTesbHasi ClIOCOOHOCTh PAaCTUTEIBHOIO ITOKPO-
Ba MMeEET XapaKTepHbIE 0COOCHHOCTH: BBICOKOE 3HaucHME B KaHane Green,
peskuit mombeMm B Kananax RedEdge u NIR [25]. Tak kak ma kaman Red
MPUXOIUTCS MUHUMYM OTpa)kKaTeIbHOW CHIOCOOHOCTH 3€JICHOH (pruTOMaccHl,
JTAaHHBIH KaHAJI HE WCIONb3yeTcs NPH JalbHEHIIEM aHaIu3e Pe3yIbTaToB
MYJIbTHUCTIEKTPAILHON CHEMKH.

3. AnroputM  00paGoTKH KOMILIEKCA MYJbTHCIEKTPAJIbHBIX
AaHHBIX. TPagnIMOHHO, B KAYECTBE NPU3HAKOB Pa3HOIUIAHOBBIX OOBEKTOB
Ha MYJIBTUCIICKTPAIIBHBIX M300paKEHUSX, MPUHITO UCIIOIb30BaTh OTINYUS
CHEKTPaJbHO-SIPKOCTHBIX XapaKTePUCTHK OTAEIbHBIX oOOJlacTell CHHMKa
[26-29]. OnHako SPKOCTHBIE XapaKTEPUCTUKH B 3HAYMTEIBHOW CTEHCHH
TIOJIBEP>KEHBI BIMSHUIO YCIOBUH ChEMKH: HEpaBHOMEpHas OCBEIIEHHOCTh
OTIEIBHOTO CHUMKA, BBI3BAHHAs HHU3KOH OOJIAYHOCTHIO, WM OTJIMYHS B
OCBEIIEHHOCTH CMEXXHBIX CHUMKOB U Jp. [103TOMY, A1 HCKIIFOUEHUS UCKa-
KEHUH MCXOIHBIX M300paKEHNUH, BBI3BAHHBIX YCIOBHAMHU CHEMKH, HCIONb-
sytorcst meroasl punbrpanuu [30-32]. CriakuBaHHe W I[MOJABJICHHE IIY-
MOB, C OJHOH CTOPOHBI, yCTpaHseT apTe(aKThl CheMKH, HO C APYronl —
CHIDKAET KOHTPACTHOCTh MPOSIBJICHUS JAHIIIAQTHBIX OOBEKTOB, KOTOPBIE
HE3HAYUTENIPHO OTIMYAIOTCS II0 CIEKTPAIbHO-SIPKOCTHBIM XapaKTEPHUCTH-
KaM. VIMEHHO K TakuM O0OBEKTaM OTHOCSTCSI Y4aCTKH PacTHTEILHOCTH, BO3-
HUKIINE B pe3yjbTaTe BTOPUYHON CYKIECCHH. [IpyruM M3BECTHBIM MOIXO-
JIOM SIBJISICTCSI BEIYMCIICHUE BETCTAIIMOHHBIX HHAEKCOB, YUUTHIBAIOIINX B3a-
MMHOE M3MEHEHUE M300paKeHUI B Pa3iIMYHbIX Mapax CHEKTPaJbHBIX KaHa-
JIOB MYJIbTHCIIEKTpasibHOU cheMkH [33, 34] O6bIuHO Takoe mpeodpazoBaHue
TaKKe BBIIOJNHACTCS Mocie (GUIbTPALUM HCXOIHBIX JaHHBbIX. [Ipu 3ToM
OYEBH/IHO, YTO TpelBapUTeIbHas (QUIbTPAIMS HE rapaHTUPYET OJHOPOJ-
HOCTb MCXOJHBIX JaHHBIX B Pa3HBIX CIIEKTPAIbHBIX KaHanax. [loaTomy aHa-
JIM3 BETECTAllMOHHBIX MHIEKCOB HE HCKIIOYAeT NMpoOJIeMy, BO3ZHUKAIOILYIO
IIPY BBISIBICHUH MAJIOKOHTPACTHBIX 007acTeH pacTUTEIBHOCTH.
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RedEdge

Hronb

Puc. 2. Pa3HoBpeMeHHbIe CHUMKH B CIICKTpasibHbIX KaHanax Green, Red, RedEdge
u NIR

CrieoBaTebHO, JIsl KOHTPACTHOTO TPOSBICHHUS JaHTIA(THBIX
00BeKTOB OoJiee A(P(HEKTUBHBI MOIXObI, KOTOPBIE HEYYBCTBHTEIBHBI K
CIEKTpalbHBIM IIyMaM. [IpuMepoM Takoro mpeoOpa3oBaHHsl SIBISIETCS BbI-
YHCIICHUE TEKCTYPHBIX MPH3HAKOB HA OCHOBE MAaTpPHULBI CMEXHOCTH [35].
TekcTypa naHmmadra Ha MYJIBTHCICKTPAIbHBIX H300pPaKECHHUSAX SBISETCS
Oonee CTaOMIIBHOW XapaKTePUCTUKON, YeM HHTCHCHBHOCTh OTICIBbHBIX
IUKCeNel: I ONpeleNeHHBIX THIIOB JaHAmadra TEKCTypa TOCTaTOYHO
IIOCTOSIHHA U B MEHBLIEH CTENEHU 3aBUCUT OT yCJIOBUM cheMKU. Kpome To-
o, TEKCTypa pasHOPOJHBIX obJiacTeil B peesiax aHaIM3uPyeMOTro y4acTKa
cymectBeHHO pasnnuHa [36-38]. Takum 00pa3oM, aHamM3 TEKCTYPHBIX
ocobeHHOCTeH NaHAmadTa JAeaeT BO3MOXKHBIM BBIIBJICHHE «MAaJIOKOH-
TPACTHBIX» OTJIMYHIA PACTUTEILHOTO IOKPOBA Ha MYJIBTHCIECKTPATbHBIX
u3obpaxenusx. [loaToMy B HacTosiiel paboTe B KauyecTBE MPHU3HAKOB HC-
MOJIB3YIOTCS TEKCTYPHBIC NMPH3HAKH XapajHnKa, KOTOPhIC PacCUMTHIBAIOTCS
MO BCEM KaHaJaM MYJbTHCICKTPAIBHOTO H300paXEHHUS, YTO MO3BOJISCT
YUYECTb H CIIEKTPaIbHbIE 0COOEHHOCTH 00OBEKTOB.

OCHOBHBIM CIOCOOOM BBISIBIICHHSI PA3HOIUIAHOBBIX OOBEKTOB Ha
npeoOpa3oBaHHOM M300paKEeHHH SBISieTCS cerMeHTanus. {1 BeIneIeHus
HanbOojee HMH(POPMATHBHBIX IPH3HAKOB 3a4acTYIO HCIOJB3YETCS METOX
IJIABHBIX KOMIIOHEHT. Takoil MoaxXox HepenKo NMpHUMEHsSeTCs MpU aHalu3e
THIEP- M MYJBTHCIEKTPAIBHBIX H300paKeHUH T KiacCH()UKALMK PACTH-
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TensHOro mokposa [39-41]. Cermenrarss H300pake€HHs MO TEKCTYPHBIM
IIpU3HAKaM, BBIYUCJICHHBIM 110 AJaHHBIM OHHOMOMCHTHOﬁ MYJIbTHUCIICK-
TPaIbHON CHEMKH, MO3BOJISIET JIOKATU30BATh CJIC/bl YYaCTKOB aHTPOIIOTCH-
HOTO MpeoOpa3oBaHMs MPUPOAHON CPEAbl, YTO OBLIO MOKA3aHO MPH MOUCKE
TamieH nepBoi mooBruHbEI X1 X B., pacrosiokKeHHBIX HA y4aCTKaX CIIJIONTHOM
BBIPYOKH JIECHBIX MAacCHBOB, B YCJIOBHSX BTOPUYHOW CYKIIECCHU €JIOBO-
MMUXTOBO-F0)KHOTACKHBIX JiecoB [42]. HeoOX0MUMO OTMETUTH, YTO OJTHOMO-
MCHTHBIH CHHMOK IO3BOJISICT C HEKOTOPOM JTOCTOBEPHOCTHEO KOHCTATHPO-
BaTh JIUIIb JJOMUHUPOBAHKE OINPEICICHHOTO THIIA PACTUTEIBHOCTH H OIle-
HUTh OCOOCHHOCTH €€ COCTOSHUS (3[0pOBasi PaCTHTEIBHOCTB; PACTUTEIb-
HOCTh, UCTIBITHIBAIOIIAST YTHETECHHE WU cTpecc). OHAKO MPUMEHEHUE pas3-
HOBPEMCHHOW MYJIBTUCIICKTPAILHON CHEMKH IO3BOJIICT OIICHUTH 3TaIlbl
nporiecca BereTaiu. VIMEHHO Ha pPa3HOBPEMEHHBIX CHUMKAaxX HArJIsITHO
MPOSIBISIETCS BIMSIHUE XapaKTEPUCTUK MPUPOTHOM CPebl, ONPEACIISIFOIIIX
CKOPOCTb BereTanuu (THII U COCTAB MOYB, MOILIHOCThH TIOYBEHHOTO FOPU30H-
Ta, YBIaKHCHHOCTh M DKCIO3UIHUA CKiIoHa ¥ mp.) [15, 18]. Otnuune stux
XapaKTEePUCTUK HA Y4acTKax MPUPOJHON Cpeibl, HE MOJBEpraBIlIeics aH-
TPOIMIOTEHHOMY BO3/IEiiCTBHIO, u ydacTkax aHTPOIIOTEHHO-
peoOpa3oBaHHON NPUPOTHON cpenibl AaeT NPUHLIUIHAIHLHO HOBYIO AOMOJ-
HUTCJIbHYIO I/IH(I)OpMaLlI/IIO JJIs1 BBIABJICHUSA PACTUTCIBHOCTH, MOSIBUBIICHCS
B PE3yJIbTaTE BTOPUYHOH CYKIIECCHU.

JIns cerMeHTAalMyd MYJIbTHCIIEKTPAIbHBIX H300paKCHUH HCIOJIB3Y-
eTcs KiacCcHyeckas cxema aHaiam3a manHeix feature extraction — feature
selection — classification [43, 44], Bxirouaroias B cebs dTambl pacyera
MPU3HAKOB, COKpAIllEHHE TPHU3HAKOBOTO MPOCTPAHCTBA U pacro3HaBaHus. B
CBSI3U C OTUM aJITOPUTM OOHAPYKEHHUS CIIEIOB AHTPOIIOI€HHOTO Mpeobpa3o-
BaHMs IPUPOJIHOM CPeJibl IPUHUMAET BH/I, IPEICTABICHHbII HA PUCYHOK 3.

1. Pa3HoBpeMeHHBIE 2. Beruncnenune 3. CokpamieHue
JTaHHBIE MYJIBTHCTICKTPaJIbHOM TEKCTYPHBIX HPHU3HAKOBOTO
CBEMKH MIPU3HAKOB npocrpancrsa (PCA)

5. MHTepnperauus u
4. CermeHTanus COIOCTABIICHHUE C
HCTOPUYCCKUMH KapTaMu

Puc. 3. Anrroputm oGHapyKEHHs CIe0B aHTPOIIOTEHHOTO MPe0OPa30BaHuUs IPH-
pOHOM cpenbl

3.1. TekcTypHble NPU3HAKHU. 32/1a4a COCTOHUT B Pa3ieiCHHH MYJb-
THUCHEKTPAIBHOTO M300pakKeHUsI TEPPUTOPUHN OOCIICAOBAHIS HA MHOXKECTBO
IUTOINAAHBIX OOBEKTOB: YYAaCTKOB TPHPOTHON CpEeAbl, COXPAaHUBIIHUXCS B
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€CTCCTBCHHOM COCTOAHWU, U YYACTKOB AHTPOIIOTCHHOTO BO3}1€I\/’ICTBI/I${ Ha
HpUpPOAHYIO cpeny. 1lo3ToOMy NpHHUMIMAIBHYIO pPOJb HUIPAET TEKCTypa
naHAmadTHEIX 00BEKTOB U €€ U3MEHEHUE MPH TIepeXo/ie OT OJHON 00JacTH
K Apyroi. [{ns onucaHust TEKCTYphl B KOJUYECTBEHHOM IIKAJIe MPUMEHSIOT-
Cs1 TEKCTYPHBIE MIPU3HAKK XapaluKa, KOTOPBIE PACCUUTHIBAIOTCS MO MaTpH-
I[aM CMEXHOCTH IOJTYTOHOBBIX M300pakeHUH M coAeprkaT MH(opMmauuio o
Pa3IMYHBIX TEKCTYPHBIX XapaKTepUCTHKaX: OJXHOPOIHOCTH, JIMHEIHOW 3a-
BUCHMOCTH TOHA (JIMHEHHAs CTPYKTypa), KOHTpACTe, KOJINYECTBE M NPUPO-
Jie TpaHull, clnoxHOCTH H300pakenus [35]. [TocKoNbKy He BCEe TEKCTYPHBIC
NpU3HAKK Xapaiuka sSBISIOTCS B3aHMHO He3aBHCHMbIMH [45], 6buTO mpH-
HSTO PElIEHHE OTPaHMYMTHCS PACCMOTPEHHUEM OCHOBHBIX M3 HuX: Contrast,
Correlation, Energy, Entropy, Homogeneity, Variance (tabnuua 1).

JIJist TOCTPOEHHUS MaTPUIB CMEKHOCTH BBITIOJHACTCS KBAaHTOBAHHE
HCXOIHOTO M300paXkeHus |, 9To mo3BoJsIeT MpeoOpa3oBaTh €ro U3 MOIyTO-
HoBoro 10-OmtHOrOo wM300paXkeHHWsT B KBaHTOBaHHOEe wW300paxkeHue Iq
¢ N ypoBusiMu rpagammii ceporo B uaTepsane [1, ..., N]. Ilo kBanToBaHHO-
My n3o0pakeHuto 1Q Ui Ka)KIOTO MOJIOKEHHS CKOJIB3SIIEr0 OKHAa pa3Mme-

pom WxW ctpourcs matpuiia X, — Marpuiia CMEXHOCTU YPOBHS CEPOTO
(Gray-LevelCo-OccurrenceMatrix, GLCM):

wWow . .
Xl )= > S 5 JLecmlgmk)=in Iq(m+dx,k+dy):1,
m=1k=1 mk
O, B [IPOTUBHOM ClIy4ac.

Ta6nuna 1. [pusnaku Xapanuka

N N
Contrast ZZ(' - j)z Pij

i=1 j=1
N -
L= e
ij
i=1 j=1 Oy Gy
N N
/ux:zlzpu”uy ijpu,
i=1  j=1 i=
Correlation N
2 _ 2
Oy _Z( - z le )
i=1 j=1
2 2 2
Oy = Z(J /’y) 2P
j=1 i=1
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IIpodonscernue Tabruywr 1

N N
Energy ZZ pi1'2
i1
N N
Entropy -2 pjlog py
i1 1
AL Pij
H it —
omogeneity ;JZ:;,:H(I — )2
N N
Variance Do (i ) Pij
i1 1

Martpuiia CMEKHOCTH MMOKA3BIBAET, KaK 9acTo Mapa MHUKCeNed ¢ MH-
TEHCHBHOCTAMH | WM | OKa3bIBaeTcs CMEKHON. [TOHATHE CMEXHOCTH B
HANpaBJIeHNUH 6 ONPEaeIsieTCs BEKTOPOM Iy, = (dx, d, ), rae d,ud, - pac-

CTOSIHUE MEXIy MHUKCEISIMH II0 TOPH30HTAIH U 0 BEPTHKAIU COOTBET-
ctBeHHO. GLCM paccunThiBaeTCs U KaXI0TO U3 HATIPABICHUI:

= (dx.dy), 1z =(dx, dy ), rz =(dx. dy) u ry, =(dx. dy),
4 2 T

TIOCJIC YETO YCPCAHSICTCS:

1
X:Z X0+X”+X7[+X3” )

4 2 4
A HOPMHUDYETCH:
X
P=n N
> > X(ih)
i=1j=1

HopmupoBanHas MaTpuma CMEKHOCTH BBICTYHAET B PONX (YHKIHN
IIDIOTHOCTH paclpE€ACICHUA BCpOHTHOCTCﬁ IIPOABJICHUA CMCKHBIX ITap IMHUK-
ceJiel B pa3sMUYHBIX 00nacTax u3o0paxkeHus. [1o HOpMUPOBAaHHON MaTpHIle
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CMEXHOCTH P = (pij) PaCCUUTHIBAIOTCS TEKCTYPHbIEC MPU3HAKK Xapajauka

(tabmuma 1).

Kontpact (Contrast) xapaktepusyer pe3KoCTh W300paKEHHS U TITy-
OuHy «00po3a» TeKCcTypbl. HU3Kasi KOHTPACTHOCTh COOTBETCTBYET Pa3Mbl-
TBIM TEKCTypaM.

Koppemsust  (Correlation) ouenuBaer JTMHEHHOCTh 3aBHCUMOCTH
YPOBHS CEPOT0 OT COOTBETCTBYIOIIUX 3HAYECHUH AJISI CMEKHBIX MUKCEIEH.

Oneprus (Energy) orneHuBaeT oXHOPOAHOCTD M TPYOOCTh TEKCTYPHI,
OHa MaKCHUMaJbHa JUIsl OJTHOTOHHBIX 00JIacTeH.

Ourponust (Entropy) xapaktepusyeT CIy4yalHOCTD U HEpaBHOMEp-
HOCTh. MakcuMasbHble 3HA4€HHs NPH3HAKa COOTBETCTBYIOT CIy4allHOMY
pacIpeieIeHII0 3HaUeHUH SIPKOCTH MUKCENEH.

Onunopoanocts (HOomMogeneity) mpoTHBOMONOXKHA KOHTpAcTy, Xa-
PaKTepU3yeT «CTIAKEHHOCTH» 001acTH n3o0paxeHus. bombmine 3HaueHus
MIPU3HAKa COOTBETCTBYIOT OJHOPOIHBIM 00JacTsIM (C HEOOIBIION pa3HHUIEH
B YPOBHE ceporo), a 6mmskue kK 0 — Hao60poT.

Bapwuarus (Variance) — cooTBeTCTBYET KBaapary CTaHIapTHOTO OT-
KJIOHEHUsI, BEIYUCIIEHHOMY TIo MaTpuie cmexxaHoctd GLCM. OxgHoToHHOE
cepoe n300pakeHne nMeeT Bapualuio, papayto 0.

TekcTypHble Npu3HAaku XapajluKa, PACCUUTAHHBIE IS Ka)XI0ro
CHEKTPaNbHOTO KaHaja (BUAUMBIN 3eneHbl (Green, TpaHUYHBIM KpacHBIN
RedEdge u 6mmwxuuit uadpaxpacusiii NIR) mo cHuMKaM, CieTaHHBIM B Mae
U MI0JIe, IIPEICTABJICHBI Ha PUCYHKE 4 U PUCYHKE 5 COOTBETCTBEHHO.

ITony4yenHsle n300paxeHus 6ojee HAIJIAIHO, B CPAaBHEHUH C HCXOJ-
HBIMH MYJIbTHCIIEKTPAJIbHBIMI CHUMKaMHU (PUCYHOK 2), BBISBIAIOT y4aCTKH
PacTUTENILHOCTH CXOXKEH TEKCTYpBhI, CrilaKuBass MaJTOMH(OPMATHBHBIC Jie-
TaJy JaHTWAQTHEIX 00BEKTOB. BH3yanbHO BbIIENsieMble Pa3HOIIAHOBBIE
(parMeHTsl M300paXKEHUS MOTYT COOTBETCTBOBATH y4YacTKaM, MOKPBITHIM
PacTUTENFHOCTBIO Pa3IMYHBIX THUIOB M IDIOTHOCTH. Kpome Toro, oueBHi-
HOE TIPEHMYILIECTBO JIacT CPaBHUTEIbHBIA aHAIN3 Pa3HOBPEMEHHBIX CHHM-
koB. Tak m300paxxeHne Ha «(OHOBBIX)» YUaCTKaX — BHE 30HBI HCTOPHUECKO-
ro aHTPOIIOTCHHOI'O BOSHeﬁCTBHﬂ (3anaz[Haﬂ U CEBCPO-BOCTOYHAA YaCTU
HCCIIEAYeMOT0 yJacTKa, PUCYHOK la) — MpaKTH4eCKH HEU3MEHHO IO CTPYK-
Type U UHTEHCUBHOCTH. JlaHHass 0COOEHHOCTh HAOMIOAaeTCs JUIsl BCEX IMmap
npeoOpa3oBaHHBIX M300pakeHU (Maif — HIOTb) B KAXKIOM M3 TPEX KaHAJIOB
cbeMKkU. C Ipyroi CTOpOHbI, HA y4acTKE BO3MOKHON UCTOPUUECKON MAaIIHU
(ueHTpanbHAs ¥ BOCTOYHAsl YacTH HCCIEIYEeMOTo Y4acTKa, PHCYHOK la),
XapakTep BapHalMu M300pa’keHWH TEKCTYPHBIX NMPHU3HAKOB CYIIECTBEHHO
MHOM. 371ech, B 3aBUCUMOCTH OT BPEMEHU ChEMKH, CYIIECTBEHHO U3MEHSET-
sl KOHQUTYpaIys BeIAEISIEMBIX 001acTel M 3HaUeHUE TeKCTYPHBIX IIPH3HA-
KOB (BIUIOTH OOPAaTHOTO COOTHOLICHUSI MX WHTEHCUBHOCTH). OUEBUIHBIM
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00pa3zoM pasfersieTcs CeBEpHas U I0)KHAsl 4aCTH y4acTKa MpeAroiaaraeMoi
HMamHA. OTH HAOMIOACHUS MO3BOJLSIIOT IPEANONOXKHUTh MPHHIUNUAILHO
pas3INYHbBII XapaKTep COBPEMEHHOTO PACTUTEIBHOTO IOKPOBA, KAK MHHHU-
MyM, B TpeX 00JacTAX HCCIEAYEeMOro y4acTka: B «(pOHOBOW» 001acTH, B
I0’)KHOM U ceBEpHOM "acTax ucropuueckoil namuu. Ilociaenyroniee onpene-
JICHUE KOJMYECTBA U KOH(PUIYpallMK YyJ9aCTKOB Pa3HOIIAHOBOH PacTHUTEIb-
HOCTH OCHOBaHO Ha CTaTUCTHYECKOM aHAJIN3e IMOJYYEHHBIX 36 MacCHBOB
TEKCTYPHBIX TIPU3HAKOB.

3.2. CHn:KeHHe pa3MepHOCTH NMPH3HAKOBOIO MpocTpaHcTBa. s
UCKJIIOYEHHS KOPPEISLHOHHBIX CBS3EH MEXIy IOJydYeHHBIMH NPU3HAKAMHU
MPOBOAUTCS TPOLEIypa CHUKEHHS Pa3MEPHOCTH METOJOM TIJIaBHBIX KOM-
noHeHT [46]. Unes meToaa 3akimoyaetcs B (POPMHUPOBAHHK CHCTEMbI HOBBIX
MIPU3HAKOB M BHIOOpE M3 HUX Hambojiee WHPOPMATHUBHBIX, OOBICHSIIOLIIX
OOJIBIITYI0 YaCTh N3MEHYMBOCTH JAHHBIX B IiesloM. HoBBIE Mpu3HAKH, KOTO-
pBI€ Ha3BIBAIOT TJIABHBIMH KOMIIOHEHTAMH, HE3aBUCHMBI M IPEACTABISIIOT
c000if THHEHHYI0 KOMOMHALINIO UCXOTHBIX MTPU3HAKOB.

OCHOBHO# c1oco0 0TOOpa TIaBHBIX KOMIIOHEHT OCHOBaH Ha OIICHKE
KyMYJISTHBHOM CyMMBI UX aucriepcuit. Kak mpasmino, 3ta cymma (B TpOIIeH-
Tax) JOJDKHA ObITH HE MEHee yCTaHOBJIeHHOro mopora 80-95% [47, 48].

Contrast Correlation Energy Entropy Homogeneity

a5

Variance
=

Green

0.8

0.6

0.4

RedEdge

0,2

NIR

0 2004

Puc. 4. TexctypHble npu3Haku Xapanuka (Maif)
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Contrast Correlation Energy Entropy Homogeneity Variance

Green

RedEdge

NIR

1 s
0 200 m

Puc. 5. TexctypHble IpU3HaKU Xapanuka (UIoJb)

Jlis xaxmoro u3 HaOOPOB TEKCTYPHBIX IPU3HAKOB XapanKa BhIJC-
JICHO IO YETHIPE TJIaBHBIC KOMITIOHEHTHI (puCyHOK 6). [lo Hambombimemy
BKIIJy MPHU3HAKOB (Tabmuma 2, cepas 3aJMBKa) MOXKHO CJIIENAaTh CICTYIO-
e npexanonoxeHus. [lepBas riaBHas xommoHeHTa PCl, ommcheiBaromas
OoJBIIYI0 YacTh OOIIEH AMCTIepCUH, oToOpakaeT Hambojiee KOHTPACTHBIC
O0OBEKTHI — YYACTKH PACTHTEIHHOCTH, 3HAYUTEIFHO OTIMYAIOIIAECS IO CBO-
el TeKCType OoT OKpyxaromeil Teppuropun. Kondurypanus obmacreit Mak-
CHUMAaIbHBIX 3HAUEHUH KOMITOHEHTHl OJIM3Ka K JHWHEHHOH (pucyHOK 6), B
OOJBIIMHCTBE CITydaeB OHU INPUYPOUYEHBI K «IIEPEXOTHOW 30HE» MEXKIY
IIPUPOAHON CpeIoi, HE NIOJIBEPIaBILIEICS aHTPOIIOTEHHOMY BO3AEHCTBHIO, U
YYaCTKaMH aHTPOMOTEHHO-TIPEOOPa30BaHHON MPUPOIHON Cpesibl (PUCYHOK
la). Bropas rmaBHas kommoHeHta PC2 xapakTepu3yeT CTEICHb OIHOPOJ-
HOCTH: YeM MEHbILE 3HaueHHe, TeM OoJjiee XaoTH4YHas TeKCTypa. MeHHO
MO3TOMY B MEPHOJ paHHEH Bereranuu o0JacTh MaKCHMATIbHBIX 3HAYCHHN
KOMITOHEHTBI OXBAaThIBAET YU4aCTOK HENMpeoOpa3oBaHHOM MPUPOIHOM Cpelbl,
a Ha JTare pa3BUTOW PaCTHTEIFHOCTH CHTYallHs HAa BCEM ydJacTKe o0cierno-
BaHMsI CTAHOBUTCS OJIHOPOIHOMN (pHCYHOK 6).
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Hrons

0 0,2

0,4
Puc. 6. Busyanu3aius riaBHbIX KOMIOHEHT

0,6

0,8

Tabnuua 2. KosdduuneHTs! Koppeasuu Mexay HCXOIHBIMU MPH3HAKaMU

1 I'JTaBHBIMU KOMIIOHCHTaMH

Maii Hionb
PC1 PC2 PC3 PC4 PC1 PC2 PC3 PC4
Contrast 0,27 -0,05 | -0,24 | -0,27 | -0,26 | -0,17 | 0,09 -0,20
Correlation 0,10 0,41 0,22 -0,14 | 0,06 0,47 0,22 -0,08
§ Energy -0,26 | -0,08 | -0,07 | 0,48 0,23 -0,02 | -0,44 | 0,08
o | _Entropy 0,28 0,13 0,01 -0,37 | -0,26 | 0,01 0,36 -0,16
Homogeneity | -0,28 | 0,09 | 0,18 | 0,35 | 0,27 | 0,16 | -0,23 | 0,13
Variance 0,04 -0,36 | 0,39 -0,24 | -0,19 | -0,12 | 0,47 0,29
Contrast 0,28 -0,08 | -0,23 | 0,17 -0,26 | 0,00 -0,23 | -0,31
o | Correlation 0,11 0,40 0,29 0,11 -0,04 | 0,53 0,05 0,10
-ugj’ Energy -0,28 | 0,00 -0,17 | 0,01 0,26 -0,23 | -0,07 | 0,12
3 | Entropy 0,31 0,09 0,06 0,12 -0,26 | 0,24 -0,09 | -0,17
o Homogeneity | -0,29 | 0,14 0,16 -0,09 | 0,28 0,00 0,17 0,26
Variance 0,07 -0,39 | 0,39 0,02 -0,24 | -0,13 | 0,04 0,55
Contrast 0,27 -0,07 | -0,21 | 0,31 -0,27 | -0,08 | -0,30 | -0,04
Correlation 0,10 0,39 0,31 0,17 -0,05 | 0,50 -0,13 | 0,25
o | Energy -0,28 | 0,02 -0,19 | -0,13 | 0,26 -0,14 | -0,01 | -0,11
z Entropy 0,30 0,07 0,08 0,28 -0,28 | 0,13 -0,20 | 0,11
Homogeneity | -0,28 | 0,14 | 0,13 | -0,25 | 0,28 | 0,08 | 0,24 | 0,00
Variance 0,07 -0,38 | 0,39 0,09 -0,25 | -0,12 | -0,20 | 0,46
Kywmymsmusias | ga00 | 7705 | g8% | 93% | 60% | 78% | 86% | 91%
CyMMa Iucnepcuun
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Busyanmzarus nepBeix riaaBHbIX kommnoHeHT PC1 u PC2, o6wscHs-
IOIMX OONBIIYIO YacTh JUCIIEPCHN MCXOTHBIX NAaHHBIX, Ha€T 0000meEHHOe
MPE/ICTaBICHUE O CTPYKTYPE Y4acTKa [0 BCEM CIIEKTpalIbHBIM KaHanam. Ha
9TUX KOMIIOHEHTaX BBIACNAIOTCS BCE MPUPOJHBIE OOBEKTBL, KOTOpBIE
YCTOWYHMBO OTOOpa’karoTCsi Ha HMCXOAHBIX CHHUMKax. [locienHue riaBHbIE
koMrioHeHTH PC3 m PC4 conmepkar B cebe CBEICHUS O CKPBITHIX 3aKOHO-
MEPHOCTAX — JIOKQJIBHBIX OCOOCHHOCTSIX Y4acTKa, KOTOPHIE SIBHO HE (hPUKCH-
PYIOTCS B UCXOJHBIX JIaHHBIX. DTH OCOOCHHOCTH HE MMEIOT BBIPAKEHHOTO
KOHTPAcCTa, II09TOMY MOTYT OBITh MHTEPIPETUPOBAHBI KaK CJIEJ(bl aHTPOIIO-
TEHHOTO BO3/ICHCTBUS, KOTOPBIE CYIIECTBEHHO «CIJIAXKEHBD) BTOPUYHON
CyKLeccHueil.

[MocTpoeHHbIE TTIaBHBIE KOMIIOHEHTBI COJEPIKAT MPAaKTHUECKH BCIO
nHdopmanuio 06 McxoHBIX NaHHBIX (Oomee 90%, Tabmuma 2). ITostomy
MepeXo OT TeKCTYPHBIX MPU3HAKOB (PUCYHOK 4, 5) K HOBBIM IEPEMECHHBIM
PC1 - PC4 (pucyHOK 6) CYIIECTBEHHO YIPOIIAET CPABHUTEIBHBIN aHAIH3
Pa3sHOBPEMEHHBIX CHUMKOB.

3.3. CermenrTanus. CerMeHTanusT H300pakKeHUST 3aKIIOYaeTcs B
pa3OueHnn ero Ha HermepeceKarouiuecss o0JacTH C OJHOPOIHBIMH CBOM-
CTBaMH M, BEpPOSTHO, OJM3KMMHU 3HAUYEHHUSMH PacCMaTPUBAEMBIX XapakTe-
PHUCTHK NMpUpOAHOHU cpenbl. [1oaTOMY Ha MOCHeIHEM JTale alropuTMa Mo-
XKeT OBITh IMOJy4eHa «KapTa» paclpelelieHHuss TUIOB pPACTUTEIBHOCTH M
CJIEIOB aHTPOIIOT€HHOTO MPe00pa3oBaHus IPHUPOIHON CPEJIBL.

CerMeHTHpPOBaHHOE H300paxkecHue (PUCYHOK 7) MOJy4aeTcss B pe-
3yJbTaTe KIACTepH3aLHU METOAOM K-MEeans B MpOCTPaHCTBE INIABHBIX KOM-
noHeHT. Beibop MeTona 00ycioBiIeH, Mpex/ie BCero, BRICOKOH CKOPOCTHIO U
3¢ pekTuBHOCTRIO 00paboTku Oospiioro Habopa nanHbix [49]: marpuia
[JIABHBIX KOMIIOHEHT COJepKUT 746496%4 snementoB (= 3 muH.). Konnde-
CTBO BBIZIEISIEMBIX KJIACCOB 33/1aHO, MCXO/S U3 BU3YaJbHOTO aHAIM3a OPTO-
¢doromnana (pucyHok 10), KOTOpHIA MO3BOJHMI BBIACTUTH 4 BHIA JIAHI-
mraTHEIX OOBEKTOB: JpeBecHasl BIAroj0OMBas paCTUTENBHOCTh, IUIOTHAS
U pelKasi Mopociib KYCTapHUKA, YIaCTKU TPABSIHUCTON PaCTUTEILHOCTH.

B pabGorte ucnonp3oBana peanmsanmsi anroputMa K-means, mpuse-
nennas B [50]. MHTeprpeTanus BbIAEIEHHBIX KiIaccoB (Tabnuma 3 u 4) Bbl-
MOJIHEHA MYTEM COIOCTABJICHHUS pe3yJibTaTa CerMeHTaluu (PUCYHOK 7) ¢
HCTOPHUYECKOH KapToH (puUCyHOK la) u oprodoToruraHnoM (puCyHOK 106).
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Bl Kracc l
B Knacc 2
[ Knace 3

Kunacc 4

0 100 m

0)

Puc. 7. Pe3gynprar cermeHTanuu: a) Mai, 0) UI0JIb

Ta6muna 3. MHTepnipeTanus pe3ynbTaToB CETMEHTAIMH (Maid)
TTopocns BOCCTaHOBHBIIETOCS KyCTapHHUKA, IPOTAHHBL. CeBepHas

Knacc 1

4JacTh MAIIHH
Kiace 2 Boccranosusimiicst kycrapHuk. KO)kHas 4acTh maniHu
Kiacc 3 KpynHblii KycTapHUK, ApeBecHas BIaroio01Bas pacTUTEILHOCTD
Knacc 4 Penxuil KycTapHUK, IPEUMYIIIECTBEHHO BJOJIb Pyclla peKn

Tab6nuua 4. HTepnpeTaiys pe3ynbTaToB CerMEHTAIMU (UIOJIb)

Knacc 1 IInoTHBII BoccTaHOBUBIIMICSA KycTapHUK. OXHBIN yyacTok manHu

Kuiacce 2 IInoTHBIN KPYMHBIN KyCTapHUK
Kiacc 3 KpynHslil KycTapHUK, IpeBECHas BIAroaro0nBas paCTUTENIBHOCTh
Kinacc 4 Penxuii KycTapHUK, IPEUMYIIECTBEHHO BJIOJIb PyCIIa PEKH

OueBHIHBI BU3YalbHBIE OTIMYUS MEXIY MOITYYeHHBIMH CETMEHTH-
POBAaHHBIMH H300pakeHUSAMH (PUCYHOK 7a W 70), ONMHCHIBAIONINE OIUH H
TOT K€ Y4acTOK, HO B pa3HbIC MEPUObI BETCTALIMN. DTH OTIHYHS OOBSICHU-
MBI Pa3HOH IIIOTHOCTBIO PACTHTENILHOTO MOKPOBA U, KaK CIEACTBHE, — TEK-
CTYpOH Ha pa3sHOBPEMEHHBIX CHUMKaxX. YCIIOBHOE paszeieHue 3a0poreH-
HOH TIallIHU Ha JIBE YacTH: CEBEPHYIO (pHUcyHOK 7a, Kitacc 1) u roxxHyI0 (pH-
cyHok 76, Kiacc 1), — MOXHO CBsi3aTh ¢ HEPABHOMEPHBIM MPOLIECCOM BOC-
CTaHOBJICHUS IIPUPOIHOTO KycTapHUKa. CeBepHas 4acTh 3a()MKCHPOBAHA 110
pe3yapTaTaM CerMEHTAlMM MalCKUX JaHHBIX, H0JKHAs — UIOJbCKUX. BBISB-
JICHHbIE YYaCTKU AHTPOIOTE€HHOTO BO3AECHCTBHUSI COOTBETCTBYIOT MOJOXKE-
HUIO TIAITHYA HA HCTOPHYIECKON KapTe (PUCYHOK 8).

442 NHdopmaTuka n asTomatmsaums. 2022. Tom 21 Ne 2. ISSN 2713-3192 (neu.)
ISSN 2713-3206 (oHnawH) www.ia.spcras.ru



ARTIFICIAL INTELLIGENCE, KNOWLEDGE AND DATA ENGINEERING

Takum o0pa3om, aHajaM3 Pa3HOBPEMEHHBIX CHHUMKOB Jae€T B3aHMO-
JIOTIOJTHSIOITYI0 HH(OPMAIIMIO O TEKCTYpe pacTUTeIbHOro MokpoBa. Takoii
aHaIM3 00eCIIeYrMBAET BO3MOKHOCTh BEISBUTD CJICAbI aHTPOIIOT€HHOI'O0 BO3-
JIEHCTBUS B cllydae HEPaBHOMEPHOW BTOPHUYHOM CYyKIleCCHHM Ha 3a0poIleH-
HOM Y4acTKe.

4. Pe3yabTaThbl U o0cy:kaeHue. CHUMKHA B TEPUOJBI paHHEH Bere-
TallMU ¥ Pa3BUTON PaCTUTEIHHOCTH BBIACISIOT Pa3HbIE y4acTKU 3a0pOIIeH-
HO¥t maurHu BTopoit monoBuHbl XX — Hayana XX BB. (pUCYHOK 7, Tabnuia
3 u 4). CiaenoBaTesbHO, COBMECTHBIN aHAIM3 PAa3HOBPEMEHHBIX CHHMKOB
MIO3BOJISIET BBIZEIHUTH 30HY MCTOPHYECKOTO XO3SIMCTBEHHOI'O OCBOCHHMS HA
(oHEe TPHUPOAHOW Cpeibl, HE MOABEPraBLICHCS AHTPOIIOTEHHOMY BO3ZEH-
CTBHIO, a TaKKE JaeT BO3MOXXHOCTh OLICHHTH €€ BO3MOXHYIO KOH(Hrypa-
uro. B wacTHOCTH, pe3ynbTaThl CETMEHTAIMH 110 MaiicKuM (pucyHOK 8a) u
HIONBCKUM (pUCYHOK 80) CHUMKaM, COTIOCTABJIICHHBIE C (parMEHTOM HCTO-
pHUECKOH KapThl (3TAJOHHBIE NAHHBIC), COMIACYIOTCSA C PACIIOJIOKECHUEM
MAITHA Ha ydacTke obcnenoBanus. Kpome Toro, o0beqMHEHNE BBIIEICHHBIX
CETMEHTOB MYJIbTHCHEKTPAIbHBIX N300pa)KEHHH ITO3BOJISIET BOCCTAHOBHUTH
KOH(UTYypanuio 30HbI aHTPOIIOTEHHOTO BO3zAeicTBusA (pucyHOK 8B). Hesa-
BUCHUMasdg CEIrMCHTAlLUsA PAa3sSHOBPCMCHHBIX CHUMKOB BBLICIIACT pPAa3HbIC
y4acTKH HCTOpH‘leCKOﬁ namHu, MMEHHO IIO3TOMY, TOJIBKO COBMECTHBIN
aHaJIM3 T03BOJISIET BOCCTAHOBHUTH I'PaHMIIBI 00JIaCTH MAIIHU Haubosee Mos-
HO.

a) 0) B) 0 1000

Puc. 8. ComnocrapneHnue pe3ysnbTaTa CErMEHTALlUH ¢ HICTOPHUYECKOH KapToil: a) y4a-
CTOK BTOPUYHOM CYKIIECCUH B IIEPUOJ] paHHEH BereTaluu; 6) y4acTOK BTOPHUYHOM
CYKIIECCHHU B IEPHO]] Pa3BUTOI PaCTUTENBLHOCTH; B) KOH(GHUTYpaIys TEPPUTOPUH

3a0pOIIEHHOH MAITHH 110 Pe3yiIbTaTaM CerMeHTanud; 1 — rpaHHmIfa MalHu Ha UCTO-

pHdecKol KapTe; 2 — y9acTOK MaIlHH MO Pe3yIbTaTaM CerMEHTAIIH
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[Tomy4eHHBIH pe3ynbTaT CErMEHTAIlMA OTpakaeT HEPaBHOMEPHOCTH
BTOPHUYHON CYKIIECCHH Ha yJacTke 3abpomieHHOH mamHu. C TOYKH 3peHus
BOCCTAHOBHUBIIIEHCS PACTUTENLHOCTH TEPPUTOPUS MAIIHU pasfesseTcs Ha
JIBE YCIIOBHBIE YacTH: ceBepHas (pucyHOK 8a) u roxHas (pucyHok 86). Pac-
TUTEIHHOCTh CEBEPHOM 4acTH (TepBas HaamoWMeHHas Teppaca p. LlHbI) —
MOPOCIb KYCTapHUKA C TPABOW — OTYETIIMBO MPOSBILIETCS IO TEKCType Ha
Maiickux cHUMKax (pucyHok 7a, Kmacc 1). B mepuon 3penoit Bereraumm
(MIOJIBCKME CHUMKH) — «CIIMBAETCS» C OKpYXaromiel cpenoi (pucyHok 70,
Kiacc 3). Otnu4us pacTUTENFHOCTH B I0)KHON YacTH HCTOPUYECKOW MalTHU
OT OKpYXaloIlel TeppUTOpPHH (PUKCHPYIOTCS B pa3HbIE IEPHOJBI Berera-
M. 31eck, B noiiMe p. LlHbl, HaOmogaeTcs Oosiee KOHTpAcTHasi TEKCTypa
IUIOTHOTO MOJIOZOTO KycTapHHKa. Ha Maiickux CHMMKax BOCCTaHOBHBIIAs-
Csl PAaCTHTENBHOCTh BBIJCISIETCS KaK «IIepexojgHas 30Ha» (PUCYHOK 7a,
Kiace 2) ot ygacTka BTOopu4HO# cykneccun (pucyHok 7a, Kmace 1) x tep-
PHUTOpHH IIPUPOIHON CpeAbl, HE MOABEPraBIICHCS AHTPOIOTEHHOMY BO3-
neiictuto (pucyHok 7a, Kmaccer 3 u 4). Ha HronbCKMX CHUMKaX FOXKHBIH
YYacTOK MAIlHW OTpPEEISEeTCs M0 KOMIAKTHOW 30HE 3HAYUTENLHOM ILTO-
mamu (pucyHok 70, Kmace 1) Ha QoHe mOCTaTOYHO OTHOPOTHOHM pacTH-
TEBHOCTU TPUPOAHON cpensl (pucyHok 760, Kiace 3). Pasnenenue teppu-
TOpHM 3a0pOIIEHHON MaIlHK Ha JIBE€ 30HBI CBA3aHO C TEM, YTO HCXOJIHOE
COCTOSTHHE HENaxaHOTro 3aJMBHOTO Jyra BOCCTaHABIMBACTCS HEpaBHOMEp-
HO. BeposTHOW MPUYUHOM 3TOTO SBIAIOTCSA 0COOCHHOCTH penbeda. Bo Bpe-
Ms1 BECEHHHX IaBOAKOB 3aTAIUINBACTCS O’KHAS 9acTh TEPPUTOPHH, PacIo-
JnoxeHHass B mnoitme p. LlHbl. BeneactBue 3TOro oHa MeHee KOHTPacTHO
MPOSIBISIETCS] B TIEPUOJ] PaHHEH BereTaluy, HO SBHO BbLAENSIETCS Ooiee ak-
TUBHBIM HapalliBaHHEM (pUTOMACCHI B IEPUOJ, 3pENON PACTUTEIBHOCTH.

s aHanM3a KOMILIEKCAa MYJIbTUCIIEKTPAIBbHBIX JaHHBIX YCIIEIIHO
UCIONB30BaH Kilaccuueckuil noaxoy feature extraction — feature selection
— classification, aganTupoBaHHbIM 1151 IPUMEHEHHS CTATUCTUYECKUX TEK-
CTYpHBIX TPHU3HAKOB XapajWka Ha JTale W3BJICUYCHHUS IPU3HAKOB
(feature extraction). Heo6xoanMOCTb HCIIOb30BAHUS MPU3HAKOB Xapainka
BBI3BaHa TEM, YTO TEKCTypa JaHAmadTa Ha MYJIbTUCIICKTPAIBHBIX H300pa-
JKEHUSIX ABJsIeTCsl OoJiee cTaOMIIBHON XapaKTepUCTUKOW IUIOMIATHBIX 00b-
€KTOB YeM WHTEHCHUBHOCTb OTAENBHBIX MNHKCEIEH MYIbTUCIEKTPAIBLHOTO
n3o0paxenus. VIMEHHO 3TO J1aeT BO3MOXXHOCTH BBISIBICHHSI CETMEHTOB C
«MaJIOKOHTPACTHBIMI» OTIMIHUAMH PACTUTEIBHOTO TIOKPOBA, BO3HUKIIIETO B
pe3ynbpTaTe BTOPHYHON CYKIECCHH. J{pyTroil OTIHYHTETEHON 0COOCHHOCTHIO
MPEAT0KEHHOTO TTOIX0/1a SABISCTCS aHaIN3 Habopa CHUMKOB, CIICIIAHHBIX B
pa3HbIe MEPHOABI BETeTAllMH. B yCIOBHAX HEPaBHOMEPHOCTH BTOPHYHOU
CYKILIECCHH B JIECOCTEITHON 30HE 3TO MO3BOJIIET IOJIHEE OXapaKTEPHU30BATh
W3MEHEHHE WHTEHCHBHOCTH JINCTBEHHOM M TPABSIHUCTOW PaCTUTEIHHOCTH.
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OO0beaMHEHHE PE3YJIbTATOB CErMEHTAIIMN 00ECIICUYNBACT BBISABICHUE y4acCT-
KOB BOCCTaHOBHBIIIEHCS PACTUTCIIBHOCTHU, COOTBETCTBYIOIIUX AHTPOIIOTICH-
HO-TIpeoOpa30BaHHBIM 00IACTSIM MPUPOIHOTO JTaHamIadTa.

ABTopbI Onarogapst n.u.H. B.B. Kaanmesa u k.n.H. K.C. KyHnaBuna,
KOJIJIeT u3 TamboBckoro TOCyJTapCTBEHHOTO YHHUBEPCHUTETA
nM. I'.P. JlepkaBuHa, 32 KOHCTPYKTHBHOE OOCYXICHUE U TIPEIOCTABICHHBIC
MaTepHUabL.
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A. SHAURA, A. ZLOBINA, |. ZHURBIN, A. BAZHENOVA
ANALYSIS OF MULTI-TEMPORAL MULTISPECTRAL AERIAL
PHOTOGRAPHY DATA TO DETECT THE BOUNDARIES OF
HISTORICAL ANTHROPOGENIC IMPACT

Shaura A., Zlobina A., Zhurbin 1., Bazhenova A. Analysis of Multi-Temporal Multispectral
Aerial Photography Data to Detect the Boundaries of Historical Anthropogenic Impact.

Abstract. The article presents the application of a statistical analysis algorithm for multi-
temporal multispectral aerial photography data to identify areas of historical anthropogenic
impact on the natural environment. The investigated site is located on the outskirts of the
urban-type village of Znamenka (Znamensky District, Tambov Region) in a forest-steppe zone
with typical chernozem soils, where arable lands were located in the second half of the 19th -
early 20th centuries. Grown vegetation as a result of secondary succession in abandoned areas
can be a sign for identifying traces of historical anthropogenic impact. Distinctive signs of such
vegetation from the surrounding natural environment are its type, age and growth density.
Thus, the problem of detecting the boundaries of anthropogenic impact on multispectral images
is reduced to the problem of vegetation classification. The initial data were the results of multi-
temporal multispectral imaging in green (Green), red (Red), edge of red (RedEdge) and near-
infrared (NIR) spectral ranges. The first stage of the algorithm is the calculation of the Haralick
texture features on multispectral images, the second stage — reduction in the number of features
by the principal component analysis, the third stage — the segmentation of images based on the
obtained features by the k-means method. The effectiveness of the proposed algorithm is
shown by comparing the segmentation results with the reference data of historical cartographic
materials. The study of multi-temporal multispectral images makes it possible to more fully
characterize and take into account the dynamics of phytomass growth in different periods of
the growing season. Therefore, the obtained segmentation result reflects not only the
configuration of areas of an anthropogenic transformed natural environment, but also the
features of overgrowth of abandoned arable land.

Keywords: multispectral survey, texture segmentation, Haralick texture features, principal
component analysis, clustering, k-means, multi-temporal data, growing season, secondary
succession.
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