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Abstract. Recently, different attempts have been made to characterize information
security threats, particularly in the industrial sector. Yet, there have been a number of
mysterious threats that could jeopardize the safety of food processing industry data,
information, and resources. This research paper aims to increase the efficiency of information
security risk analysis in food processing industrial information systems, and the participants in
this study were experts in executive management, regular staff, technical and asset operators,
third-party consultancy companies, and risk management professionals from the food
processing sector in Sub-Saharan Africa. A questionnaire and interview with a variety of
questions using qualitative and quantitative risk analysis approaches were used to gather the
risk identifications, and the fuzzy inference system method was also applied to analyze the risk
factor in this paper. The findings revealed that among information security concerns, electronic
data in a data theft threat has a high-risk outcome of 75.67%, and human resource management
(HRM) in a social engineering threat has a low-risk impact of 26.67%. Thus, the high-
probability risk factors need quick action, and the risk components with a high probability call
for rapid corrective action. Finally, the root causes of such threats should be identified and
controlled before experiencing detrimental effects. It's also important to note that primary
interests and worldwide policies must be taken into consideration while examining information
security in food processing industrial information systems.

Keywords: food processing industry, information security, risk identification, risk
analysis, fuzzy inference system, ISO 27005.

1. Introduction. In order to address the problems with nutrition and
food security in sub-Saharan Africa, food processing might be extremely
important. In actuality, the robustness of the food processing sector directly
affects the creation of an abundance of high-quality, wholesome, and secure
meals that are accessible to customers and reasonably priced. Processing
food is essential to preventing losses after harvest and maximizing harvest
usage, especially during drought and seasons of low production, and plays a
crucial role in providing income for farmers [1].

In any industry, information is one of the most valuable assets and
resources, but it’s also the most fragile element, particularly in the food
processing industry. It is a value, and every food processing sector has
understood that information security threats can negatively affect firm process
stability and public image, as well as financial loss, environmental impact,
and client and partner satisfaction. Thus, information security applies to the
protection of data and information, information systems, and their essential
components from unauthorized access, use, exposure, and modification in
order to ensure confidentiality, integrity, and availability [2].
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In the past, all industries used to be built on mechanical devices and
closed systems [3], which meant that most industrial systems were not
connected to each other or to public networks such as the Internet. During
the risk analysis of these industries, the security-related risks posed by
accidental component failures and human errors must be considered. Yet,
the scenario is somewhat different now; shifting away from analog or
traditional equipment and toward technology offers many advantages in
terms of production, but it also has a number of disadvantages [4]. As a
result, the most popular sectors are subject to a variety of internal and
external security threats, including human, environmental, physical, and
natural risks, all of which can have disastrous consequences.

This argument demonstrates that industries are confronting a larger
security flaw, an increase in the number and effectiveness of assault
scenarios, and increased network complexity [5]. As a result, all industries
are confronted with a number of Internet-related concerns, including
security risks, intellectual property violations, and personal data privacy. As
a result, understanding information security threats in companies is critical
in order to prevent future harm.

In reality, in this food processing business, information security risk
management is the most important way to reduce losses or damages caused
by a variety of security risks. By employing a risk management approach
and assuring stakeholders that risks are effectively handled, information
security management systems (ISMS) secure the confidentiality, integrity,
and availability of information [6].

Therefore, information security risk management aims to protect the
security of systems that identify, analyze, and evaluate industrial data, and
in order to manage risks, a strategy for assessing the level of risks and
identifying potential dangers should exist [7]. Based on ISO 27005, risk
analysis is the first step in the risk management process. Evaluating
information security risks entails detecting threats and vulnerabilities,
calculating the likelihood and impact of known threats, and finally
prioritizing the risks to determine the appropriate amount of training and
controls needed for effective mitigation [8].

The purpose of this paper is to analyze information security risk in
the Sub-Saharan Africa food processing industry information system, and in
this study, the authors proposed fuzzy inference system (FIS) methods
based on ISO 27005 standards. Inaccuracy and uncertainty in the real world
and human thought are modeled by a mathematical technique called fuzzy
logic. This essay will demonstrate how fuzzy logic may be used to evaluate
risk [9]. In this paper, the authors studied five critical food processing
industry assets. Therefore, the five critical assets are briefly characterized
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here, such as electronic data, physical hardware, software revenue
management systems, food processing industry reputation, or intangible
assets, and human resource management (HRM) or employers.

Finally, this paper covers the above-mentioned food industrial assets,
the mathematical foundations of fuzzy logic, as well as membership
functions, fuzzy sets, and logic rules. Fuzzy expert systems turn input
numbers into linguistic values, which are adjusted by if-then rules provided
by a human expert. The concept of a fuzzy expert system is explored in
detail, along with its rule base and set membership functions.

2. Literature review. Over the years, many studies have been
conducted on the topic of information security risk analysis, with various
techniques and objectives, but with the fundamental purpose of providing
some kind of information about the dangers that could harm an industrial
organization's assets. In order to unravel the problem of information
security risk analysis, various software packages have been developed based
on the developed methods.

There are over 30 methodologies and frameworks that can be used for
security risk analysis and assessment. During the risk identification process,
potential events are identified based on their positive or negative impact on
the main mission goals [10]. Also, the main purpose of the risk analysis is to
evaluate the identified risks based on the frequency of their occurrence and
their perceived consequences for the mission goals. As a result, one of the
most practical methods in this context is to use experts' opinions to identify
the rate and potential consequences of risks; thus, after fully recognizing the
risks, it is possible to improve opportunities and reduce threats posed by
industry risks by implementing risk response strategies [11].

The scenario in information security can be defined as a combination
of assets, vulnerability, threat, controls, and consequences [12]. With strong
information security, the food processing industry decreases its risk of both
inside and outside assaults on information technology systems. They also
keep sensitive data safe, protect systems from cyberattacks, provide
continuity for the company, and provide peace of mind to everyone in the
organization by keeping confidential information safe from security threats.

The risk analysis for seeking goals is very useful due to the
definition and nature of risks, and the risk analysis that focuses on
examining the effects of risks on industry goals can play a vital role in
information security risk management. This, along with risk analysis, is a
great help in developing response strategies and reducing unexpected
consequences [13]. Accordingly, two general approaches to information
security industry risk analysis can be derived by reviewing the existing
literature on risk analysis: qualitative and quantitative risk analysis.
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To perform a comprehensive assessment of risk in industrial
information systems, both quantitative and qualitative methods should be
employed. Knowledge of methodology in this area is the prerequisite for
accurate risk evaluation, i.e., the combined use of quantitative and
qualitative methods ensures more accurate risk estimation[14]. The
qualitative method is influenced by subjective judgments and provides poor
results for assessing risks because risk analysts mostly depend on their
judgments based on their previous knowledge and experiences.

For this purpose and to overcome the inherent limitations in the
qualitative approaches to risk analysis, quantitative approaches have been
developed, as have various mathematical approaches, for example, fuzzy
logic. This method is an advanced model in the information security risk
analysis of industrial information systems. Thus, fuzzy logic tools allow us
to assess the level of risk using quantitative and qualitative indicators and
expert knowledge, whose values are constantly changing over time and
which take into consideration the nonlinearity of process growth
probabilities and dependability [15].

Fuzzy logic is a type of many-valued logic that deals with
approximate reasoning rather than fixed and accurate reasoning, and it is a
useful approach to plotting an input space to an output space [16]. It is a
type of logic utilized in some expert systems and other artificial intelligence
applications in which variables' degrees of truthfulness are represented by a
range of values ranging from 0 (false) to 1 (true)[17]. In this way, the
membership function of an event on those sets represents the degree to
which it belongs to the sets of outcomes and considers a method based on a
fuzzy risk matrix that allows expert knowledge to be recorded in an
intelligible manner, [18] proves that the fuzzy risk matrix is compatible with
the Mamdani fuzzy inference system.

The most important element of risk analysis in the food industry
based on fuzzy logic is that the entire process leads to the development of a
control system capable of effectively reducing risk. Because of the exact
output of analysis and consideration of countermeasures, it can repeat risk
analysis on a regular basis with valuable output[19]. Furthermore, it
reduced subjectivity to an appropriate standard by using fuzzy logic and
methods based on fuzzy logic because of quantitative input data, so
subjectivity was moved to the process of creating relations and
dependencies between input data and risk assessment, where it could be
better controlled [20]. A fuzzy inference engine, a set of fuzzy membership
functions, and a set of fuzzy rules are the key elements of a fuzzy expert
system. They’re used in a variety of fields, including data analysis, financial
systems, pattern recognition, and linear and nonlinear control [21].
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Finally, the fuzzy logic approach has been recommended as the
appropriate tool to improve food industrial processing information security
and may help analyze complex conditions. Thus, the main purpose of this
paper is to evaluate risk values in a more reliable, flexible, and objective
manner by using this proposed method and prioritizing the level of risk value.

3. Material and Methods. This methodology research was based on
ISO 27005, and was completed in 2022. The participants in this study were
experts and staff from different sections of the food processing industry in
the Sub-Saharan Africa information system (N = 145). The participants
were executive management, regular staff, technical and asset operators,
and third-party consulting companies.

Participants were asked to evaluate five different information assets
based on a scale of ten points (one, two, .... and ten) to estimate the
likelihood and severity of the threat and group them into a three-point Likert
scale (low, medium, and high) as shown in Table 1. The collected data was
analyzed to calculate the likelihood of related threats and their severity.
Some specialists in the field of food processing industry information
systems confirmed the reliability of the questionnaires. For each question
and its corresponding criticality, the average scores were calculated based
on the answers of the participants. Finally, all of these average values were
used in the FIS model to calculate the final risk values.

Table 1. Likert-scale questionnaires
Likelihood and severity of data collection
Low Medium High
1 [ 2 | 3 4 | 5 | 6 | 7 8 [ 9 | 10

These questionnaires and interviews had three parts, such as:

—  Personal information: this is very basic personal information
about the participant in the food processing industry;

—  The characteristics of systems and the state of information
security in the food processing industry’s information system (context);

—  Risk identification: this part included natural disasters, human
threats, and physical and environmental threats.

Based on ISO 27005, the information security risk analysis techniques
provide a number of ways. Therefore, it has indicated the following processes.

3.1. Risk Identification Process. The process of recording any
hazards that could prevent an organization or program from achieving its
goal is known as risk identification. It is the first phase in the risk
assessment process, which is used to find, allocate, and describe the types of
risks. Therefore, the main goal of risk identification is to determine what,
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where, when, why, and how something can impact a company's capacity to
operate. All aspects of the risk assessment process are included asset
identification and its values, impact level, and threat frequency. This
involves eight steps. These steps are:

Step 1. Identify assets and their values. Identifying and valuing
food processing industrial assets is a crucial step in determining the
appropriate level of protection in the food processing industry. Therefore,
an asset’s value to any industry, especially the food processing sector,
can be quantifiable based on expense, sensitivity, mission criticality,
and/or a combination of these factors. In this study, the values of assets
were evaluated by executive managers, technical asset operators, and risk
management experts in the food processing industry.

Step 2. Threat identification and analysis. A threat is someone,
something, an event, or a thought that causes or poses a risk to an asset. By
exploiting vulnerabilities or a state of weakness, threats can compromise the
confidentiality, integrity, and availability (CIA) of food processing industry
assets. Thus, threat analysis is the act of investigating threat detection
sources and comparing them to an information system's flaws.

The study's purpose is to identify the threats that could jeopardize
an information system in the food processing industry, as the authors
noted in the above top five assets in industry information system.

Step 3: Identify the vulnerability and its level. Vulnerability is
described as a lack of security in a security system. Threats can take
advantage of a vulnerable position because it provides or creates an
opportunity for them to do so. The interrelationships between threats and
vulnerabilities are examined to determine a likelihood level.

The level of susceptibility is visibly lowered as a high
countermeasure is implemented in any manufacturing facility. In this study,
just like asset value, the level of vulnerability and threat were evaluated by
experts and participants in the food processing industry in Sub-Saharan
Africa’s information systems.

Step 4. Likelihood. When assessing the likelihood, it needs to be
considered how often a specific threat might occur and how easily related
vulnerabilities can be exploited. This information can be collected from the
food processing industry information system in sub-Saharan Africa through
questionnaires and interviews.

The possibility of each situation and its impact occurring must be
determined after the incidents have been identified. This can be done using
qualitative or quantitative analysis methodologies. The frequency of the
threats and the ease with which the vulnerabilities might be exploited
should be described.
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Step 5. Impact. A degree of loss and harm resulting from some
failure might be referred to as event repercussions or impact. Each systemic
failure has certain knock-on effects. A failure may result in economic loss,
environmental harm, personal injury, or death, among other conceivable
outcomes. For various outcome types of facility risk analysis, repercussions
need to be quantified using relative or absolute measures.

3.2. FIS process steps. The technique of mapping from a given input
set to an output set using fuzzy logic is known as a fuzzy inference system.
In our risk assessment model, the Mamdani Fuzzy Inference System (FIS)
was employed for fuzzification, rule evaluation, and defuzzification
according to Figure 1.

Fuzzy Inference System (FIS)
Likelihood

[T —— " Rule l  Crisp
Fuzzificat }_. ) —-D fuzzification
Severity Input. uzzification Evaluation | ez ° ‘0 tput

The inputs are crisp
(non-fuzzy)
numbers

All rules are The results of The results is 3

eviltlxli{l-e:siig the rules are crisp (non-fuzzy)
Fa C X ngin combined 3nd numbers
uzzy reasoning defuzzified

Fig. 1. Risk analysis process based on a fuzzy inference system

Step 6. Fuzzification. The first step is to use membership functions
(MF) to assess the inputs' degree of membership in each of the relevant
fuzzy sets (fuzzification). In this case, we used MATLAB software to solve
all the equations. The fuzzy membership function is a graphical
representation of the degree of membership of any value in a particular
fuzzy collection. The X-axis of the graph indicates the universe of
discourse, while the Y-axis reflects the degree of membership in the range
[0, 1]. In this paper, we used Trapezoidal MF (TMF) in likelihood and
Gaussian MF (GMF) in severity. TMF has four parameters: “a, b, ¢, and d”.
The Range ‘b’ to ‘c’ represents the element's maximum membership value.
And if x is between (a, b) or (c, d), its membership value will be between 0
and 1. A GMF is defined by two parameters, ‘a’ and ‘b’, and can be written
as follows: The mean / center of the Gaussian curve is represented by ‘a’ in
this function, while the dispersion of the curve is represented by ‘b’.
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According to steps 4 and 5, likelihood and impact (severity) are used
as crisp inputs to start a FIS process, and the interval range for both
indicators is from 0 to 10, as shown in Figure 2.

Fuzzification
Likelihood (Input= 7 Severity (Input= 4.9)
Low Medium High Low Medium High
1

08

056

o} 0.55 0.45 O
04
" k
o Py - e, =
[+] 1 2 3 4 5 ] 7 8 e 10 0 1 2 3 4 5 & 7 8 e 10
Trapezoidal MF Gaussiah MF

Fig. 2. Fuzzification methods

Step 7. Rule evaluation. Subsequently defining fuzzy membership
functions, in this paper, nine fuzzy rules were constructed for the fuzzy
inference system (FIS).

Syntax. Based on the Mamdani fuzzy inference system: If (Input 1 is
membership function 1) and/or (Input 2 is membership function; 2) then
(Output is output membership function). The number of terms used to
assess risk variables is assumed to be three, namely "high", "medium", and
"low" as noted in Table 2.

Table 2. Risk matrix based the above rules

Severity
Likelihood Low Medium High
Low Low Low Medium
Medium Low Medium High
High Medium High High

Step 7.1. Apply fuzzy operators. After fuzzifying the inputs, you
know how well every part of the antecedent fulfills the requirements for
each rule. If a rule's antecedent consists of a number of parts, the fuzzy
operator is used to generate one number which symbolizes the outcome of
the rule's antecedent. This value is subsequently passed on to the output
function. The fuzzy operator takes multiple membership values from
fuzzified input variables as input. The output consists of a single truth value.
In this case, the authors apply the AND operator, as shown below.

1090 Undopmaruka u agromaruszauus. 2023. Tom 22 Ne 5. ISSN 2713-3192 (neu.)
ISSN 2713-3206 (onmaiin) www.ia.spcras.ru



INFORMATION SECURITY

Based on Table 2, the authors constructed nine fuzzy rules using the
fuzzy operator process.

Rule 1: If likelihood is high and severity is medium then risk value
is high,;

Rule 2: If likelihood is medium and severity is medium then risk
value is medium;

Rule 3: If likelihood is high and severity is low then risk value
is medium,

Rule 4: If likelihood is medium and severity is low then risk value
is low.

Based on Table 2 and Figure 2 membership function, the rules were
evaluated in the following process:

Rule 1: Risk value is high: p(x;) = min (0.45, 0.99) = 0.45;
Rule 2: Risk value is medium: p(x2) = min (0.55, 0.99) = 0.55;
Rule 3: Risk value is medium: p(x3) = min (0.45, 0.01) = 0.01;
Rule 4: Risk value is low: K(x4) = min (0.55, 0.01) = 0.01;

N.B. All other rules have zero true values. As a result, there is no need to be
concerned with them during the composition sub-process.

Step 7.2. Apply Implication Method. You must first establish the
rule weight before using the implication approach. Every rule has a weight
(a value between 0 and 1) that is applied to the antecedent's number. This
weight is often 1 and hence has no effect on the implication process.
However, you can reduce the impact of one rule compared to the others by
changing its weight value from 1 to something else.

The implication approach is used when suitable weighting has been
applied to each rule. A consequent is a fuzzy set symbolized by a membership
function that properly values the linguistic characteristics assigned to it. The
antecedent's function (a single number) is used to alter the consequent. The
implication procedure takes a single number from the antecedent and outputs a
fuzzy set. The implication is used for each rule, as shown in Figure 3.

Antecedent Consequent
Fuzzy Input Apply Operator Apply Implecation Operator
High
Medmum
Low
If likelihood is fiiglt and severity is low then risk value is medium Result of Implication

Fig. 3. Implication method
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Step 7.3. Aggregate all outputs. The aggregation will be done
according to the fuzzy criteria for each risk. The aggregation method seeks
to combine all previously scaled and grouped rule consequent MF into a
single fuzzy set.

The results of the two rules are alike (as it is for this example:
medium), the degree of membership: Based on step 7.2, to be selected OR
operator to choice one:

Risk value is medium = max (Ju(x;), u(x3)) =Max (0.55; 0.01) = 0.55.

Using the above results:

Risk value is high: = 0.45;

Risk value is medium = 0.55;

Risk value is low: =0.01.

Step 8. Defuzzification. It is the final step in the fuzzy rule inference
model and is used to resolve a crisp value from the results of the FIS
process. There are a number of methods available for Defuzzification, for
example, max membership principle, centroid method, weighted average
method, mean max membership, center of sums, center of largest area, and
first or last of maxima. The centroid computation is one of the most used
Defuzzification methods. In this case, the authors applied the centroid or
center of gravity (COG) technique to evaluate the risk value, as shown in
Figure 4.

He

Defuzzification Using CoG Method If AC is defined with discrete MF,

. i1 Me (). x;
i=1 Me(x;)

Deruuiﬁca{iun Process

] Low Medium Higl'l
o8
06
04 T
02 Final Risk Value
5 L —
(o) 16.67 50 8333 100 O

Fig. 4. Defuzzification methods using center of gravity

4. Result and Discussion. This part uses a variety of statistical
approaches to evaluate the quantitative data and provide the results of the
data analysis in order to test the research hypotheses generated for the
current study in the Sub-Saharan Africa food processing industry
information system. The response rate of participants is noted in Table 3.
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Table 3. Response rate of participant in this study

Questionnaire Number Percentage
Distributed 165 100 %
Received 150 90.90%
practical 145 96.67%
Impractical 5 3.33%

Based on Table 3, considering the chosen strategy of handing out
the questionnaires to specific individuals one at a time, and 165 were
distributed. As a consequence, 145 of the 150 questionnaires received were
complete and functional, yielding a response rate of 96.67%, which is
regarded as excellent in research using a survey method and is displayed in
Table 3. However, 15 employees failed to submit their surveys, and the
remaining five — representing 3.33% of the impractical forms — were
incomplete and contained inconsistent answers.

In this study, the distribution of participants in Sub-Saharan Africa’s
food processing industry is shown in Table 4.

Table 4. Distribution of participant in this study

Sex Men Female
N =122, 84.14% N=23, 15.86%
Average 3433+ 6.79
Age
Managemgnt and| Technical and Third-party
. Executive Regular Staff consultancy
Position Asset operators .
Management companies
N=21, 14.48% | N=48,33.10% | N=67,46.21% | N=9,6.21%
Work of =<2 years >2&<5 >5& <10 >10 years
experience | N=18,12.41% | N=48,33.10% | N=67,46.21% | N=12, 8.28%
. Vocational and
Education Ph.D. MSc BSc/Diploma —<High school
N=7,4.83%, | N=15,10.34% | N=50,34.48% [N=73,50.34%

Based on Table 4, the majority of respondents had between five and
ten years of work experience, which may imply a fair amount of knowledge
of the physical security system. The majority of respondents, however, had
only completed high school and a vocational program, making up 50.34%
of the total and demonstrating a high level of knowledge. A bachelor's
degree (BSc) and diploma are the next most common levels of education,
coming in at 34.48%, and the Ph.D. level is the least common, at 4.83%.
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Additionally, job position data show that workers at the technical
and asset operator's personnel level were the most prevalent, totaling
46.21%, followed by "regular staff" at 33.10%, and third-party consultant
organizations, the lowest, represented by 6.21% of the total respondents.

According to the risk identification process, the identification of
threats for each asset is listed in Table 5.

Table 5. Asset, threat, and vulnerability outcome in this study

Threat -
Asset Name Code Threat Vulnerability
T1 |SQL injection Outdated DBMS
; Breaching legal
Electronic Data (ED) | T2 |Data theft !
requirements
T3 | User error Negligence
T4 |Power interruptions Inability to operate without
power supply
Vulnerability of Processor
Physical Hardware T5 |Heat Chips to melt at high
(PH) temperatures
. Vulnerability physical
T6 |Fire problem/damage
T7 | Cross-site Scripting Vulnerability to malicious
code
Software Revenue
Management System Stack-Overflow .
(SRMS) T8 attacks Bad coding conducts
To |DenmialofService ;o o emory resources
(DoS) Y
Industry Reputation T10 |Fraud Staft deceitfulness
or intangible asset T11 |Data breach Outdated Security Software
(IRTA) T12 |Misuse of resources | Poor resources management
T13 | Accident Ignorance to precaution
Human Resource . .
. . . Inclination to improved
Management T14 |Social engineering status gain
/Employee (HRME) -
T15 |Tlness Illness due to change of
weather
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Based on sections 3.1 and 3.2, the final risk level of each asset is
noted in Table 6 and also ranked from maximum to minimum risk value.

Table 6. Final risk values in this study

Likelihood Severity Risk Level %
Level Level
Threats | Input variable to Fuzzification | Defuzzification | Rank
Leve(:_}/(z)llue. Leve:)l-;’(;tlue. Value: 100%
T1 7 8 66.33 3
ED T2 5 9.1 75.67 1
T3 4 4 48.33 8
T4 8.5 2.5 57.67 5
PH T5 55 34 45.67 10
T6 9.4 8 70 2
T7 2.9 5.2 39.67 13
SRMS T8 3 7 42 11
T9 7.5 1.5 50.67 6
T10 1.8 8.8 48.33 8
IRIA T11 7 4.6 58.67 4
T12 8.1 0.1 50 7
T13 1.5 5.8 38.67 14
HRME T14 4.8 1.5 26.67 15
T15 3.5 6.1 40.67 12

Based on the fuzzy logic designer, nine fuzzy rules were constructed.
The inference engine maps input fuzzy sets (likelihood and severity) into
fuzzy output sets (risk value). Figure 5 shows the number of if-then rules in
order to provide a better understanding of the proposed fuzzy inference
system framework, and with the input of likelihood of occurrence and risk
severity, the risk size can be calculated. For instance, with 5 and 5 for
likelihood and risk severity, the risk size would be 50%. A likelihood of 5 is
related to rules 4-6, and a risk severity of 5 is related to rules 2, 5, and 8.
The fuzzy model designed by combining these rules estimates the risk
value.

The authors generated and plotted an output surface map for the food
processing industry information system fuzzy model using surface viewer to
visualize the dependence of one of the outputs on any one or two of the
inputs. According to Mamdani, Figure 6 depicts the food processing fuzzy
model's output surface viewer.
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Likcliho.o%= 5 Severi%= 5 Risk Value=50%
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Fig. 5. Fuzzy rules according to Mamdani method

Based on Tables 5 and 6, electronic data in T2 (data theft) has a high
effect risk of 75.67%, and human resource management in T14 (social
engineering) has a low-risk impact of 26.67%. As a result of this risk
assessment, the food processing industry's high-probability risk items
necessitate immediate remedial action to mitigate the risk (Figure 7).
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Likelihhed

Fig. 6. 3D plots for 9 rules according to Mamdani method
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Risk Level Based On Chart

B Inpnit variable to Fuzzification Likelihood Level Level Value: 0-10
B Input variable to Fuzzification Severity Level Level Value 0-10
m Deffuzification Risk Lewvel % Value: 100%

-
=
mooE -
3 -
: 5 =
L S 5 om| B
g s 5. F 0= Rl 5
gl = 2 . =
=
T3
S
- n . = - = ! = o -
R I n;} LT‘\: S S [ 230 -z il | e 2 i
(11 MY 1 AT O Y B [ Y Y | IS RN G ] e Y
T1 T2 T3 T4 TS TE T7 TS TS Ti¢ T11 Tiz Tiz T14 T1&
ELECTROMNIC DATA FHYSICAL SOFTWARE INDUSTRY HUMAN RESCOURCE
HARDWARE REVENUE REPUTATION OR MANAGEMENT
MANAGEMENT IMTANGIBLE ASSET [HRM) OR
EYETEM EMPLOYERS

Fig. 7. Risk level based on the chart

5. Conclusion. According to the results of this study, the authors
developed a flow model for assessing the risks of activities in the Sub-
Saharan food industry. The authors identified five critical food processing
industry information systems, including electronic data, physical hardware,
software revenue management systems, food processing industry reputation
(intangible) assets, and human resource management (HRM).

In order to obtain a more reliable and less subjective method for the
risk assessment process, a fuzzy inference system has been used in this
model. Nine fuzzy decision rules were constructed for some of the chosen
risks by using likelihood, severity, and risk values. Finally, the risk values
were calculated in the aggregation and defuzzification processes. Finally,
based on the final information security risk values, the risks were ranked
from maximum to minimum risk values obtained in the Sub-Saharan
African food processing industry.
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A.D. ACDXA, A. BAIII
AHAJIN3 PUCKOB HH®OPMAILIMOHHOM BE3OIACHOCTHU B
NUIEBOM MPOMBIIIJIEHHOCTH C UCITIOJIb30OBAHUEM
CUCTEMBI HEUETKOI'O BBIBOJA

Acgpxa A.D., Bauw A. AHaan3 puckoB HHGOPMAIHMOHHOIH 0e30MAaCHOCTH B IHINEBOI
NMPOMBIIIEHHOCTH C MCHO/Ib30BAHHEM CHCTeMbI HEYeTKOT0 BbIBO/IA.

AHHoTanus. B nociensee Bpemst MpeIIPUHAMAIINCH Pa3IMYHbIC TIOMBITKH 0XapaKTepH30BaTh
yIpo3bl HHQOPMALIMOHHOK GE30MacHOCTH, OCOOCHHO B MPOMBIILICHHOM cektope. TeM He MeHee,
CYILECTBYET PsiJ| 3araflo4HbIX yIPo3, KOTOPBIE MOTYT MOCTABUTH IO/ YTPO3y OE30MacHOCTh JaHHBIX,
nHGOPMAIMM U PECYpPCOB MNHMIIEBON HPOMBIILIEHHOCTH. LleNblo JaHHOro HccienoBaHus ObLIO
U3y4eHHE PUCKOB JUI1 MH(MOPMAIMOHHOI 0€30MacHOCTH B MH(OPMALMOHHOH CHCTEME ITHILEBOH
HPOMBIIUICHHOCTH, @ YJaCTHHKAMH 3TOTO VCCICJOBAHHS OBLUTM JKCIEPTHI HCIIONHHTEIBHOIO
PYKOBOJICTBA, IUTAaTHBIA IEPCOHAN, TEXHMYECKHE M AaKTUBHBIE OIEPATOpbl, CTOPOHHHE
KOHCAJITHHIOBbIE KOMITAHUH H YIPaBJICHHE PHCKAMH, CIICLUAIIMCTHI IUIIEBOM MPOMBIIUICHHOCTH B
nH(MOPMALMOHHO# crcTeMe cTpaH AQpHKH K 1ory oT Caxapbl. AHKETa U HHTEPBBIO C Pa3IMYHBIMI
BOIIPOCAMH C HUCIIOJB30BAHMEM IIOIXO/I0B KaYeCTBEHHOIO M KOJNHYECTBEHHOTO aHAIM3a PHCKOB
OBUIM WCIIONB30BaHBI Uil cOOpa MACHTH(UKALMII PUCKOB, @ TAKXKE METOJ CHCTEMBI HEYETKHX
BBIBOJIOB, IIPHMMaHEHHBIN [ aHam3a (hakTopa pUCKa B 3TOM CTaThe. BBIBO/IBI MOKa3am, 4To Cpeiu
poGiIeM HH(MOPMAIMOHHON O€30IaCHOCTH MEKTPOHHBIE TAHHBIE B YTPO3€ KPAKH JAHHBIX HMEIOT
BBICOKHI pHCK 75,67%, a ynpasneHue yenoBedeckumu pecypcamu (HRM) B yrpose cormanbHON
HIDKCHEPUN MMeeT HU3KUH pUCK BosxeiictBus 26,67%. B pesynbTate (akTopsl pucKa ¢ BBICOKOH
BEPOSITHOCTBIO TPEOYIOT ONEepaTUBHBIX AeHCTBHHA. KOMITOHEHTBI pUCKa ¢ BBICOKOH BEPOSTHOCTBIO
TpeOyIoT OBICTPBIX KOPPEKTUPYIOIMX MJeHCTBHIL. B pesynbTare HEOOXOIMMO BBIIBHTH U
KOHTPOJIMPOBATh IEPBOMPUYMHBI TAKHX YIPO3 10 TOTO, KAK BOSHHKHYT NaryOHbBIC MOCIIEICTBUS.
Taroke BOXHO OTMETUTb, YTO NPH M3YYCHHN MH(OPMAIMOHHOH 0e30I1acCHOCTH B NPOMBIILICHHBIX
HMH(POPMAIMOHHBIX CHCTEMAaX IMHILIEBON NPOMBIIUICHHOCTH HEOOXOIMMO IPUHHMATh BO BHUMAHHUE
OCHOBHBIC HHTEPECHI 1 ITI00AIEHYFO [OIUTHKY.

KirodeBble cJI0Ba: NHINEBas HPOMBINIICHHOCTh, HMH(OPMALMOHHAs O€301acHOCTS,
UACHTU(UKALYS PUCKOB, aHAJIN3 PUCKOB, CHCTEMa He4eTKoro BeiBoaa, ISO 27005.
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